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Executive Summary

For the third year, the Eisenhower School (ES) for National Security and Resource
Strategystudied the Command, Control, Communications, Computer, Intelligence, Surveillance,
and Reconnaissance (C4ISR) industry. The focus for the academicy@&(@08 s C4 1 SR
Industry Studyst he Depart ment of BEDehanmiCemenarslandDantd) Joi n
(JADC?2).

C4ISR systems are critical for enabling an operationalathain command and control
system. Considering the Joint Force will face acute time, distancenttatcess/aredenial
(A2/AD) operational challenges as described in the 2018 National Defense Strategy (NDS), it is
all the more imperative that the DoD be ready for feghl conflict against great power
competitors, China and Russido deter Chinese or Russian aggression and degrade their
A2/AD networks, the U.S. must be able to rapidly plan and execute operations across all
domains, services, and allies in a synchronized and cooperative mdienesunter its evolving
GPC (GPC) competitors, the U.S. isobusr suing t
concept to connect sensors from all of the military serviéesForce, Army, Marine Corps,
Navy, and Space Foree nt o a si gl e net wor k. o

Making decisionsvithin minutes or seconds instead of the currerth@a@roperational
planning cycléas critical indelivering JADC2 Future conflictsrequire speed and agilitgnd he
DoD has also noted that its existing C2 architecture is insufficient to meet the demands of the
NDS# Planners hope JADC2 will apply technology to speed the military science of decision
making, translating those gains to aid decigiwaikers and effectively defend and deter GPC
threats.

Thequestions used to identify the problem gudde this study are: 1) What are specific
challenges identified by DoD stakeholdersl@signingand integrating technologies to deliver
JADC2 (i.e., competition, complexity, and culture). 2) What competitive advantages does the
U.S. enjoy in C4ISR industries that support JADC2? 3) What is the capability and capacity of the
U.S to sustain its C4ISR¢hnology advantages within GPC? 4) How will acquisition and
security processes and policies adapt to: support-choartiain operational constructs,
integrate/support inclusivity with coalition partnerg;entivize innovation rather than
sustainment within the Defense Industrial Base (DIB) and across industry, support rapid and
iterative development (Agile), and increase competition?

The Joint Force faces many challenges in planning and implementing JADC2, but
contrary to popular belief, funding is not its most signifidamidle DoD's 2021 budget includes
$58.21 billion for C4ISR programs, an increase of $1.37 billion, or 2.4% over the 2020 request,
and DoD spending for 2022025is estimated to grow at a compound annual growth rate
(CAGR) of 1.5%

JADC206s primary issues are the challenges
technical, policy, and process challenges that come with the adoption and implementation of
JADC2.These challenges are all rooted in cultural and doctrinal differences. The services,
Congress, and industry each have unique cultures, bureaucracies, and operational structures that
inform their vision for JADC2 and drive their development of material solutions.

A me r iCdlgRmanufacturersan develogechnologies for JADCandareworking to
deliver tools to enablpint multi-domain operations in gynchronizegdcooperative, and
efficient manner. However, the integration of these technologies and capabilities across all
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domains, services, and alliasechallengs that cannot be overcome by industry or technology
alone.

To successfullymplementJADC2, the DoD should look for more solutions than simply
bigger budgetand new exquisitplatforms.TheJoint Force must leveragdlee existing
technologies within the U.S. C413/RdustryandAmerica's competitive tech industry and
innovative spiritto design a usdiocused JADC2DoD leaders, at all levels, must work to ensure
that process challengasd cultural challenges, and aversion to risk inhibit the adoption of
JADC2 A truly joint (and combined) warfightingoncept must alsieverage warfighter
expertise and build trust across departments, services, partners, and allies.

To ensure the successful implementation of JADG2CHSR hdustryStudy submits
thefollowing four recommendationand bold actionsl) the Joint Staff should undertake an
evaluation of the marketstrengths and weakness of its great power competitoo leverage
U.S. dominance and hedge against GPC advantad®;the DoD mustimplement reforms to
the its acquisition policies and processe® encourage competition in the C4ISR market3)
the DoD should developagreements and standards that enabla trust-based culture for
joint and coalition warfighting ; and 4)the DoD should continuously evaluate
security/classification requirements to remove hurdles that prevent effective
interoperability and delegatean authorized board of senior stakeholders that can
adjudicate hurdles beyond the scope of individual services

Implementing these proposeetommendtiors will require bold actions:
1) Joint Staff mnderstandhe markestrengths and weaknessitsfgreat power competitor,

1 U.S. Strengthi Innovation culture, Technology IndustryFail Fast Fail Ofted
culture, DevSecOpsiodel ofrapid application development and deployment, and
a vastnetwork ofpartners andilies.

1 U.S.Limitationsi Federal aquisitionprocessinefficientcommunication
between DoD, Congresandindustry, anddiminishingSTEM labor force
(quantity and quality

1 China Strengthi Mil itary-Civilian Fusionstrategy, large manufacturing
workforce the dominant supplier oare earthmaterials; 5G technologgader;
and rdoust R&D capital investments

1 ChinaLimitationsi Centraized party control of industryhinders innovationa
vast unskilled labor force, and relianceforeign technology and systems

1 Russia Strengthis Clear demand signal from central government iltbd
technical workforce in software development and space launch

1 RussiaLimitationsi Competitiorlimiting firm structure and an innovatien
stifling cultural environmenand reliance on foreign suppliers and foreign
financing.



2) ImplementrefornrstotheDo D6 s acqui si t i onthapendourage es and
competition in the C4ISR market.

1 Modernizeprogram life cycleso focus on rapid development and deployment
rather than longerm sustainment of outdated systeand dvest antiquated
legacy programs

1 Educate workforce on effective risk management; balance risks against rewards to
deliver minimal viable products and support rapid development and deployment
cycles.

3) Develop a trusbased culture for joint and coalition warfighting
1 Implement, train, and trust the Joint Warfighting Concept.
1 Break down serviceentric silos at all levelacross all domains.
1 Encourage healthy interservice competition and innovation to develop JADC2.
1 Immediately Integratpartners andllies into JADC2 concept development.

4) Continuously evaluatgecurity/classification requirementsremove hurdles tharevent
effective interoperability andelegate an authorized board of senior stakeholders to
adjudicate hurdles beyond the scope of individual services.

1 Include American partners and allies from the start; not including them creates
weakness.

1 Sharing classified information across a coalition network is more a cultural hurdle
than a protecting classified data challenge.

1 Investin partnerships with international partners to ensure U.Saatwkrs and
alliesindustries support emerging technological development and provide
additional industrial output in the event of a contingency.

Disclaimer: The 20@-2021 academic year at the Eisenhower School was virtual due to the
COVID-19 pandemic. In March 2021, the C4ISR IS was approvedlimitad in-person

classified sessions, and in April 2021 was approved to condiperson site visits to a limited
number of C4ISR companies. Due to the COWDrestrictions, the IS had limited access to
classified information and discussions hindering the TS/SCI component of the IS. Therefore,
research and analysis conducted used egaurce data, and classified programs supporting
C4ISR and JADC2 are not addressed in this industry study.
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Introduction

This is the third year an Eisenhower School Seminar researched the Command, Control,
Communications, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR) Industry
Study. The scope of this report covers the JointDdmain Command and Control (JADC?2)
component of C4ISR. C4ISR systems are critical for enabling an operatiedah@in
command and control system. Considering that the Joint Force will face acute time, distance, and
antraccess/aredenial A2/AD) operational challenges as descdle the 2018 National
Defense Strategy (NDS), it is more imperative that the DoD be ready feehdybonflict
against great power competitors, China and Rifssia.

Since the end of the cold war, the U.S. and its partners and allies enjoyed the ability to
deliver overwhelming military force across the world and dominate any opponent via
conventional warfighting techniques. This freedom of movement and economic kEeficaged
the U.S. to maintain its "command of the commons" in nearly every corner of the’ globe.
However, with the emergence of GPC, the paradigm has shifted. China and Russia have
established themselves as npaer competitors. The U.S. and its partners and allies no longer
have an uncontested military and economic advantage in this new geobpatititanment.

While neither competitor is equipped or postured to supplant the U.S. and its partners and allies’
global presence, they have taken steps to expand their military presence (i.e., China in the South
China Sea and Russia in Crimea) threatemiodd order, peace, and democracy. Furthermore,
China and Russia have implemented CivilMilitary Fusion(MCF) strategies that harness
investments in dualse technologies to grow their economies and fegttinically advanced

military capabilities.

Historically, the U.S. has leveraged its technological innovations and superior defense
industrial base to provide strategic offsets against its major rivals. TodByis developing
joint all domain capabilitietd counter the aggressive expansion efforts of its great power
competitorsUnder thiscontext JADC2can be understood astheD0 s a t tinglerpent t o
Former Deputy Defense Secretary Béo r KTldird Offsetinitiative. Work describd his
initiative as the means wifsetadversaryadvances in A2/AD weapons and otkarerging
technologie€.JADC2envisionsbhecomingthe architecture of this third offset strategy. ThaD
defines JADC2 as a "concept to connect sensors from all of the military serdicérce,
Army, Marine Corps, Navy, and Space Fordato a single network®

The criticality of delivering JADC2 is evident as future conflicts within the GPC may
require decisions to be made within minutes or seconds instead of the cuthenir 72
operational planning cycldhe DoD has also noted that its existing C2 architecture is
insufficient to meet the demands of the NDSlanners hope JADC?2 will apply technology to
speed the military science of decisioraking, translating those gains to aid decisiwakers and
effectively defend and deter GPC threats.

Thequestiongyuiding this study are: 1) What are specific challenges identified by DoD
stakeholders idesigningand integrating technologies to deliver JADC2 (i.e., competition,
complexity, and cultureR) What competitive advantages does the U.S. enjoy in C4ISR
industries that support JADC2? 3) What is the capability and capacity of the U.S to sustain its
C4ISR technology advantages within GPC? 4) How will acquisition and security processes and

8



policies adapt tosupport multidomain operational constructs, igtatédsupport inclusivity with
coalition partnersincentivize innovation rather than sustainment within the Defense Industrial
Base (DIB) and across industry, support rapid and iterative develofpftgiat), and increase
competition?

Plannersenvision thatlADC2 will apply technology to speed the military science of
decisionmaking, translating those gains to aid decigitakers and effectively defend and deter
GPCthreats. Thigeport focuses on the competition, complexity, and cultural factors impacting
the definition, development, and implementation of JADC2. Specifically, the cultural differences
within and between services, Congress, and industry; the technological coynatekfolicy
requirements of interoperating with partners and allies; the complexity of outdated technology
and the cultural mindset hindering the divestment of legacy systems; and the culture and
complexity of burdensome security/classification requirdsiand acquisition policies and
processes. Once DoD and the services understand and define the pitudyeran achieve
progress towards a joint solution

The Joint Force faces many challenges in planning and implementing JADC2, but
contrary to popular belief, funding is not its most significant challenge. DoD's 2021 budget
includes $58.21 billion for C4ISR programs, an increase of $1.37 billion, or 2.4%hev2020
request, and DoD spending for 262025 was estimated to grow at a compound annual growth
rate (CAGR) of 1.5%° Furthermore, research and development test and evaluation (RDT&E)
funding is projected to account for the largest portion of the 2021 budget, totaling $24.55
billion.*t

JADC206s primary issues are the challenges
are technical, policy, and process challenges that come with the adoption and implementation of
JADC2.These challenges are all rooted in cultural and doctrinal differences. The services,
Congress, and industry each have unique cultures, bureaucracies, and operational structures that
inform their vision for JADC2 and drive their development of material golst These visions
and associated material solutions ardoaihg programmed while the Joint Staff is attempting to
formalize the policies, doctrine, and requirements for the JADC2 cottg&phcurrently,

Ame r iCdl8Risdustry izviewingthe D6 s ef f or t s develptécknolagies ki ng
to help the departmendpidly plan ad execute joint multdomain operations in gynchronized
cooperative, and efficient mannétowever, the integration of these technologies and

capabilities across all domains, services, and allies are challenges that cannot be overcome by
industry or technology alone.

The DoD, spearheaded by Joint Staff lEgdsa Joint Cros$-unctional Team to steer the
disparate efforts as the concept evolAdowever, the lack of a singular vision has led services
and industry to build their JADC2 roadmagd dl efforts leave Congress in an unsettled
position. Committees and Representatives understand the need to modernize the force to deter
GPC competitors but feel underinformed and uncertain about efficiently spending taxpayer
money.

I n parallel to U.S. efforts, Americads par

modernize and support ADo mai n Op er at padners and aliese focusing 6rs
modernizing their industries, systems, and processdisey can contribute and connect in future
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all-domain coalitions. However, the DoD has not established clear guidance on how this will
occur. Absent a clear understanding of the direction and implementzdidners and alliegre

left with a conundrum: modernize now and hope they will connect to future coalitions or wait for
the DoD to provide clarity before a contingency arises. Neither of these two options is
satisfactory, apartners and alliesnd GPC industries look to reduce U.S. exports and global
market share.

To overcome the complexity of implementing JADC2, the Doilst do more than
simply request largelbudgetso build exquisite newplatforms.To successfully conduct Joint,
All-Domain operationshe Joint Forcenust develop a coherent vision that incorporates
warfighting capabilities across all domains, services, allies, and partners. This vision should
leveragethe existingand emergingechnologies withibothU.S.and friendlyC41SRindusties
to harnessnovativecapabilities fotJADC2 DoD leaders, at all levels, must work to ensure that
process challenges, like federal acquisiti@msl cultural challenges, like service cultures and
aversion to risk, do not inhibit the adoption of JADC2. It must contindevelop a truly joint
(and combined) concept of warfighting by leveraging warfighter expertise and building trust
across departments, services, partners, and allies.

While this report presents bold actions to shape the development of JADC2, the authors
agree that its goals must not change deter Great Power Competitotise U.S. and its allies
and partners must not delay bringing JADC2 to fruition. The development and implementation of
combined capabilities will ensure the U.S. and its coalitions can successfully deter and defend
against China and Russiadensure that Great Power Competition does not lead to Great Power
Conflict.

The Great Power Competition in the C4ISR industry

The U.S. 6 robust Command, Cdntetligemcé, SurvE€ilameru ni c a
and Reconnaissance (C4ISR) indystevelopshetechnologies and capabilities needed for
JADC2. However, it is not enough for the U.S. C4ISR industry to be capable of delivering
innovative C4ISR solutions to the warfighter with alagritynust bemorecapable andnore
rapid than its great power competitors.

The U.S. innovation ecosystem has developed and advanced defense technologies since
World War II. These Defense Industrial Base (DIB) created groundbretddhgologies such as
jet aircraft, radar, GPS, the Internet, networked computers, and wireless commuriittitains
provided the U.S. with a marked advantage over its competitors. Thesllaised the U.S. to
meet its national security requirements while supporting the growth and advancement of the
nat i on 0 sanctleed. 8. €418R indusyris no different.

Usi ng Piamohdeg-raesvork tevaluatethg r eat power competito
industieswe can characterize the national environn
Di amond posits t ha attributeschatrindidduadlysadd asa systemb ut e s é
constitute the diamond of national advantage, the playing field that each nation establishes and
operates for its industries. These determinants create the national environment in which
companies are bornanchle n  h o w t '®Theattribyes arex . o
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1. Factor ConditonsThe nati onds position in factors of
infrastructure, necessary to compete in a given industry.

2. Demand ConditionsThe nature of homemar ket demand for the i nd:t
service.

3. Related and Supporting Industri@e presence or absence in the nation of supplier
industries and other related industries that are internationally competitive.

4. Firm Strategy, Structure, and Rivalfffhe conditions in the nation governing how
companies are created, organized, and managed, as well as the nature of domestic
rivalry.t®

DETERMINANTS OF

NATIONAL COMPETITIVE
ADVANTAGE

Firm
Strategy,
P Structure,

/ and Rivalry \
Factor
Conditions -

Demand
— Conditions

Porter's

Diamond

//
Related //
and 7
g

Supporting
Industries

Figure 1: Mi chael Por
Source: The Competitive Advantage of Nations, Porter, 1990

Empl oy i n dourBtoibutessve dssessed how Chinese and Russian C4ISR
companies develop and compete to achieve international competitive success. These
characterizations provide the contextual backdrop against which to compare the U.S. C4ISR
industry. In contrast, by investigatinglR si ad6s competitive advantage:
have shaped Russiads prioritization of C41 SR
framewor k demonst r at ermsilitaty Byaergy polias.eThesefpoli€ids,ifirata 6 s ¢
envisioned in the late 1970s and1980s, have created the foundation upon which China pursues
C41 SR efforts today. While both Chinads and R
evolving to meet i ncrwogkslemorgtragsecntaahlichifatioRsdhatt e r 6 s
can be exploited to ensure they are denied a significant competitive advantage in C4ISR. The
following sections provide an overview of the Chinese, Russian, and U.S. C4ISR industries
through t he Dlalmons of Porter s
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Related and Supporting Industries

In The Competitive Advantage of NatipMichael Porter argues that the presence or
absence of related internationally competitive supplier industegsgmineshe country's
competitive advantag€.ConcerningChina, multiple related and supporting industries contribute
toits attempt to create its C4I1SR industry competitive advantage. The two critical supporting
industries that have the potential for the most prominent impacts are 1) semiconductors for
building C4ISR systems and 2) the (enterprise) information technology thathp r i ses Chi n a
network backbonesnablingC4ISR data transfer between collection assets, deasakers, and
shooters. Th€hinese Communist Part¢ CP) has recognized the importance of investing
heavily in these sectors, repottededicating $1.4T between 2020 and 2025 to build the
foundation for future success.

TheDoD 6 s  uNetworkadntric warfardNCW) inthe GulfWarn nspi red Chi nabo
focus on the C4ISR mark&China isdeveloping competitive semiconductor and network
backbone industries to create permanent national advantage€Hhiise focuss especially
relevant in the C4I1SR markeégmentasthe NGOV modelgenerates combat power by
effectively linking (or networking) actors, sensors, and decisiakers? Since all C4ISR
systems contain semiconductors, they are fundamental to sustaining current equipment and
developing emerging technologies. These moves are already bearing fruit: according to a
CongressionaResearclBervicesr e por t , f-lEdheffontsatd develsptaa indggenous
vertically integrated semiconductor industry
legal and illegal means to try and establish it.

Additionally, China is pursuing technologies to establish itself as a leader in network
infrastructure technologies through investments in 5G techndliogyls that of the dur
companies currently proviraly telecommunications equipment infrastructure globai are

Huawei and ZTE. Both are stadponsorechi nese companies or coll oqu
by the CCP2Despite theirstats ponsor shi p, the fierce national
tech giants drives innovation and strengthens
supply chain.

Chi n a ésponsoredaetfoets do not always translate to success. Despite the gains in
5G and infrastructure technologies, the country remains woefully behind in semiconductor
developmentDespite investing nearly $20B in its semiconductor industry is at least a generation
behind theJ.S.2% This lagging mayndicatethe current market for semiconductors and the global
diversity of their supply chains. These factors make it virtually impossible for any country to
develop them independent@hi nadés forced entry into the mar]l
from teaming with Chinese industries in the segment.

Factor Conditions

Under Porteroés model, mil it arbadedmotvatori ty di
for innovation and upgradethereforet hey count as competitive fac:
goal to praedwcses anidwdralrdy 06 combined with its r

inadequacies are the primary drivers behind its modernization and innovation inifiatives.
Chairman Xi and the CCP aloudly broadcast their intentions to meet these goals, creating
further impetus achieve them by any means necessary and ensure the party does not lose face.
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Additional l vy, China
are key factor cond
C4ISR.

6s natur al res
itions that ho

Among its natural resources, ragarth materialproveto be some of the moshportant
resourcesequired to produce modern C4ISR systems. They are also criticabforg a range
of emerging technologies, including batteries necessary to power everything from military
hardware to civilian automobiles. China currently dominates thesaath global supply,
producing over 80 percent of the global supply. Tigar monopolylaces the country in a
prime position in the C4ISR value chafDespite U.S. and the Europeldm i oattesnpts to
diversify rare earth supply chains away from China, pollution produced during the refinement
process makes it politically challenging testeore mining operations.

Conversely, although Chinads natur al resou
| abor pool <creates some |I,gearedttoastipport fasmtensvd i na 6 s
manufacturing. This abundance of labor helped fuel the massive economic growth from the
1980s until the 2010s. However, China has modernized its labqgrfaoioy the same challenges
that postindustrial economies face: a shrinking labor pool forced to suppaatjingpopulation.
A lack of specialized education alsotheeat s Ch i n a 6Adtholigh its gradugpes three
times as many STEM students as th8.lgach year, its large population dilutes these nunfSers.
Many of Chinabs wor ker s thespecialized skills decessaty®d a n d
work in modern manufacturing. This lack of skilled labor sltmesdevelopment of advanced
manufacturing techniques required for Chinads
characteristics, Chinads | abor poentensgeener at es
electronics and optical products, adding s@mength to its C4ISR diamoridAlthough not yet
independent in advanced manufacturing required for C4ISR competitive advantage, China
overcomes its manufacturing deficiencies by acquiring advanced U.S. and Taiwanese chip
technology?®

One factor condition China continues to strengthen year over year is its R&D
expenditures. According tihe Center forStrategic andnternationalStudies China has
increased its R&D investments every year since 1995, reaching almost $426 billion in 2018 for
civilian and military R&D combined? In comparison, U.S. R&D spending totaled $580.0
billion in 2018 per the Congressional Research Services andABix. pert s pr oj ect Ch
robust R&D capital investments could surpass U.S. R&D funding by the end of2022.
i mportant to note that these noonckreingsilitagyr e est i
investments, with some foreign estimates claiming that the numbers are closer to double the
official tallies3? Regardless of thactuald o | | ar fi gure, Chinads civil
the entire country profits from its R&D spending. The policy directs R&D transfers between the
civilian and military sectors to reduce R&D investment redundancy and ensuréhgaughout
theeconomy Additionally, any civilian technological advance could be shared with the military,
allowing the defense industry to reap the benefits of civilian R&D investments.
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Firm Strategy, Structure, and Rivalry

Many experts describe Chinads economic and
approach as a textbook exampleefhole-of-nation effort®3 Since the early 1980s, China has
advanced policies to increase synergy between its civilian and military sectors and gain
efficiencies from innovative effort®resident Xi Jinping formally elevated MCF as a national
strategy in more recent yeas Massachusettsistitute ofTechnologydefensennovationreport
argues hat the CCPO6s MCF strategy allows China t
military R&D ecosystems and enable duak technologies to transfer quickly across the
national systeni?* The MCF policyallows the central government to direct technology transfers
across its national ecosystem. The only downside to this approach may be the length of time it
takes China to replace foreign technology and systems with nationally designed and developed
systems.Cmadés ability to do so quickly wil!/ deter
the CCPO6s policies attempt to creathat a robust
requires human capital to generate the innovation has its limitations.

The CCP seems to understand its vast unskilled labor pool is not thtetangtrategy to
achieving its 2049 revitalization goals and has focused its efforts on establishing an innovation
ecosystem that supports growing a skilled national workforce. 8iecE970s economic

reforms, the CCPO6s policies sought to create
incentivize higher education to provide the increased STEM graduates required by its clusters.
Chinabds polici es ¢tentvize ésfeducation system foz skibed 8TEEM , i n

graduates, and establish growing innovation clusters create a foundation for the national demand
conditions that helps strengthen its C4ISR diamond.

Demand Conditions

The third el ement of Porterdés framework is
of a country to use its domestic demand to spur international competitiveissmost
significant contributors to Chinads C41 SR dem
digital economy supported by nationally produced disa# technologie®CF policy, and
defense contractors that sel/]l both military a
conditions characteristics allow for the civilian and military market demand to jointly strengthen
the C4ISR industry.

C h i nndodmation technology market ogressingandis supported by characteristics
that predict continued growthd.scaehi nads | arge
commercialization o¥Addagridiang btus i Perstse Mm,o dtel & . <
population stimulates some domestic demand; hewelomestic buyers must be demanding to
drive innovation from produceBSAs Chi nad6s GDP per capita rises
Sshould also. As incomes rise, Chinese consume
will demand better product choicEsChi naés continued focus on inc
could influence future domestic customer demand and stimulate producer innovation and quality
over time.

Chinabs heavy R&D investments in emerging
products backed by domestic demand and exports. The establishment of domestic and global
smart cities relying on Chirproduced technologies would create constant derfwanggrade
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and sustainment of those cities, potentially creatisgaificantC4ISR competitive advantage
Chi sitsevesal

throughduau s e technol ogy reliance.
competitive advantages in whichdaompete with the U.S fiercely
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Demand Conditions

Unlike China, external events have influenced rather than shaped Risahan any
other factorthe turbulencérom the postCold Warenvironmenbuffetedthe Russian demand
for C41SR In the late Soviet period, Marshal Nikolai Ogarkov, Chief of the Soviet General Staff,
was advancing the concept of integrating prec
strike complexesoO to fAiwage war overecision,ch grea
coordination, and *Hememerotheselinaavatie conaeptsbeetit shorte . 0
by the fall of the Soviet Union in 1991. The collapse of the Soviet defense industry in the early
1990sdisagyregatedhe C4ISR industrial complexiew borders confrontgateviously
connectecentities which createdhundreds of stovpiped C2 systems. It would not be until
President Putinds ascenshiadn Rtucs sp cavesr Ci4n StRh @ na
receive a boost. Putieveragedthe chaotic 1990s to craft a convincing narrative of restoring
stability for the Russian publidrevitalizing the Russian defense indusind the central
government ds r et uwauldazHievesdturnadiselgliiyc di r ect i on

Anothercriticalmo ment f or Russi athes2008RuUss8Rorgian dustry
War. Despite its eventual success in the campaign, the conflict servedas-ap call forthe
Russian leadership. During the war, Russian forces encountered c@wenenication
limitations and proved unable to coordinate efforts at the most fundamental levels. These failures

instigated an ambitious re&The miiNewigddmaonk aal | ed
overhaulthe Russian defense secamdprioritizedthe development omodernized C4ISR
capabilities across all echelons of comméiflor t he first time in cl ose

C4ISR industry had a clear and broad demand signal from the government to design new

products, improve productivity, and innovate. This Russian prioritization of C4ISR has endured
tothe presentdaysi ven Russi ads willlikayecentnueitaabidtlk r ai n e, it
establishing domestic demand conditions that can aid in building a competitive advantage for its
C4ISR industry to meet the demands of government buyers. Nevertheless, the rudderless post
Soviet decade and myopic strategic focus through 2008 repregem¢iational gap of lost

ground thathallengeshe Russian C4ISR industry to make up.

Firm Strategy, Structure, and Rivalry

Despite its successes in revitalizing domestimdnd, theompetition's structures and
incentivesarefundamental weaknessef the Russian C4ISR industrial compl&ke state
owned structure of the Russian defemstustrial complex ultimately tempers the competitive
advantage brought on by increased demiodher, theRus si an government 6s di
managing the sector limits internal competitistifling entrepreneurship and innovation.

Whi | e Rus s i aowsed defernsd indystrysstruatdreereduces its competitive
advantage by Il imiting competition, the struct
cultivate an autonomous C4ISR industrial capability. Spurred by the 20idatib@al sanctions
for its role in the conflict with Ukraine, Russia is eager to ensure it can domestically develop and
produce critical C4ISR capabilities without having to rely on foreign suppliers or foreign
financing. Russia set a goal to become awere selfreliant bycreaing 95 percent of hardware
domestically to meet its defense requireméhts.
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It is unlikely that Russia ipreparingts C4ISR industry to go tem-toe with U.S.
capabilities. InsteadRussia seems to ladigning its industry to provida C4ISRarchitecturehat
mitigates the risk of unforced errors like those experienced in the f&emgian War while
providing Russia with the freedom to exercise its strengths in areas like denial, deception, and
disinformatim.Doi ng so will al i gn Ruetes AnzeGcanthmeatstot ary a
Russian interests withlowerrisk of escalation into outright conflict.

Factor Conditions

Factor conditions such as skilled labor, natural resources, and infrastructure are necessary
to compete in the C4ISRarket H o we v e rprevioRsatrergythsandtieese areas for C4ISR
are eroding as it is unwilling to makeything more thanuperficial cultural and structural
adjustments to foster organic growth. Russi abd
technology assets and human capital resoulespite making groundbreaking advances in
electric lights, lasers, satellites, and electric digital computer technofBdressia isot
currently aworld leader in any of them due &aultural environment that disincentivizes Fisk
taking and entrepreneurship.

Without meaningful reform in the areas of administration, corruption, and risk tolerance,
the competitive advantage of one of Russiads
continue to erode over time. For the C4ISR industry, this erosioslates to decreased
innovation,which leadsto less capable solutions and the loss of technololgadershipelative
to its pees.

Related and Supporting Industries

For the Russian C4ISR industry, many supporting industries fall under the same state
owned umbrellarganization Thisorganizatiorwas encouraged &ase access standard
components and promatight-knit innovation clustersThis complementary arrangement is a
historical trait of the C41SR industry as Russia has never beefindagjrated into the global
marketplacegvenduring the Soviet era. This fact has driven Russia to develop local suppliers
and domestic supporting industries over time to ensure access to critical components and
services.

Two supporting industries that stand out as positive contributors to the competitive
advantage of the Russian C4ISR industry are software development and space launch. Software
is a crucial component of Russi a6 smdustrg,ther ni zed
Russian sof t wa r Russiasmastopen, ynnovasve, ana suecessfat high
technology industries®In contrast to traditional Russian defense industries, Russian software is
still primarily a private industry with investments from government and private sectors.
Unburdened by many of the national security concerns of the traditional defense industries,
Russian software is not overly regulated and does not require significant capital investments,
making it an excellent candidate for internal competition.

There is perhaps no betlenown C4ISR supporting industry than the vaunted Russian
space industry. The Roscosmos State Corporation for Space Activities traces its lineage back to
the Soviet space program and the historic days of the space race ofGbé&* T8spite being a
governmenbwned and managed industry, the early achievements of Russian rocket designers
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have had an enduring impact and remain woléss examples of space launch prowess. The
C4ISR industry, in turn, benefits from this supporting industry by leveraging the domestic launch
capability for its spacbased ISR platforms, again aligning on ttrategic objective of self
sufficiency. Recently, however, the lack of innovation and internal competition in the Russian
space industry puts it at risk of losing its relevancy as private companies like SpaceX, Boeing,
and Blue Origin, continue tevolve sate of the art in space launch rapidly

Analysis of U.S. C4ISR Industry

US C4ISR INDUSTRY:
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As China and Russia innovate and field technically advanced military and C4ISR
capabilities, the U.Snustfocusits efforts to ensure it can maintaia place ingeopolitics.As
Chinaand Russia botlereateinstability in Europe and Asia, it is apparent tthetU.S. cannot
rely on thelegacyweapons or battle/operational tactics of prior conflicts/wars to defend and
deter against its neg@eer adversaries in a GPC environmé&wottunately, as seen through the
previous analysis, evahough both the Chinese and Russian C4ISR industries are maturing,
they still lag behind the U.$h C4ISRtechnologiesHowever, to maintain this lead, the U.S.
must continue the speed at which it develops and fields C4ISR technology and capabilities by
leveraging its robust network of C4ISR partners within industry, academia, and government,
known as the Triple Helix.

Firm Strategy, Structure, and Rivalry

The Triple Helix Mode(THM) of Innovationis an innovation development construct
consisting of the relationships between universities, industry, and government institutions.
These relationships have enabled the implementation of industrial clusters or science parks
across th&J).S. The three components of thelM areUniversity-Industry, University
Government, and Governmerindustry#6

University Funding and
Strategic demands

New Productideas,
Innovations

Industry Government

Jobs, Taxes,
infrastructure

Figure5: Triple Helix Model(THM) (Red Indicates Cluster/Science Park)
Source: Etzkowitz, H. TM: University-IndustryGovernment Innovation in Action, 2008

The strength of th&HM is the evolving synchronization and collaboration efforts

bet ween government, uni versities, and industr
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progressively more dependent upon duse and civiliarbased technologies leading to the
emergence of a more open defense innovation system that includes civilian suppliers of
knowl edge among high technélogy small firms a

The Triple Helix is a competitive advantage within the U.S. C4ISR industry. It spurs
disruptive innovation and the development of advanced technologies and capabilities. DoD and
the services leverage thiélM via its network of governmetitinded laboratoriegovernment
institutions andcommercial industry contractors.

Despite the strengths of théiM, the oligarchic structure of the C4ISR market
diminishes its positive impact. Large defense primes, such as Northrup GruRay#meonand
L3 Harris dominate the industrylhese primes use.8l intellectual property protections and
DoD contracting regulations tecure continued @ reliance after sellingxquisite platforms
andlocking out new competitorsAdditional information on these C4ISR Prime Contractors can
be found inAppendixA. The primes seek to continue to be the-tmdnd solution provider for
the C4ISR markeRather than innovate themselves, defgmames maintain thejposition in
the markethrough mergers and acquisitions of companies with niche technologieg@artise
The Defense Primes do this to obtainovativeintellectual propertybut also taeduce
competition byeliminating competitorbefore they gain size twavigate the complexities of
DoD acquisition efficientlyFurthermore, security requirements, technical specifications, and
long acquisition timelines associated witlostC4ISR contracts create high barriers to entry for
smaller companies, further limiting the pool of competitéimtunately, the isworking to
correct these markétends by empowering organizations suclibas D6 s Def ense | nnov
Unit (DIU), Army Futures Command, and AFWERXhese organizatiors/ercomghep r i me 6 s
dominance byeamng directly with smaller companiet® bring innovative technologies into the
DoD faster.These effortgreateresilience in the marketplace mcreasing competitioand
easingthéival | ey challengel e at h o

Demand Conditions

The need to maintain the technological and strategic edge over the U.S. GPC competitors
has spurred renewetbmesticdemand folJ.S. C4ISRtechnologiesWhile the U.S. government
(USG)is a prominent buyer in the C4ISR market, it is not the sole buyer. Many C4ISR
technologies are dualse and are utilized by the commercial sector and purchased by allies and
partnerdirectly or through the BD 6 Foreign Military Saleprocess

A largevariety of buyers and their unique sets of requiremargstrengthfor theU.S.
C4ISR industrySizeablegpools of buyers ensure that the industry can fund R&D necessary to
advance the state of technology aadtinuously develop and deliver the best technologies to
satisfy requirements. In addition, multiple buyers mean multiple revenue s@otke C4ISR
industry is not at the fate of unstable governmentbudetsD6 s 2021 budget 1 ncl
billion for C4ISR programs, an increase of & billion, or 2.4% over the 2020 requestd
DoD spending for 202@025 was estimated to grow at a CAGR of 15B%urthermore,
research and development test and evaluation (RDT&E) furglprgjected to account for the
most significahportion of the 2021 budget, totaling $24.55 billi§The U.S. demand signal for
C4ISRis projected to grovas the U.S. and its allies compete with Russia and Clmiraldition
to this growth, there is a demand #arceleratd delivery of these capabilitidse ensure readiness
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both today and in the futurBespite the demand advantagesyahare also challenges. Since
warfarehaseliminatedtraditional domain boundarietheU.S. C4ISR industry musfuickly
meet the new normal atlomain conflict demand3 hough difficult, this trend may ultimately
reinforce the industry, asdabntinuouslyadaps to new environments

Factor Conditions

The U.S. achieved its lead in the C4ISR industry through its skilled labor force,
investments in R&D, and production capabilities which enabled the U.S. to establish itself as a
global technology leader for the past hagintury. These conditions allowdtetU.S. to produce
defense technologies such as stealth, global positioning, precision weapons, and fdiestes.
developments, in turn, hayeovidedthe U.S. withamarked e c hnol o @it ecometitedo h e ad
competitors.

Despite these initial advantagéise U.S. C41SRnarketis currentlystruggling to
compee with Chinds factor conditions. The U.S. STEM workforce and R&D investments gave
the U.S. its leadareno longer as dominant as they once wEken though China is dealing with
national labor force challenges on aggregdtetidtal number of thé).S. STEM workforce is
shrinking whi |l e fa§idr Addigodally, in real dollaramaurdssSIG R&D
invest ment i s d erisimg# Hthis imbglanaesconthied wikhté@asslate into
increased Chinese capability challengingth86 abi I ity to stay ahead ol
curve and maintain its competitive advantage.

Two other factor conditions, infrastructure and industrial security, are presenting new
challenges within th&).S.industry.First, the DoDis saddled wittsubstantiatapital
investmentsn technologicallyobsoletelegacy platforms. If these systems are not divested or
modernizedtheDoD 6 s b uinkyffeeient tofutsnd industriainnovaion. To correct thisthe
DoD must reconsider its surdostmindset it cannot afford sentimentality when considering
maintininghigh-risk legacy platforms simply becaus@vestedyearsor decadeso planfor,
develop,anddeliver systemsFurther,the DoD cannotmaintainthe acquisitionprocessethat
createfi t bigtof a sybt@msOperationandMaintenancecostsaccountor 70 percentof a
typical systen's total lifecycle.®! However this problemis compoundingasthesesystens age it
becomesnoreexpensiveo build backwardcompatibilitywith moreadvancedydemsacross
thejoint force By keepingweaponssystemsn servicefor decadesthe military alsolosesthe
benefitsof frequentcompetition In addition to tlese coststhe extensiveand arguablyvalid
measures toounter theft of U.Sntellectual propertyand protect against cyberattacksate
barriers to entry within the industry.

While to date, thesd.S.C4ISR industryfactor conditions have not severely impacted
theability to maintain its competitive edgeutCh i na wi | | chalilsepsgre t he U
not taken To ensure this does not occur soon, the bust bolster its STEM workforce
pipeline, from education to recruitmeéntretention maximize R&D investments in innovation
and emerging technologiesiakewise investmentdalance divestiture dégacy systemwith
the need to maintaireadiness anitnplement procedures to maximize security without
inhibiting innovation and technology development.
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Related and Supporting Industries

The most significant strength and competitive advantage within the U.S. C4ISR industry
liesin its commercial sector developidgaluse technologies/products. The knowledge and
capabilities within fiBig Techo companies, suc
Google; trendsetting tech startups such as Ahdad Palantir; and commercial space launch
companies such as SpaceX play a critical role in the advancement of U.S. C4ISR technology.
These companies are developing cutinge C4ISR technology thata processing, network
sensors, autonomous platforms, space launch, and satellites at the speed of technology. For
example, on 9 May 2028paceX launched 60 Starlink internet satellites with a reusable booster
rocket marking the company's 14th launch of the yéar

U.S.companies, both large and smplpvethat emerging tech can be successfully
implementedand continuously updated reattime with minimal risk By using DevSecOps
processes,theyaree | pi ng t o br e ak-avtelsgaoquigitibn culthre. U. S. 6s r i
Consistently demonstrating the successful application of emerging technologies in the public and
private sector iduilding the confidence of risaverse C4ISR buyers, specifically DoD and the
services, anthcreasing the ratef new techadoption Furthermore, the duaise application of
these technologies ensures the financial health and sustainability of these supporting industries
and creates a move resilient supply chain.

To ensure small and startup companies within the supporting industry have access to
opportunities to support the U.S. C4ISR Industry and innovative tech does not die crossing the
Aval |l ey o fSGHas astaltlishéd thie Sneall Rusiness Innovation Research and Small
Business Technology Transfer prograififhese programs help small businesses and startups
bridge the gap between technology development and the market through federal R&D,
increasing competitigrand encouraging innovation.

The U.S. C4ISR Industry also benefits from strong international partnerships with
countries that have robust innovation ecosystems and ISR expertise. The ability to collaborate
with foreign partners to develop ISR components or leverage their suppbactier advantage
the U.S. has against its competitors. Thales Group is one example of a foreign partner company
that supports the U.S. C4ISR Industiylditional detailsincluding theThalescorporation and
its contribution to the C4ISR/JADC2 marketinbe found in AppendiA.

C4ISR Strengths, WeaknesseDpportunities, and Threats Analysis

While theU.S. still outclasses its great power competitors in almost alsegments of
the C4ISR marketoth China and Russia are advancing core technology areasfénat
opportunities tawounter U.S. advantages asymmetricaliizina's C4ISR diamond is strong in
many areas, despite some significasknessethat will take time to overcome.@P policies
drive its rising economy, innovation clusters, and low R&D barriers between civilian and
military producers. China's supporting industries are internationally compgditisiéts near
global monopoly in C4ISR natural resources and high capital R&D invettraengthen
China's factor conditions. Nevertheless, labor pool probfeesent a threat and a weakness as it
could take decades to modernize and provide strength to the Chinese C4ISR diamond. Finally,
China's demand conditions rely upon its large population to create continued demand for lower
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end dualuse technologiesstill, theydo not yet demand innovation from producers or create a
competitive advantag&his demand innovatiors an opportunity China could leverage to
strengthen its diamon&uppose China realizes its vision of developing smart cities around the
globe that rely on Chinese duade technologies. In that casieat success could translate into a
substantial competitive advantage in its C4ISR industry, potentially rivaling that of the U.S.

For Russia, the story is more complég C4ISR industry has more weaknessed
threats tlan strengths and opportunitiess demonstrated, a competittbmiting firm structure
and an innovatiostifling cultural environmeniveakens th&®ussiammarket.Demand conditions
from the Russian government, while currently strong, are still at least a decade behind in
contributing to the competitive advantage of the Russian CAi&fRet again weakening its
position However, strong supporting industries such as software, space launch, and a talented
workforcepresent opportunity anoffset some of these weaknesses. Overall, Russia exhibits a
weak competitive advantage in its C4ISR industmgking it structurally incapable of the
congstent innovation required to achievepeeo mp et i t or pari ty. Neverthe
industry strategy remains aligned with its limited objectives of delivering adequate, self
sufficient capabilities to avoid repeating past failures.

The strength of the U.S. C4ISR industry is in the innovative culture of American
technology companies and their R&D investmeilitsese opportunitiedrive quick iterative
development cycles to bring emerging technologies to market at strategthening its
diamond Through collaboration with the commercial seclBwD and services can leverage the
development of dualse technologies to bear in GR@rengthening its position in the C4ISR
market However, the U.S. C4ISR industry is not flawleBse stregth of its competitive
advantage is weakened and threateneddynaishing STEM labor forcevhich creates
resourcing shortfalls in critical C4ISR technology and the hesitancy to share information with
partners and allies creéad) a culturally challenged future environment. Furthermore, in the
growing C4ISR industry and its supporting industrte DoD finds itself no longehe sole
buyer but one of many threatening its position as a dominéumnce This new position
presents an opportunity ftre DoD to reassess its burdensome acquisition processes to be more
responsive to a fastanore competitive buying environment. While the U.S. C4ISR industry is
significantly ahead of its competitoisstill has areas that need improvement to maintain its
lead. In response, industry and the Daifiveely seeko mitigate these risks by looking at
opportunitiego increase investment in STEM education and recruitment, reduce purchasing
barriers for U.S. partneand allies, streamline DoD acquisition processes for quicker
development and deployment cycles, and divest antiquated legacy programs

Looking forward, Russiabds C41 SR industry w
innovation in the types of novel technologies that will enable advanced warfighting concepts like
JADC2. Themore apparerthreat to U.S. competitive advantage resides within China, which
presents a plausible pathway to parity in the future if it can overcome cilmesatis and
weaknesses and harness its opportunidzen it comes to the C4ISR industrial complie
U.S. cannot ignore Russilaut the clearer threattbe U cofpetitive advantage lies with
China. The American C4ISRa r k aompitgtive advantage is the leverage needed to create the
future leading aldomain command and control concept.
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Evolution of JADC?2

Origin of JADC2

JADC206s historical roots t"Cenkury,puton@tah i n t h
find traces of its fundament al bservedrigntl es muc
Decide, Act DODA) Loop is part of the DNA of JADCZh e OODA L dakgs amsient or e
warfightingdogmas and imbues them with a pressaryinformationeratheory of waging war
operae at a quicker tempo than the adversary to disodadtultimately defeat thefi Sun Tzu
heavily influenced this theory, who taughat one might win a war without fighting by
demonstrating superior speed, surprise, and agility of action.Bayd k Sun Tzuds tea
concluded that numerically inferior forces could achieve vigiorg c o r p or a&hantaig Tz ud s
his OODA Loop theory?®

During the 1970s and 80s, the North Atl ant
chall enge presented by the Russian army provi
his OODA Loop theory could help numerically inferior forces. Fresh btiteoVietnam Warr,
the U.S. sought to rebuild its hollea-outarmed forces to deter Soviet aggressidre Defense
Advanced Research Projects Ag ampatgndngiatveshataul t B
involved coupling stateof-the-art Intelligence Surveillance, and Reconnaissan&R()
platforms withnewly designeevolving precisiog ui ded muni ti ons to bl unt
numerical tank and infantry advantaage. Assaul
overwhelming victory in Desert Storff.

When reviewing the success of the U.S. in the GQuifjrew Marshall, the notable
Director of the Pentagondés Office of Net Asse
likely technological revolution. He realized that the Soviets were anticipating the rise of an
Aaut omat ed ramdstike n@ao mpElaemx@® t hat they believed \
revolution in military affairs (RMA). Conventional wisdom holds that the technetigien kill
chain demonstrated by the U.S. in Desert Storm walirghéangible manifestation of an
faut omated framlsbnnkessampbeex, 0 and man®¥% schol a
Offset. Then, by the mif0s, the internet began connecting things. The ensuing information
technology (IT) revolution took the world by storm, networking peapléd machines worldwed
Marshall concluded that the next RMA, ¢t Qffset, would likely combine many
reconnaissaneet r i ke systems through I T netwetrk | inka
One of the offset s mo-ChairmmamdAdmaliiiliare Qwempsovhot er s w
labeled his version of the®3Dffset, Dominant Battlefield Awareness. In 1996, ADM Williams
codified his vision into the concept titled Joint Vision 2640.promoted networked sensors and
modern C4ISR technology to provide a better common operating picture to aid in faster battle
decisions’®

It was not until 1998 that two gentlemen, Admiral Arthur Cebrowski and John Garstka,
coined the first name that initially stuck to
authored a document that described a future where commanders would ses&tinh
superiority through timekglelivered data whose speed derived from networks of automated C2
platforms. They argued that the key ingredient was the ability to make strategic choices
appropriate to an ev@hanging operational environment fastemtigaur opponent. They duly
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credited Boyddos OODA Loop as an "Offset, plétwoskt i on a
Centric Warfaré?

Network Centric Warfare did not die during the Global War on Terrorism (GWOT), but
neither did it thrive despite promotion efforts. In 2003, the DoD attempted to revamp its IT

architecture to take advantage of netwoektered warfare. It created the Gdbmformation
Grid (GIG) centered mostly around IT interoperability between services architectures. However,
the GIGcould notlink multiple Reconnaissan€strike Complexes together and eventually died
as t he-te@Walilies setodk camtgragie during the 2007 Iraqg surge.

of f

of

In 2014, the idea of great power competition resurged in the U.S. after Russia invaded
Ukraine and China exceeded their sovereignty rights by building islands in the South China Sea.
The notion of NCW returned in 2015 repackaged and sold as the Jaimitlfegrer Network

(JALN).5* JALN offered a slight twist to the"®Offset by making the C2 of lodemand, high
density air

a

assets more joint, but it di

Asystem of systems. 0

The 2018\DS officially refocused the DoDt&GPC Chi nadés i ntent

increasinglyapparentas did how they intended to achieve their strategAD. Their

increasingly sophisticated and integratedA2 systems started resembling their version of a

d

Reconnaissanestrike Complex. In response, the DoD is updating its NCW concept within its

JADC?2 efforts. The DoD, through tieint StaffJ6 and a specially formed cremctional team

(CFT), are leading the effoftT h e C FpdrdtienVi@w1 (OV-1) JADC2 image looks
familiar to the visual concepts depicted in Joint Vision 2010
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Defining JADC2

A quick survey of the literature surroundidgDC2 and multiple interviews with
prominent Pentagon insiders reveals that¢hm iJADC20 means something different to
everyoneMany proponentsomparet to modern apps like Lytand Uber talefine JADC?2 as
fa thousand kil l c¢hai nst®®Newsagenciehaveguntalk et © or t h
Defense/ Pentagon officials who describe JADC2
isense, act 0 .Fortherthedant Staiffd6 iepreadntatisedefine JADC2 simply
asfi s e-makesensa c indioating it could bemodernizedvarianto f John Boydds OC
Loop %° ReferenceéAppendixB fort h e C F O\O-KIADC2domcept Unfortunately, one
definition of JADC2will undoubtedly fail to capture the many nuanced variables ataidyas
critiques of definitions and theories have notedill lead to oversimplification. People
oversimplify arguably they must; to make tt@mplexsimple to understant.

The ambiguity surrounding if JADCiatends to deliver a capability, concept, or strategy
further exacerbates itomplexity The Pent agondés J6 | ead, Lt Gen
JADC2 is a strategy f or debutirexo@blylinkedkoitheg t hat
Joint WarfightingSeCordapty, @ fwliedl nise 6tshd SECDE
outline how the U.S. will fight in the 24Century®’ Even thougtDoD has yet to codifJADC2
requirementsthe services, allies, and indussme already advancirdgvelopingndependen€C2
capabilities to prepare for and deter npaer competitors from pursuing great power conffct.
the same timahesestakeholdersnay have differingdeasof the JADC2 end state, thewle and
responsibilities within thd ADC2 construct, anthow their capabilitiesvill integrate Theyall
agreethatJADC2andits integratedcapabilitieswill ensuethe U.S. and its allies have the
competitive advantage @PCor conflict. Thefollowing sections describe the variety of paths
and capabilitiestakeholdes arepursung; highlights the complexity othe JADC2effort andthe
systems requiing interoperability and addresses thaltral, polig/, and processhallenges
potentially hindering successful implementation of JADC2.
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JADC?2 Lines of Effort: Service Capabilities and Cultures

Through many interviews with @D officials and a cursory study of defense news and
interviews with DD officials, it is apparent thaehmilitary departments pursuingdifferent
lines of effort to implement JADC2 within their cognizant domairee scope is astounding
various combinations of departments and servicesratertakinghumerousexperiments tdest
ways tomodernize C2 concepts and capabiliiea support of the SECDEFOGs
ConceptThe different lines oéffort are focused on identifying technologies to design and build
systems that wiltapidly plan and execute operatiansognizant domains with the help of
capabilities from all domains asynchronized, cooperative, and efficient maniae
Academic YeaRl ES C4ISR study analyzed théséividual initiatives, alongside allied and
partner efforts, to understand their aims and recommend ways to improve their ultimate
integration into JADC2. Wile theindividual lines of effort are vital for meeting intand intra
domain operations, the eventual success of JADC2upsh the @D 6 s a bintegraetthem t o
into a useffocusedfinal product.

USAF Advanced Battle Management System (ABMS)

The United States Air Forcebds (USAF) contr
idea born to recapitalize the@Joint Surveillance Target Attack and Radar System (JSTARS)
and revolutionize mukdomain operations and C2 by accelerating the OODA loop. 813V
undoubtedly the most advanced of all service JADC2 ventures, and it has shown promising
results inrampererpeniméons. Despite some suc
challenges. The Air Force has not effectively communicated what it &@)dastate, or how it fits
with other service programs, leading toesar50% funding reduction in FY23from skeptics in
Congress.

The plan to replace the&EJSTARS is revolutionary for the DoD. The intention to move
away from platforrcentric capabilities and move towards softwiaased solutions for battle
management and command and control is innovative. Speed of decisiokay A&MVS
buzzwordandaccelerating that process may be the critical capability Src2htury warfare.
According to a Rand analysis, the new method,
Air Force, is known as mutlomain operations and looks toildunonlinear kill webs by rapidly
bringing together sensors and shootefTheacross
real questios for theDoD areif this vision is possible and if it can connect all services across all
domainsMany different cultures will need to solve the complex environment of DoD
acquisition and policpefore theorivate industry can address the technical solution

All grand visions have a visionary leader behind thEammer Assistant Secretary of the
Air ForceDr. Will Roperled the chargdor ABMS and many other revolutionary ideas. A
thorough review by Air Force magazine into the services innovation system pointed out that
ARoper pr ess e-8JSTARS airergit| natavith another airglane but with a system
of-systems concept intendedlitok up everything in the battlespace. He calls the evolving

network the Al nternet of Military Things, 0 a
chain of command to access, in réale, a complete battlefield ofagional picture, including
threats, assets, and recommended cour <fes of a
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Innovation Culture

Dr. Roper is also instrumental in building an entire innovation ecosystem to develop
programs like ABMS. While many in the defense industrial base continue to push for large,
exquisite platforms, Roper sought cheaper, smaller, faster ways to solve militalsnmsoHe
championed and bolstered organizations like AFWERX. The DoD is beginning to realize that
small businesses can help solve problems that the traditional big primes may not tackle, at least
not cheaply or quickl yaf ERepertd s egaamiglhd 9 ghha ss &
SiliconValleyst yl e approach to defense technology. A
aimed at spurring development and connecting companies with military customers. AFVentures
operates similarly to venture cégdists and secures seed funding for new businesses developing
military-relevant tools! These governmergponsored innovation organizations have helped
connect noftraditional but innovative companies to the ABMS program.

ABMS is a complex cloudbased system with a series of enabling applications to achieve
fef fect s 7Jltuamenstrated thaoplatfoidns are no longer the future and that seftware

based applicat irommpdrex perSiemesrrtad fiicorn ABMS have
technology exists to achieve this objective. According to Roper, the purpose of the tests is to
demonstrat¢hatthec oncept i s possi bl e. He notedamp hat Al

experiment connected dozens of aircraft across the country, plus ground-hadesgtgensors,
and culminated with a remote command to down a cruise missile threat witipiced
shooters, including a fismart kasedAMIX?Efoi red fro

Unfortunately, due to its complexity, ABMS faces an uphill battle, the path to success is
not clear, and the challenges may outweigh successes. The primary issue is an inability to
communicate effectively how this clodmhsed approach fits into tiheore extensivdADC?2
architecture or clearly define its attributes and value to JADC2. Méhyn the Air Forceview
ABMS as a concept, while others view it as a system and even senior leaders within the
department of the Air Force have differing viewpoints.

Despite its flaws, ABMS has demonstrated a foundational JADC2 architectuadl that
services could leveragkespite command and controls difference. Howeverpitbhgram's
successlepends on a clear definition of ABNMSntertion to achieve and how, continued
funding, senior leader support, and cressvice integration. ABMS may be the key to
developing JADC2 and creating an asymmetric advantage or offset that will provide the edge in
GPCwith Russia and China.

Army Project Convergence

Project Convergences t he Armyo6s moderni zation effort
systems capable of achieving joint service interoperability in JADC2. In 2020, Secretary of the
Army Ryan McCarthy and Army Chief of Staff General James McConville signed the Project
Convergencea ar r at i ve pr@icsl atihme nAgr myhGast miePw campai gn
to aggressively advance and integrate our Arm
the Army, as part of the Joint fight, can rapidly andtconnuous |l y i ntegrate or
across all domainsair, land, sea, and cyberspac® overmatch our adversaries in competition
and c¢ o1Gereralddhn Murray, Commander of Army Futures Command, said of PC in
September 2020 that #Athis may not only be the

29



working on, it may be the most®™HACmantersdnfivet t hi n
core elements: people, weapon systems, command and control, information, and terrain that
supportsJADC2.

Project Convergence 2020 (PC 20) served as the most basic exercise to link Army
systems to Army systems fAby integrating new e
|l evel so that the tactical HfSenaoahkge success,P@ f ac
20 included more than 750 Soldiers and scientists across three different installations, more than
1000 miles apart. The exercise demonstrated Avrtificial Intelligenceai@8d Threat Detection
and Recognition, extended divisarbattlespace, and decreased setsshooter processing
time.””

To further suppordADC2, General McConville will create five Muldomain Task
Forces (MDTF) able to respond to regional conflict. The MDTF will serve as the Army's
"organizational effort" in synchronizing "new operational concepts, technologies, weapons, and
units.®The MDTF serves three purposes, to fAgain a
support the rapid transition to crisis or con
by providing flexible responsaeadoptioomseutto atth e
adversary AAD net wor ks t o enabl™aMDJFeliwil partifipate ia theo m o f ¢
PC21 exercise to process sensor to shooter systems directly linking U.S. Army capabilities with
those from the Air Force, Navy, Marine Corps, and Space FoheeU.S. Army and Air Force
signed a tweyear agreemerh 2020to develop the Joint AIDomain concept for JADC2. The
two services agreed to develop mutually supporting data sharing and services By 2022.

For RC to be successful, the Army will have to create a network compatible with itself
and the other services, accelerate innovation, work with the industrial base to develop new
emerging technologies, and overcome cultural differences. Shifting the mindsdtenvay
sustaining legacy networks to leveraging emerging technologies for advanced data and
communications capabilities is criticalsaccessfully integrating complex systems across the
Joint Force

Navy Project Overmatch

In the maritime domain, China is making significant investments in advanced platforms
and technologies. The goal of its nalalldup is to prevent the U.S. Navy from winning in a
conflict. Chinads investments range from ship
range surveillance infrastructure designed to incréesspeed of decision. The growing threat
from China coupled with the significant development in technoprggentshe U.S.an
opportunity to enhance its current C4ISR and C2 concepts and capabilities.

The Navybés C2 is built around the concept
According to Vice Admiral Phil SawyefiDMO is geographically distributed naval

forces integratetb synchronize operations across all domdddO is a combination of
distributed forces, integration of effects, and maneuvaeurill enhance battlespace

awareness and influence; generate opportunities for naval forces to achieve surprise,
neutralize threats and overwhelm the adversary; and impose operational dilemmas on the
adver $lary. o
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Knowing the limitations of its legacy systeptise Navy ideveraging emerging
technologies such as Al and machine learning (Mlgrtibancehe effectiveness of USV
(unmanned surface vehicles) and UUV (unmanned underwater vehicle) capahiidibavy
leadership has started to explore the art of possible with C2 through its JADC2 effort known as
Project Overmatch. The DMO concept and Project Overnaattxampls of how the services
respond to and develd®ADC2 capabilities to counter growing GPC threats.

The need for Project Overmatch has never been more critical. The Navy has the difficult
task of growing its fleet to meet tiessentiahttributes of DMO. Modern naval ships,
submarinesand airborne platforms are becoming increasingly expensive, complex and require
significant lead times to produce. In response, the Navy has decided to pursue unmanned
autonomous and serautonomous platforms to maintain its edge in the maritime domaen. T
Navybds recently r el easednfalonomaousystens poadap ai gn Pl
additional warfighting capability and capacity to augment our traditional combatant force,
allowing the option to take on greater operational risk while maintaining a tactical and strategic
a d v a n® T guecessfully develop amategrate these platfornthe Navy will have to
evolve its C2 and operational concepts while maximizing the impact of unmanned autonomous
systemshighlightingthe criticality of Project Overmatch.

These new classes of unmanned platforms offer a rare oppotusigrt with a virtual
blank slate of systems and employment concepts. USV/UUV are cattggtechnologies and
when coupled with AlI/ML technologies, also offer opportunifa@ssmallercompanies to work
on JADC2 projects outside the defense pri mes.
industry, both small companiemnd large primes, to improve its current C2 capabilities and
prepare for future JADC2 integration through open architecturesarichctor agnostic
systems Furthermore, |ike the Army, the Navy mus
contributions to JADC2 are defined and communicaiée path towards incremental
implementation and integration is aligned with JADGikseholders and partners.

Perhaps the best opportunity to |ink the N
JADC2 is in the unmanned air portfolio. A problem the Navy must handle is that the sheer size
of the Pacific theater requires a large fleet of airborne ISR assets$eitt aaielligence. The
Triton UAS (unmanned aircraft system) is an extremely capable platbortrfimited numbers
and high cost per unit have impacted the ability to field it in significant numbers. Navy leaders
have recognized the need to look outsidthefsea service for ways to increase airborne ISR and
flip the script on the historicuse ofthe M@IB. They have begun the proc:¢
9B Sea Guardian drone with a guidmissile cruiser capable of firing afgtir, antisurface and
antrsubmarine missiles as a hunkdier team in an unprecedented exercise testing new
unmanned 8Jhstsema.i oing could be the Navyds fir
Changing the Navy cultuneill take timg and a steady plan to incorporate innovative
technologies, updated C2 concepisd integration of threat information into DM@II be
required fora successful omamp into JADC2.

Project Overmatch incorporates these new unmanned platformtheskisting
capability to increase speed, opportunity, and lethality against peer threats. As the Navy works
throughits DMO and Overmatch concept development and experimentation, it expects to see
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incremental changes in new capability integration to keep ahead of its competitors. However,
like the Army, Navy C2 efforts have areas of improvement. SpecifitaNavy must

collaborate with industry, be threat informed, acknowledge interssraice cultural barriers,

and incorporate innovative concepts and technologies

Space Force

In GPC, C4ISR from space will be essential to maintaining ao-g@ate intelligence
picture at the strategic, operational, and tactical levels of conflict or war.-Bpaed ISR
capabilities provide the persistent global monitoring capabilities unhichdgréyover
restrictions required to deliver JADC2. Amer.
andcounter those negreer competitors China and Russv@o are developing capabilities to
disrupt, degrade, and destroy Us&tellites.

GreatPowerCompetitionin Space

Anti-satellitemissiles lasers co-orbital satellites andjammingtechnologyhave
proliferatedandarenow in the handsof otherspacefaring nations.U.S. spacdSR platforms
havebeentargetedasaneffectivewayto blind anddeafenthe U.S. in timesof escalating
tension. A2/AD space threats are proliferating and endanger the advantages that enalfe the U

mi |l i tary i n wsaaandGhinacae building capabilitigs B challenge us in space
because if they can challenge us in space, they understand as dependent as we are in space
capabilities that they can chall en¢gharmas as a

of the Joint Chiefs of Stafft Therefore]ike the branches of the military dedicated to protecting
and securing the air, land, and sea, th®.kécognizes the importance of safeguarding space.

Allies and international partners are an integral part of the futurespace C4ISR
capabilities. Many allies and partners have integrated their space capabilities WwitB tispace
Force USSH, making their contribution integral to collective security. Thab and USSF
promote burdersharing with our allies and partners, developing and leveraging cooperative
opportunities in policy, strategy, capabilities, and operational realms. Additionally, to enable
JADC2, informatiorsharing relationships witbapable allies angartnersshould be expanded
and incorporated as a prioritgquirementn JADC2contracs.

Spacebased ISR is a recognized and acknowlddge a bl er of Ameri cads
power and a vital element to.&l national power. On the modern battlefield, space capabilities
have become a prerequisite for global deterrence and power projection. Hahewds> and
industry with partners and alli@sust reformsecurity classification and information protection
processes tmaximizedata sharing. Special Access Progrg8&Ps)and restricted information
boundaries have resulted in government orgaoizatand indusies developing multiple
classified systems. Additionally,d has nurtured a culture of ovelassification that
discourages information sharing, especially with allies and partners. SB&UINOF ORN, 0 No't
Releasable to Foreign Nationals designation, is a hindrance that dissuades allies and partners
from committing to help the 1$.meet its JADC2 and future C4ISR vision. Allies and partners
will be essential ilGPCby strengthening and globalizing C4I1SR capabilities.
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Allies and Partners Working to Develop a Culturef Proactive Inclusion

"The strength of the United States is our network of allies and partners that e Teats

why the U.S. cadeal with any of the challenges we have in the world. | am very confident

of our ability to deal with the challenges because of our network of allies and paftners."

- Chairman of the Joint Chiefs of Staff, General Joseph Dunford

In his opening days &hairman of the Joint Chiefs of Staff, General Dunford opined on the
priorities |Iisted in the 2018 National Def ens
strong collection of partners and allies. In an interview with Defense News, he stated that
partners and allies provided the U.S. an asymmetric advantage against its Great Power
Competitors’®

TheU.S6 tr adi t i oensaring camnaimcation irftesoperability is through sales
of new and excess defense articles to foreign milit&fiBy.selling the same platforms used by
the U.S. services, thedD can dictatea minimum level of interoperability with foreign services.
However, multiple trends, includirthe modernization of allied and partner industrial bases and
theJ ADC2 concept ds tr an-basedsotutionsdosafitywabgisedo m har dwar
interoperability, threaten to impact U.S. interoperability with partners and allies.

The need to connect across new and legacy systems has created a complex ecosystem of
experimentation, programs, and contracting solutions. The USAF, alone, had 28 vendors for its
JADC?2 line of effort, titted ABMS2 Ultimately, the entry of new participants into the defense
industrial base should result in greater competition and resilience in developing the JADC2
concept. While the U.S. has been the world leader in exporting military hardware, including
C4ISR system, the overwhelming competitiveness of the U.S. C4ISR industry has pushed many
countries to prioritize defense spending on domestically produced products to support indigenous
industrial bases and boost gross domestic product.

Including Partners and Allies to Spur Healthy Competition and Innovation

Due to the inherent military application of C4ISR industries, the market is dependent on
government purchasers. But the government intervention does not stop there; the USG maintains
an elaborate system of laws, policies, and procedures that createarhigihto entry for new
applicants, both foreign and domestic.

The firstseries of governmental interventions fall under the umbrella of the Arms Export
Control Act (AECA) and International Traffic in Arms (ITAR) regulations. These laws,
enshrined in the U.S. legal code, govern the import and export of defense articles imed®erv
While these laws were not desigrsgzecifcally to protect U.S. companies from foreign
competition, it is a latent effect. The AECA and ITAR have spawned further export restriction
regimes, like the Missile Technology Control Regime (MTCR) and-Aathper (AT) reviews
that create more barriers to entoy new entrantsespecially from our partners and allies

Additionally, the U has also created security policies that set additional conditions for
developing, protecting, transport, and handling C4ISR equipment. Policies like the Committee
for National Security Systems Publications 8 and 14 (CN&%#) require U.S. classified
sygems to implement nationally approved encryption devices and algorithms to protect the
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classified information inherent in their architectét& As with the AECA, while these policies
were not designed to promote traditionaDcontractors, they create an advantagef@.
defense companies in this segment.

While the goal of JADC2 is to link the Joint Force andillies and partners in a manner
never seen before, it will likely take time to achieve. The current state of Joint C2 is a
hodgepodge of precariously linked information systems developed in service stovepipes and
executed in a manner that follows servapeecific warfare concept¥hese servicspecific C2
concepts and systems for highd conflict were developed for the Cold War and largely
languished due to demands generated by the Global War on Te&gacy systems supported
by obsolete technologyouded with cultural barriersand outdated policies and processgther
complicateJADC2 effors. However,sinceJADC2 isin its earlystages otlevelopment
overcoming these barriers is possilil®ntinuing to modernize legacy systems and develop
capabilities that align with the current JADC2 constarad aredesignedvith partner and ally
interoperability willhelp mitigate these risk§ADC2 cannot be built in a vacuum with partner
input and capability bolted on after itfinalized, or it will fail tomeet thentent of JADC2 to be
the connective forc&he Army and Air Force initiative to share common data by 2022 is a
effective first step toward jointnesBhe servicesire solvingcomplexcommand and control for
their specificdomains andmeshing theseonceps together willcreate a true Joint ADomain
network of sensor® include American partners and allies

Challenges and Recommendations fddoD StakeholdersBuilding
JADC?2 Culture

Challenges IntegratingADC2into U.S. Laws, Policies, and Procedures

The complexity of JADC2 is not only in the technology but also in the approaches and
mindsets of its stakeholders. For JADC2 to become a re@hygress, the services, allies,
partners, and industry must recognize and mitigate the challenges and leverage the opportunities
present in service cultures, acquisition processes, legacy systems, and security requirements.
Overcoming the challenges amaVéraging the opportunities in these areas will build the
foundation on which JADC2 requires to evolve and attameet the emerging threats of GPC
and conflict.

Maximizing Acquisition Modeldor Agile Development Programs

Thecombinedforcewill needmorethannewtechnologyto becomemoreresponsive,
capableandmaneuverabldNew technologiesequirenewacquisitionpracticesandbusiness
modelsto harnesshe bestof whatthe commercialindustryandinnovationhaveto offer. Today's
U.S.military forcedesignresultsfrom severaincrementalaw andpolicy reformeffortsin the
past50 yearsthatreliedon anindustrialageview of weaponsystemsThe currentacquisition
processs aformidablewaterfallrequirementsnachinethatusesstagegateprocesseso develop
andapprovedetailedoperationabndtechnicalrequirementslocumentsisedto overseea
weaponsystemacquisitionprogram.Functionalrequirementgnd"capabilities"arebroadto
maintaintradespacefor analysisof alternativesTeamsmay spendthreeyearsor moreto agree
on adescriptionof therequiremenbeforeobligatingthefirst dollaronasolution.These
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requirementsrealsoprojectedfar into thefuturebasedon anassumedservicelife" to predict
whatwill beneededhgainstfutureadversarieandupdatethe planto deliverit. In theory,this
systemcanprovidethoroughlyengineeregystemsaccountableo widely approvedperformance
objectivesIn practice thewaterfallprocessdrivesnumerousinintendedehaviorsandimpedes
ratherthanimprovesperformancendscheduleTheresultis a systemthatattemptananythings
butexcelsatnone.

Following therequirementgrocessa similar waterfalldevelopmentodelattemptgo
delivertherequestegbroductbut usuallyfalls short. Mostimportantly,adversariesind
technologyreactto our decisionanorequickly thanwe canimplementthem,andoperational
requirement®utdatedbeforesystemdevelopmenevenbegins.This patternis increasingly
prevalentn digital systemswheresoftwareevolvesanewgeneratiorbeforethe stakeholders
canconvengheir nextconferenceneeting.As the acquisitionprogramproceedsa significant
sunkcostbiasemergesBureaucratarerewardedor focusingon finishing a previouslyagreed
planratherthanchangingthatplanto meetnewrealitiesanddeliversuccess.

Today's military redesigns the largest weapons systems and programs every 2thgears. T
future digital forcemust keep pace with technological change by redesigning and refactoring
their systemsnultiple times per yeadrawing from the best that industry offers continuously.

As the military migrates frordefenseunique productgtanks and ships) to leverage more
commercial products andrsees(drones anaybersecurity, the DoDshould embrace private
capital innovation and commercial investment to complement military development
programsGroups like the Defense Innovation Unit in Silicon VallBgode, Hackingor
Defense, and the National Security Innovation Netwmganeducating the military in
commercial business in 201Belative to the vast sizef defensespending this innovations
very smali®?> DoD and the tech industry must collaboratea greater scale to delivdiDC2
solutionson a meaningful timeline.

The militaryd sophistication as a custonswminates how industry specializes
meetingits needsTwo f actors dr i ve ¢t Brstahe histarypeferosgo phi st i
lived weapon systemsftenoperaing the largest combat platforms like aircraghips and
satelliteswell beyond their original design service lives. Tégsvice life extensiodrives
operating costs up andsdouragesnvestment in emerging technologies by favoring incremental
upgrades to outdated proprietary desitfriBy limiting design life and focusing on delivery to
schedule oveperfectingperformance, the governmezgnremovei n d u sntentiedt@nake
closed, expensive systems that lock in decades of sustainment rét/€hisecommitment to
revalidation of requirements will ensure the DoD stays nimble in its tech acquasitibcan
maintain itsJADC2/C4ISR competitive advantage

Second, DoD's ability to understand rapidly changing technology has atrojhi@ed
engineering, contracting@nd operations expertise built with the rare new combat platform
competition is quickly lostDoD must invest im culture and skillset that champions frequent
competition and renewed demand for the best in industry.

DoD preference focomplex monolithgreatesigh barriers to market entry. Up to 90%
of defense contracts face competition, so defense firms have little incentive to be more
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innovative or costonscious? Limited competition opportunities alseducethe return on
investment for companies thaduldintroduceinnovative product$or reuse across several
military customersMore frequent acquisition cycles will hatpmpetition between defense
contractors.

To shift demand conditions and incentivize companies to pursue innovation rather than
sustainment, each service should design a rapid and iterative competition program to introduce
newcompaniesand ideas to solve a core problem. By starting with sstalle pilots rather than
large combaplatforms, defense employees will learn with industry how to lower the barriers for
new entrants, award concise and practical contracts, and measure performance continuously

Classification and Program Secur@allengedor JADC2 Integration

The US. industrial security apparatis afoundational set of programs and
responsibilities throughoutdD, the interagency, industry, and alli@sprotects the critical
information that maintains our warfighting advantage and levenathe GPC.The National
Industrial Security Program Operations Manual (NISPOM) is the governing document for the
National Industrial SecuritiProgram (NISP). It exists as the guiding document for how ®@ U
handles and secures its secrets, at nearly all levelslarodtall locations, both in the
government and indust(AppendixC). It has accomplished this task by creating program
specific silos and stovepipes associatetth wlatforms, subcomponents, and capabilities. While
some programs are bucketed and briefed together, relatively few operators or managers are
briefedinto adjacent programs her eby erecting Afirewall so for
model hasffectively protected our secrets, reflectimgv we traditionally fought our waisin
service isolated silos and stovepipes. Unfortunately, while our warfighting CONOPS are
evolving, the industrial security architecture governing its existing systems and protecting its
programs has not. As it stas)cturrent US industrial security programs and processes are
significant impediments toreatinga networked JADC2 warfighting enterprise

Today 6s s e c uchalénged pydhe daaniting task afrsecuaritpxible
network of sensors and shootepanninghe joint force andeveragng capabilitiesacrossall
domains These new ncfinear kill chains demand flexibility among previously disconnected
platforms and rapid communicatiarith our international security partners Today 6s sy st e
not support thisAs currently written and executed, t@eld War's industrial security policies
and stovepipe security culturesake a JADC2 model unachievabldis antiquatedsecurity
policy creates @hicken and the eggcenario for JADC2 proponenid/hat should come first?
Industry waits for a clear set of requirements from the government, while the govehament
resolved to hold off on requirements until understanding what industry can prioesjate this
standoff, all parties agrethatcurrent information security requirements are limiting our ability
to communicate what capabilities the joint force currently, daselop new systems to integrate
existing sensors or shooters, or even deeply discuss binding the hundreds of SAP protected
platforms and capabilities to scope the effSdme of the problem stems from the byzantine
security process for SAPprecous few are cleared to knabout asingleprogram, much less
have access to enough to have a cl|l &8P picture
awareness is not comprehensively implemented acrosdotvernmentnd industryd properly
understand andevelopJADC2requirementgndsolutions. As a result, services have "bought
in" at different levels, each wiills concept envisioned to snap into the overarching JADC2
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architectureThe DIB hasalsomadehalfhearte attempts talemonstrate new sensor/shooter
combinations within their proprietary offerings. Unfortunately, the security barriers between
programs hobble any meaningful conversations inside goverrongwustry. There is no

critical mass of knowledge across the SAP secured programs to develop required solutions.

Furthermoretensions between interoperability and cybersecurity habpBrCIO and
DISA efforts to advance JADC2 principléghe samegenciesesponsibldor supportingand
accelerang joint interoperability aralsoresponsible foensuringg he secur ity of Dol
networks. Cybersecurity is not a new problem but rather a blind spot that has only more recently
become glaringly and embarrassingly apparent. GAO conducted a cybersecurity study of
weapons systems i n 2cfititaBcyberdinergbilitteoiuneatly ai mi s si on
weapons syst efDod €l® and bIpAmeust addréss evolving cybersecurity
challenges as DoD procures increasingly interconnected weapon systems.

The DoD CIO and DISA answer to cybersecurigrecurrently Joint Regional Security
Stacks (JRSS). The DoD Department of Defense Information Network (DODIN) director and
DoD CI O JRSS | e thdmagstaritidalneané 1 mJI KISSEmént of DoDO6s
| nf or mat i on °Ee DSAmmagedRSS technology represents a prothet
castleculturalmindset prevalent in DoD. Initiated in 2010, it consists of a series of switches,
routers, and firewalls at the edges of the DODIN that work to secure alhdata its walls and
repel cybersecurity invadet$JRSS is not yet a failed joint program, but it is getting close. In
2019 the DoD Inspector General audited the program and found that JRSS was not meeting
security objectives and was likely to hinder the security of the Joint Information Environment
(JIE)Y Il n agreement with DoD 1| .G. 6s ftheSermhte Arpped, Cong
Services Committee questioned whether JRSS is obsoletaiafuhdingfor the SIPR JRSS
implementation in théinal 2021 National Defense Authorization A&t To hedge against the
possibility of losing JRSIISA is pursuing zerdrust technology, a change in architecture that
obviate the need fAIRSS. Zerdrustarchitectureplace the burden of cybersecurity metwork
endpoins. To implement JADC2, both DoD CIO and DISA need to reconsider how they are
implementing cybersecurity. Zetaust might be a step in the right direction.

The Complexity ofDesigningTruly Joint Programs and Concepts

In addition to thereviously mentioned complexities, JADC2 is forced to confront an
ugly reality: jointprograms have kng history in the BD and abad reputation. Historically
they experience higher failure rates than their sisglwice counterparts? Interservice
interoperability concerns are frequently at the heart of joint program fathifee purpose of
JADC?2 is interoperability itself, which means that it is an inherently complex problem. As the
JADC2 CFT develops the new warfighting concept requirements, it should start with lessons
learned from previous failures and successes of jooggrams.

In theory, joint programs should be easy. If two organizat@avesimilar requirements
they can create efficiencies by sharing the resource burden. Congress, responsible for efficiently
spending taxpayerso6 dollars, should be intere
within the DoD. Policy organizations like DoD CIO should likestplan too; they would not
have towrite joint doctrine or policy vice interservicenfortunately, the reality of joint
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programs is not that simple, and what appears at first to be an easy solution can end in utter
failure.

Despite the history of failure€ongress continues to push DoD to pursue joint programs
Since Congress ultimately holds the pustengs,they are nearly always interested in improving
efficient resourcing. On the other hand, when Congress is unhappy with the direction of a
program or needs to prioritize one program OV
Highlighting where equipment is manufactunecacommon strategy to defend prograims
Congress. Congress clearly and repeatedly sends signals that it is interested in greater efficiency
and increased jointness. Is it easier to find thousands of different motivations to apgaesd t
member and staff member of Congress, or would it be more effective to do what Congress keeps
asking DoD to i mprove joint capabilities? 1In
services also can sabotage joint programs due to theeseyvic | na b i | dashayedointo agr ee
vision. If the services cannot move beyond cultural divisiensomplex program like JADC2
will not succeed.

The Complexity olntegrating withAllies and Partners

The DoD cannot neglect its partners and allies in developing JADC2 and expect to
maintain its asymmetric advantage inanergBC As t he | NDOPACOM J6 no!
build a networké[itds] not releasd®Ble to our
Fortunately, the DD already has the tools to ensure that it can work around these hurdles; it
needs to implement these tools to ensure success.

First, the D must acknowledge the role pértners and alliesnd bring them into the
planning process. By bringing them into the planning process whiledbaddeveloping its
strategy, it can strengthen its future warfighting concepts through the diversity of thought and
identify potential roadblocks posed by competitive international defense markets.

Secondly, the BD should stand up a JADC2 International Cooperative Program. Acting
through the Undersecretary of Defense for Acquisitions and Sustainment, International
Cooperation (OUSD A&S IC), thedD can initiate international agreements watrtners and
alliesto research, develop and field JADC2 systems. By starting an international cooperative
development progranthe DoD can ensure interoperability through collaborative development of
shared equipment. Additionally, it can reduce the acquisitiats 0fJADC2 technologies
through cooperative funds and advanced foreign sales. FinallypiDe&n use a cooperative
program to build partner and allied trust by sharing equipment production across multiple
industrial bases.

Despite the U.S. 0 dominance of the gl obal
given. Rising economic competition wiplartners and alliedampens the advantages U.S.
companies enjoy. Additionally, protectionism distorts the marketplace, impairing sales and
cooperation while stifling innovation. To keep pace with the changing character of waoRhe D
should update its policieadvocate for changes to the AECA, bring partners and allies into its
JADC2 planning processes, and finally initiate a JADG@perative program with interested
partners. Without making these changes, tbhB Dsks losing its asymmetric advantage and will
find itself deterring its Great Power Competitors alone.
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Conclusion

Winning thecurrent era oGPCis not only achallengeacing the US.butoneposed to
nations that support ruldsased world order. Adversaries, specifically China and Russia, seek to
undermine the trust and confidence in the world order to advance their economic, political, and
military i nt er e gmyszonalintieswalk afimedline®etvsesn cangpatition
and conflict and the threat of escalation is looming. Therefore, the U.S. and its allies must not
delay taking action to deter and defend world order, peace, and democracy. To counter the
evolving GPC threat, thU.S. is pursuing a JADC2 concept. ThalDdefines JADC2 as a
Aconcept to connect s ens oAisForterAomy Marné Copps, t he m
Navy, and Space Foree nt o a si A%l e net wor k. o

JADC?2 is & inherentlyrevolutionary and complex conceptie complexityis notdue to
alack of funding innovation or technologiesinsteadasthe initial planning demonstratethe
complexity lies in its implementatiormiplementing JADC2vill require revolutionary changes
in U.S. service cultures, partnerships and ag
acquisition policies and processes, and how DoD, services, partners and allies, and industry
approach interoperability. Change danunsettling and difficult to accept and implement, but
revolutionary change is disruptive and harder to accept and implement as it is riskier. However,
not implementing change because it is risky or disruptive will only exacerbate the current GPC
challerges and hasten a potentially more undesirable outcome. The uncertainty and risk of
change are yet another piece of the JADC2 complexity puzzle facing the U.S. and its allies and
partners. It moves towards establishing capabilities, structures, and apefatia fully
integrated and interoperable Joint Force.

Recommendations

To ensure the successful implementation of JADXG2 authorproposehe following
four recommendationd) Joint Staff undertalesan evaluation of thenarketstrengths and
weakness oits great power competitor, 2nplementrefornrstotheDo D6 s acqui si ti on
and processdbat encourage competition in the C4ISR marBetievelop a trudbased culture
for joint and coalition warfighting, and 4pntinuously evaluateecurity/classification
requirementso removehurdlesthatprevent effective interoperability amglegate an authorized
board of senior stakeholders that can adjudicate hurdles beyond the scope of individual services

While the U.S. outmatches both great power competitors in almost all areas of the C4ISR
industry,the U.S. must consider the strengths of China and Rwéd= building JADC?2
capabiltesHowe v er , based on Porterés Diamond analy
JADC2. Ch i-dirmatios apprdachlared Militarg€ivil Fusion (MCF) strategy present a
plausible pathway to parity with the U.S. C418Rrketand JADC2 capabilities in the future.
Chinadbs approach al | ows uidklg shéredard trapsferred betweeno n c e p
military and civilian sectors and shortens its acquisition and development timeline significantly
compared to the U.S./DobD. However, the Americ
constant pursuit of improvignand advancing technology fosters healthy competition and creates
a comparative advantage.
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To ensure the federal acquisition system keeps pace with advancements in industry and
technology the government, DoD, and the services are taking steps to modernize it. However,
the underlying policies and processes on which the system was built need to evolve faster. The
current acquisition process promotes ldagn lifecycle sustainment rather themnovation and
developmentToday's defense contractors seldom compete, are rewarded with "winner takes all"
contracts, and have no incentive to replace legacy systems with new technology or platforms.
This type of demand signal impedes the DoD andehes i cesd® abil ity to har
technologies and reduces competition within the defense industry because it inhibits the frequent
rebidding and updatingf contract requirements. The current acquisition model needs to pursue
an intelligent divestiture of legacy programs and systems to developftiognt innovative
technologies and capabilities that pressure and deter adversaries. Modernizing theoacquisiti
model cannot be done in a vacuutmmust also includeaqui si ti on cul ture ref
perspective on risk must change. Programs must take risks and not fear failing to bridge the
Avall ey of deat ho gap riskllomrewatd prog@aancesystemswiln me n t
not create or maintain the advantage needed; future initiatives need to be balanced wigk high
/high reward activities to keep pace with technology.

Creating an authentic joint service culture for JADC2 is essential d3offiain
Command and Control is an inherently joint way of fighting. The services each have an initiative
designed to support JADC2 development; Air FoABMS; Army: PC and Project Overmatch
for the Navy Each of these serviegpecific efforts demonstrate the ability to execute multi
domain operations, but on a limited sc&8learing essential sensor data and being resilient in
conflict will enablewhatever competitor can dominatestispace.

The integration and interoperability of these systems and the collaboration across the
servicesarethe next steps in bringing JADC2 to fruition. However, each service has a unique
culture and operating structutteat must be deconflicted and alegh Overcoming cultural
differences and biases takes time, but the DoD and the services are making progress through
joint exercises and testing JADC?2 capabilities and agreements to develop interservice data
sharing by 2022 between the Army and Air Force.

The risks associated with the U.S. taking unilateral action against a GPC competitor are
unacceptable. Therefore, integration and interoperability with U.S. partners and allies cannot be
an afterthought anchust be done inparallel Ensur i ng i nteroperability
partners is foundational in the development and successful operation of JADC2. Even though
incorporating partners and allies into JADC2 presents risks regarding data collection/sharing and
system/platfam connections, the U.8oes not have the geopolitical power, the resources, or
bandwidth to win the competition/fight alone.

A large portion of the data involved in building a comprehensivdatiain network is
classifiedasi Speci al Accesso0o and cannot be utilized
severely limits data sharing and does not meet the intent of JADC2. Without equal information
sharing JADC2 will not effectively bring together mulgervice/agency capabilities and data to
quickly assess and respond to threats in the GPC environment. Anottedrimiglgrating with
partners and allies is allowing theidigenously developed and produced systems and sensors to
connect to U.S. systems and networks. Not only does it introduce supply chain risk, but network
access points that are outside the cybersecurity purview of the U.S. Furthermore, it presents an
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economic dilemma as it brings the relationships between the DoD/Congress/Industry into
conflict over profits and jobs created by developing and implementing portions of JADC2 in the
U.S.or in our partners and allies. Ultimately, the risks associated with data classification and
sharing data and component manufdatytocationds a cultural challenge more than a

technical challenge.

Overall, JADC2 faces many complex challenges before it can be a joint concept. The
U.S. greatest competitors, China & Russia, are the critical motivation needed to overcome these
challenges and accelerate the development and delivery of JADC2. Chinassnl iwe
capability gaps in themll-domaincapabilities, and now is the time for the U.S. and its partners
and allies to act to ensure they do not fill those gaps and gain an advantage in GPC.

The U.S. has showthe servicésability to implement JADC?2 in limited scope while
including partners. The synchronization of innovation and integration of disruptive technologies
will provide the U.S. with an accelerated vehicle to complete JABPZis not achallengehe
U.S. or its allies and partners can win alone. The best defense is a joint defense that leverages the
cultures hi fting i deas and technol ogi cal i nnovat.i
and partners.
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APPENDIX A: U.S.C4ISR Prime Contractor Firm Briefs

Northrup Grumman Firm Brief

Northrop
‘Grumman

Ms. Leah Cook, CIV

CAPT William “Spig” Reed, USN

Lt Col David “Maddog” Madson, USAF
COL Michael “Jody” Shouse, USA
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NORTHROP
GRUMMAN

* Company Profile

* Business Segments

* Acquisitions and Divestitures

* Strategy and Competing Markets

* Supply Chain Vulnerabilities

* Human Capital Challenges

* CAISR UAS Market

* UAS Market Characteristics

* Firm Structure (Porter’s Five Forces)
* CAISR Satellite Market

* Satellite Market Characteristics

* Strategy Pursuit (Strategic Gameboard)

* Financial Market
* National Security Recommendations

NORTHROP
GRUMMAN

Understanding the Firm
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NORTHROP
GRUMMAN

Firm Profile

* Headquarters: Falls Church, VA

* CEO: Kathy J. Warden

* Currently #4 of U.S. defense firms

* Ranked #368 on Global 500; #144 on S&P

* Employees: 97,000 (2020); 90K (2019); 85K (2018)
* Revenue: $37B (2020); $34B (2019); $30B (2018)
*+ Backlog: $81B (2020); $65B (from 2019); $54B (2018)
* Pension: $1B (2020); $1.8B (2019); $655M (2018)

* Contractual Obligations: $45B through 2026 and
beyond

* 51M square feet of floor space in 530 locations

NORTHROP
GRUMMAN

* Australia

* Europe

* Japan
Middle East
Poland
South Korea
United States
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NORTHROP

GRUMMAN NG Evolution
D B @ o mm B ™ omge g e e,
e Rﬁ-h : Lo Wz:: rmv m m"'":‘z" intég-ic’é et wn}

“Sparry Marine

Founded: 1939, Hawthorne, CA — Northrop Aircraft Incorporated
Reincorporated: 1985 — Northrop Corporation

Reincorporated: 1994 — Northrop Grumman Corporation (Merger with
Grumman Corp.

Founders: Jack Northrop and Leroy Grumman

NORTHROP .
GRUMMAN Business Segments

Aeronautics Systems — Palmdale, CA
* Autonomous Systems
* Manned Aircraft

Defense Systems — McLean, VA
* Battle Management & Missile Systems
* Mission Readiness '

Mission Systems — Linthicum, MD
* Airborne Sensors & Networks
* Cyber & Intelligence Mission Solutions
* Maritime/Land Systems & Sensors
* Navigation, Targeting, and Survivability

Space Systems — Dulles, VA
* Launch & Strategic Missiles
* Space
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NORTHROP
GRUMMAN—I

Recent Acquisitions

* 2018 Acquisition of Orbital ATK, Inc. for $9.2B ($7.7B in
cash)

Orbital ATK, Inc became a wholly-owned subsidiary of
Northrop Grumman and its name was changed to Northrop
Grumman Innovation Systems, Inc. creating the fourth
business segment, Innovation Systems

Orbital ATK, Inc was a global leader in precision munitions
and armaments, tactical missiles and subsystems,
ammunition, launch vehicles, space and propulsion
systems, aerospace structures, space exploration products
and national security and commergials satellite

systems and related components/services under Northro
Grumman's already expandihgbusiness.

N

NORTHROP ¥ .
GRUMMAN Recent Divestiture

* 2020 - Federal IT and Mission Support Systems to
Peraton, affiliate of Veritas Capital for $3.4B, cash

» Veritas is a global leader in data protection; VE [2 lT/\S

recently named as a 2021 Gartner Peer Insights
Customers' Choice in Enterprise Information
Archiving

* Peraton provides mission critical technology Pe r aten
solutions to government customers

* Expected to generate $2.3B in revenue for Northrop
Grumman

* Sale proceeds will go to share repurchases, to offset

dilution from the transaction, and for debt
retirement
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NERUMMAN Global Strategy

* Northrop Grumman is a leading global aerospace and
defense company

* Operates in a highly competitive market, including U.S.
defense firms, foreign and multinational firms, and new
entrants

* Considers sales outside the U.S. to be an important aspect
of their global strategy

* NG maintains a global presence in 25 countries
+ $5.8B of all revenue comes from foreign sales; $31B from
the U.S.
+ $31.6B - America
+ $2.1B-- Europe
+ $2.0B - Asia Pacific
* $1.7B -- Other

NERUMMAN Strategy

* NG strategy begins with its customer, and
operates in a highly competitive security market

* Dependence is largely centered on the U.S.
government

* Focused on using their broad portfolio of
capabilities and technologies

* Their strategy is accomplished through four
operating business sectors
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NORTHROP

GRUMMAN | Supply Chain Vulnerabilities

NORTHROP
GRUMMAN_I

o sy s e @

Over $11 billion spent in 2019 on domestic sub-contractor support
178 Suppliers

Requires a broad base of suppliers to provide:
* Raw material, chemicals, components and subsystems
* Develop SW and IP; produce hardware elements and sub-assemblies

Requires global suppliers/partnerships
Need to increase supplier diversity
Suppliers must act ethically, use environmentally best practices

Cybersecurity risks to supply chain

Human Capital Challenges

Total Workforce: 97,000
* New hires in 2020 - 13,000

* 4,000 employees covered by 17 collective
agreements which 6 were renegotiated in
2020; 5 will be renegotiated in 2021

* Need to retain personnel with local
qualifications and experiences outside U.S.

Facing competition for talent both from defense SRR Y \ ',';',"’%’K
and commercial companies A

Requires highly technical cleared individuals

High Pension/Post-retirement benefit costs
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NORUMMAN UAS Market Transition

* What is the scope of the
Unmanned Aircraft Systems
(UAS) market?

* What are the market’s key
characteristics?

* Where does the UAS Market
fall along the competitive
spectrum?

* How does NG’s UAS Product
Line compete?

* How does NG fit into the
market?

NORTHROP .
GRUMMAN | Unmanned Aircraft Systems

“UAS are air vehicles and associated equipment
that do not carry a human operator, but instead
are remotely piloted or fly autonomously. UAS
commonly are referred to as Unmanned Aerial
Systems (UAS), Unmanned Aerial Vehicles (UAV),
Remotely Piloted Aircraft Systems (RPAS) and
drones. A UAS generally consists of 1) an aircraft — vl
with no pilot on board, 2) a remote pilot station, 3) |

a command-and-control link, and 4) a payload
specific to the intended application/operation,
which often includes specialized cameras or other
sensors that collect data for near term analysis.”
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NORUMMAN UAS Market Characteristics

* Global Market Size:
* UAS (Military) - $7.94 billion 2020
* UAV - $19.3 billion in 2019 > $45.8 billion by 2025
*  Growth:
* Global defense spending highest in last 10 years
+ $1.92 billion (2019), 3.6% higher 2018 & 7.2% higher 2010
* Largest spenders: U.S, China, India, Russia, & Saudi Arabia (62% of
total)
* Highest growth in Military/Defense markets: Enhance combat
capabilities; ISR segment
* Highest growth in commercial sector: construction (surveying & design
mapping), product delivery, monitoring
* Remotely operated UAVs continue to lead the market — wider range of
capabilities

NORUMMAN UAS Market Characteristics

* Trends:
* Technology advancements:
* Integration of Al & ML software to enhance data collection
and information analysis
* Advance features to increase precision, accuracy, reliability,
and speed
* Improved efficiency in intelligence, surveillance, and
reconnaissance (ISR)
* Expansion into commercial, scientific, recreational and civil
services (i.e., disaster relief, forest monitoring,
cinematography, agriculture)



NORTHROP
N |

GRUMMA UAS Market Characteristics

* Geographic:
* North America, Europe, Asia Pacific, Middle East, Latin
America, Africa
» Military/Defense market growth highest in U.S,,
China, India, Russia, Saudi Arabia
* U.S - top global exporter (ISR UAVs)
* China - top exporter of multi-role strike capable UAVs
* Opportunities
* Dual use
* Collaboration — Large and Small businesses; emerging
technologies

NORUMIMAN UAS Market Structure

AR ..
Perfect Monopolistic
competition competition

o

Monopoly

* Many buyers: Domestic & Foreign

* Many sellers: Domestic & Foreign

* Low/Medium Barriers to Entry: Domestic vs. Foreign
 Differentiation: Customization

* Production: Under capacity with all emerging
customers
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NORUMMAN NG’s UAS

High-Altitude Long-Endurance (HALE)
* RQ-4 Global Hawk (U.S. Air Force)
* MQ-4C Triton (U.S. Navy)

« Alliance Ground Surveillance (AGS)
(NATO)

* X-47B UCAS (U.S. Navy)
* Medium-Altitude Long-Endurance (MALE)
* MQ-8B/C Fire Scout (U.S. Navy)
* Firebird (multiple customers)
* Bat
* Both HALE and MALE UAS reuire runways

and clear line-of-sight communications
connected to ground stations for take-off

and landing
* In flight large UAS operation using beyond
line of sight (BLOS) communication links 20
NORTHROP

GRUMMAN UAS Porter's Five Forces

POTENTIAL Threat of Threat of |
> SUBSTITUTES
ENTRANTS | new entrants D substitutes
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NGRUMMAN | NG Most Important Forces

SUPPLIERS I
e

Bargaining power | of suppliers

Y
INDUSTRY
COMPETITORS
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| ——

Rivalry among
existing firms

Bargaining power |of buyers

i BUYERS

NERUMMAN | NG Most Important Forces
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NSRUMMAN | NG Most Important Forces

* Shift in customer preferences
sureuens | * Quantity vs. Quality
* Price sensitivity
* Emerging Technologies
* High risks?
* Global Hawk

Theeat of > > .
1 SUBSTITUTE .
bt S | Triton

INDUSTRY
COMPETITORS

dax.
POTENTIAL Threat of > an 1
ENTRANTS naw entrants ﬂ

Rivalry among
existing fiems.

NeRUMMAN | Satellite Market Transition

* What are the Characteristics of the C4ISR
Satellite Market?

_* What is the Nature of Firms Competing in the
! Market?

*+* What is NG's Market Strategy?

Show is NG Assessed on the Strategic
Gameboard?

* How isNG Inndvating in the Market?

* How does NG Approach Industry Change?

.
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NORUMMAN C4ISR Satellite Market

* Competitive market necessary for
National Security

* C4 - communications satellites
* E.G. - Milstar, AEHF, Enhanced
Polar System, and Enhanced Polar
System Recapitalization, Evolved
Strategic SATCOM
* ISR~ IMINT (EO, IR, SAR), SIGINT
* E.G. - SBIRS, Next Generation OPIR

* Related Functions — commercial
satellites, propulsion, lift vehicles, space
vehicles, logistics support

* E.G. - GeoStar, Cygnus Spacecraft,
Mission Extension Vehicle

NERUMMAN C4ISR Satellite Market

* Military Satellite Market
* 2020 - $387 Billion cumulative revenues
* 2020-2028 Compounded Annual Growth Rate — 76.6%, $195.1 Billion
* Largest growth forecast in Asia
* Small/nano satellite largest emerging market

* NOC Space Systems 2020
+ $8.7B Sales — $1.3B/18.1% increase

55



NORTHROP

SRUMMAN |  Nature of Firms Competing

* Overall satellite market relatively broad, C4ISR
satellite market very narrow

* Barriers to entry — high
* Rivalry - medium
* Boeing, Lockheed, Raytheon, Northrop Grumman
* Produce limited numbers, high price point
* Government forces integration
+ Often prime / sub-prime for each other

* Oligopoly — small number of firms, produce similar

@aaslﬂa

—F

LOCKHEED
MARTIN

products, profitability relies on interactions with 1
other firms N G
NORTHROP
GRUMMAN Market Strategy

* Key to pursuing strategy — maintain long-standing business relationships, pursue

relatively low risk ventures to maximize shareholder profits

* Grow core businesses that focus on technology and innovation

* “Reliability, speed and affordability” for customer
* Expand business on international market

* Competitive advantage — leverage history and experience in payload design and

implementation

* Independent Research and Development
* 2020 - $1.1 billion, 2.9% total sales
* 2019 - $953 million, 2.8% total sales
* 2018 - $764 million, 2.5% total sales
* Risks
* Spacecraft loss on launch or flight
* Program cancelations or contract adjustments
* Contract type affects profitability
* Flat/declining DoD budgets
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NORTHROP .
GRUMMAN Strategic Gameboard

* Same Game / Across-the-board Strategy
* Defines the market and functional The strategic gameboard

approach
* Where to Compete
* Specific market segment
* Defend market space

Across- $e-board
(entre market)

* How to Compete
* Better execution and price

Where b compete

* When to Compete

* CA4ISR satellite market demand
increasing

* Continued incremental improveme Same game New game
{raditional nules) frewritten ndes)

Selective
(market niche)

* Recommendations
* Seek innovation within segment
* Find niche supporting markets

NORTHROP &
GRUMMAN Innovation

Payload sensor packages

Mission Extension Vehicle-1
* ldentified new market
* Rendezvous, correct and maintain orbit of Intelsat 901
* Multi-mission technology

James Webb Space Telescope
* Successor to Hubble telescope and 100 time more powerful
* Numerous spin-off technologies

Advanced manufacturing practices

* Dockable Gantry System — combination Automated Fiber
Placement and Automated Tape Laying

“JADC2 the company”

Evolutionary or Revolutionary Approach to Innovation?

57



NORTHROP

GRUMMAN | Approach to Industry Change

* Threats to large/exquisite satellite
market

* Current small satellite provider

* At risk of missing Cube/Nano satellite
market

* Provides lift/ride share
* Competition with Space X model

* Increase commercial space investment
and dual use technology

| won’t support the development any further of large,
big, fat, juicy targets. — Gen John Hyten

NORTHROP » . )
GRUMMAN NG Financials Transition

* How does the DoD value Northrup Grumman?

* How does Northrup Grumman create value?

* How does Aeronautics and Space Sector relate to NG overall?
* How do stockholders (owners) value Northrup Grumman?
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NORTHROP 4 4 -
GRUMMAN Financials Overview

* Assets

* Revenue / Revenue Growth
* Profit / Margin Growth

* Debt and Corporate Tax Rate
* ROIC / WACC

 Stock Price Causality

* Understanding Northrop Grumman...

NORTHROP
GRUMMAN NG Assets

Total NG Assets (SMillions) Aeronautics vs Space Assets

2018-2020

BASOIAUTKSASIES  m SpacaAssats
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NORTHROP
GRUMMAN NG Revenue

2010-2020 Revenue Revenue Growth Rate 2010-2020
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"836'&"32». DEBT and Long-Term Tax Rates

Total NG Debt 2010-2020 NG Effective Tax Rates (2010-2020)
16 5.0%
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A 10.0%
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Year Year

NG Free Cash Flow
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NORTHROP Return on Invested Capital (ROIC) and
GRUMMAN Weighted Average Cost of Capital (WACC)

Aeronautic / Space / NG OVERALLROIC Weighted Average Cost of Capital (2018-2020)
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NORTHROP %
GRUMMAN Current Stock Prices

Share repurchase
Dividend growth rate
NOC stock — Last three years to 1 April +17% vs SP500 71%

Drvidend Growth Rwe (2013221

| W
/ ¢ L i i .
r (0
N ) BV L o {
_yj o ' T/ -" \l o
l l l‘ ¥ "0& / "

NORTHROP
GRUMMAN NG Summary

* What does the DoD want from our primes?
* Can taxpayers have an expectation of a prime?
* What are shareholder expectations?
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NORTHROP

GRUMMAN National Security

Huge defense contractors building profitable huge
programs (B-21/JSF/Ford CVN/Columbia SSBN/Legacy
Space Vehicles) -

UAS / Satellites — Innovation / Partners and Allies
U.S. Export Policies — Evaluate

Increase participation in SBIR / STTR — Innovate better
with Small Business

S&T development with University

NORTHROP
GRUMMAN
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RaytheonFirm Brief

AV~ Raytheon
Technologies

Industry Analysis _

Tom Potter - A= ‘ \‘g.'i%«i'l
Aaron "Easy" Capizzi Y A N e
Cliff "Diesel" Taylor A '\ A= ——
Mike Kruk

5 April 2021

“Combining complementary portfolios with advanced technology and R&D platforms, we are delivering
transformative solutions to usher in the future of aerospace and defense.”

- Gregory J. Hayes, CEO, Raytheon Technologies
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| Raytheon Technologies

* Raytheon Technologies (NYSE: RTX) is an aerospace and defense company that provides
advanced systems and services for commercial, military and government customers worldwide. The company
was formed in 2020 through the combination of Raytheon Company and the United Technologies Corporation
aerospace businesses, and is headquartered in Waltham, Massachusetts. 2" largest aerospace and defense
company by sales behind Boeing.

* Quick Facts:
181,000 Employees; 61,000 Engineers; 46,000 Patents; $64.6B (2020 adj revenue); 190+ Years of combined innovation (UTC)

* Four Highly Specialized Businesses:

Collins Aerospace: Specializes in aerostructures, avionics, interiors, mechanical systems, mission systems, and power and control
systems that serve customers across the commercial, regional, business aviation and military sectors.

Pratt & Whitney: Designs, manufactures and services the world’s most advanced aircraft engines and auxiliary power systems for
commercial, military and business aircraft.

Raytheon Intelligence & Space: Specializes in developing advanced sensors, training, and cyber and software solutions — delivering
the disruptive technologies its customers need to succeed in any domain, against any challenge.
Raytheon Missiles & Defense: Provides the industry’s most advanced end-to-end solutions to detect, track and engage threats

« Values: Trust, Respect, Accountability, Collaboration, Innovation
+ Social Impact: Enabling Lifelong learning, honor those we serve and Supporting communities

| Raytheon Technologies

* Raytheon 2020 Annual Report Highlights:

+ On April 3, 2020, United Technologies Corporation (UTC) completed the separation of its
business into three independent, publicly traded companies — UTC, Carrier Global Corporation
and Otis Worldwide Corporation. Additionally, on the same day, UTC completed its all-stock
merger-of-equals transaction with Raytheon Company. Upon the closing of the merger,
Raytheon Company became a wholly owned subsidiary of UTC, which changed its name to
Raytheon Technologies Corporation.

» $57.1Bil adjust net sales

» $2.73 adj earnings per share

+ $6.7Bil R&D

» $4.3Bil cash flow from operations

» $1.425 dividends per common share post-merger
» 30% debt to capital ratio
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| Raytheon Technologies 2020

* Collins Aerospace:

* Modernization of US ICBM under AF Ground Based Strategic Deterrent
Program
+ Selected to provide Army with Mounted Assured Postilion, Navigation

and Timing System (MAPS) Gen Il for manned/unmanned vehicles

« Army Future Vertical Lift program

« Commercial Aviation: accelerated initiatives from airport curb to final
destination; touch free lavatories; hand sanitizing stations; HEPA

filters — cabin air purity.

Collins Aerospace’s leadership has defined clear priorities for the
future. Our strategic framework encompasses several commercial and
defense innovation areas, including connected digital ecosystems,
aircraft electrification, autonomous operations, and the development
and use of advanced materials. Despite the pandemic, we continue to
advance these key technologies to ensure that when the commercial
aviation industry invariably returns to normalcy, Collins Aerospace
stands ready to meet the demands of the next generation of
aerospace platforms.

| Raytheon Technologies 2020

* Pratt & Whitney:

« Geared TurboFan (GTF) Engine: reducing fuel consumption by up to 20%, regulated

emissions by 50% and noise footprint by 75% compared to other engines, while giving smaller

planes the range to cross oceans.
+ Expanded GTF maintenance, repair and overhaul network

« In 2020, Aegean Airfines, Aircalin, China Express Airlines, Middle East Airlines and Swiss

International Air Lines each took delivery of their first GTF-powered A320neo family
aircraft; JetBlue received its first A220 aircraft

+ Completed planned upgrades during aviation downturn

+ OCT2020 announced world-class turbine airfoil production facility to be built in Asheville, North

Carolina

(3650 mil)

In 2020, Pratt & Whitney used a sharp downturn in
commercial air travel as an opportunity to accelerate
planned upgrades on idled aircraft while also making
significant investments in future growth. In a difficult

year, the benefits of Pratt & Whitney's superior
technology were never more apparent.
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| Raytheon Technologies 2020

* Raytheon Intelligence and Space (RI&S):

* The U.S. Navy conducted its first flight test of our Next Generation Jammer
Mid-Band in AUG2020

» The advanced electronic attack system denies, disrupts and degrades enemy
communication and air defense systems. The open-system architecture
allows for quick hardware and software upgrades, which are essential in
defeating rapidly evolving sensing and jamming technologies.

+ The Navy received first production unit of the Joint Precision Approach and
Landing System for the F-35 Lightning Il fighter

+ Precision landing system accurately guides aircraft onto carriers and
amphibious assault ships in surface conditions up to sea state 5.

« Air Force awarded RI&S a contract valued at up to $950 million for the
Advanced Battle Management System
» JUN2020 - awarded development contract for DARPA’s Blackjack program

« Blackjack: low-Earth orbit satellite constellation program to track multiple threats
simultaneously

SEP2020 - delivered nest High-Energy Laser Weapon System to USAF

Raytheon Intelligence & Space's investments in
space, sensor and communication technologies led
to a number of important milestones in 2020, while

also generating new commitments from our
customers.

| Raytheon Technologies
. Raytheon Missiles and Defense (RM&D):

Standard Missile-3, a defensive weapon built to destroy ballistic missiles,
completed first intercept of a simulated intercontinental ballistic missile off the
coast of Hawaii

« U.S. Navy also completed two flight tests with RMD’s newest cruise missile
variant, the Tomahawk Block V

« Delivered first AN/SPY-6(V)1 radar for Navy's Flight Ill guided-missile destroyer

+ The SPY-6 family of radars performs simultaneous air, missile and surface defense on seven types of
Navy ships, delwermg greater range, accuracy and advanced electronic protection than current
deployed radars
« Awarded a $126 million (Navy) contract to continue manufacturing Enterprise Air
Surveillance Radars for its amphibious ships, carriers and frigates

« OCT 2020 Air Force approved Storm Breaker smart weapon for use on the F-15E
Strike Eagle aircraft.
*  Munition can hit moving targets In adverse weather > 40 miles away, reducing the time aircrew spend In
harm's way.
« U.S. Army needed to replace its Patriot air & msl defense system to combat new
threats, including hypersonic weapons, we began developing the Lower Tier Air
and Missile Defense Sensor.

Raytheon Missiles & Defense made substantial
progress in 2020 in customer commitments and
deliveries, as well as in product development and
testing. Innovation was key to our success.
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| Market Competition

* Raytheon: Monopolistic Competition

+ Specialized Businesses:
+ Collins Aerospace: Monopolistic Competition
+ Pratt & Whitney: Oligopoly
* Raytheon Intelligence & Space: Monopolistic Competition
» Raytheon Missiles & Defense: Monopolistic Competition

+ Industrial security, supply chain management, global trade

| RTX Financials
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| Competition Financials

| Innovation Ecosystems and Disruption

s
Q@ CAs el
— Cle
Commercial Sensors Autonomy / Al Modular systems
X %
Commercial Space Cybersecurity Networked Sensing
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| C4ISR Market: Radars

= Niche, high-end electronics market
» Sophisticated ceramics, rare earth elements
» Analog-digital signal processing

-u Raythoon

Technologes

Air Combat

« APG-63 (F-15C)

« APG-79 (EAF-18)

« APG-82 (F-15E)

« APQ-181(8-2)

* Raytheon Adv Combat Radar
« Adv Arbome Sensor (P-8)

Missile/Air Defense
+« ANITPY-2

+ LTAMDS

« AN/MPQ-64 Sentinel

Maritime:
SPY-6
Sea Basaed X-band

| Market Strategy: Radars

+  APG-83 (F-16)

+  APG-81(F-35)
APG-T7 (F-22)
APY-9 (E-20)

MESA (E-7)
ASQ-236 Pod
ZPY senes for drones

ocaMEE® nuln'n—&

« AEGIS (SPY-1, SPY-7)

+ TPY-X Air Survelllance

« APY- Early waming

+ Long Range Discrimination (BMD)

{5 L3HARRIS

TASR, SPS-48, APY-11

THALES
RBE2 (Rafale), Ak Traffic Control

Signal Processing

Niche electfonics
Rare earths

New Entrants

RF Design
Manufacturing
Digital Backend*®

Networked sensing
Multi-spectral .
Smaller / drones

Platform dependencies
"Open" architectures
Modularity (RF/Digital)

Strategic Gameboard

2

Currently market leader - continue same-
game approach

Compete on performance, cost

Moderate investment in decoupling /
modularity / open systems

Prepare for hyper-networked sensors

Ignores™ smaller / mass / drone markets
and nascent metamaterials radar tech
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| C4ISR Market: Command and Control

= Almost entirely software-focused and communications-enabled
+ Unique to military structure, systems and culture of decision making

THROP
§p Rovtheon NERUMMAN |
echnologes
Forward Area Air Defense C2 (C-sUAS)
. Integrated Battle Command Sys
Air Traffic Control +  Joint BM Sys (RAAF)
. STARS Distributed Autonomy / Responsive Control
sl L
« AirMap strategic partnership «  C2BMC (MDA)
«  Theater BM Core System
. *  MD Synch Effects Tool
Ground Stations R Ao
« Distnbuted Common Ground System «  GPS Ground Control
« GPSOCX +  iSpace
« FORGE (Open Arch SBIRS, NextGen o
OPIR) 23 LIHARRIS
« Joint Polar Satelite System «  InControl
Mabile TOC
Battle Management + NOAA Space Weather C2
«  EW Planning & Management
«  Air Operations Center Modernzation THALES
+  Trallbazer -> Army Command Post «  ThalesRaytheonSystems joint venture for NATO
Compute Environment Collective Defense BMD

| Market Strategy: Command and Control

Competition for talent

Strategic Gameboard

-,

1

« Exploit head-start in software
competencies, OCX lessons learned to

become DEVSECOPS vendor of choice

+ Materiel-independent architecture and

New Entrants
Commercial Tech Rivalry Enterprise GCS
Autonomy / Al Microservices
"Open" architectures
Enterprise services
Security / data standards

systems engineering

+ Build software and compliance workforce

+ Build open platforms (FORGE, AOC) that
drive support/integration dependencies
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| Raytheon Technologies Strategy

The marriage of Raytheon and UT was one of
equals in every way, but it demands alignment of
over 100 years of fundamentally different

strategies.

| Raytheon M&A Strategy

»Raytheon est. 1922 1928 — QRS Company (Electron Tubes)

» Started the company with battery AR RGam-Dat (T“f"Sformers) )
elimination via AC conversion. 1959 - Apelco Electronics (Nav/Radio)

1967 — Amana (Microwave) Div 1996

1985 — Beech Aircraft (Platforms) Div 2006
1995 — E-Systems (Electronics)

1997 — Chrysler Defense, TX
Raytheon's strategy was growth Instruments Defense, Def. Systems &

through M&A focused on defense Electronics Grp Hughes Electronics, '
7 Delco Electronics, Magnavox Electronics
related electronics.

2007 - Sarcos (Robotics R&D)

2009 - BBN (Advanced R&D)

2010 - Applied Signal (ISR Systems)

2015 - Websense (Cyber security) Div 2020

» Never a "platform" centric company

VVVVVY VY

YV V.V V¥
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| United Technologies M&A Strategy

»United Technologies est. 1934

»Merger of Boeing and PW to
consolidate aviation companies for
civil & mil business

»Always platform centric when in the
defense market with PW, Sikorsky,
Vought, Hamilton Propeller

UT's strategy was growth through
M&A and stability through
diversification

» 1975 — Pivot to diversified hostile M&A

» 1976 — Otis (Elevator)

» 1979 — Carrier (Refrigeration)

» 1999 — Sundstrand Corp (aero electrical)
» 2003 — Chubb Security (Detect/ Alarms)

» 2004 — Schweizer Aircraft (Fixed & Rotary)
» 2005 — Kidde (Detect/Alarms)

» 2008 — NORESCO (Energy Company)

» 2009 - Clipper Windpower (Turbines)

» 2013 - Divested PW/Rocketdyne (rockets)
» 2015 - Divested Sikorsky (Helicopters)

» 2018 — Rockwell Collins (A&D Electronics)

| Raytheon Technologies Blended Strategy

»How are they different?

»Raytheon is deeply focused while UT is highly diversified
»Raytheon is platform light while UT is platform heavy
»Raytheon nearly all DOD/allied sales, UT exploits commercial markets in non-

allied nations

»What do they have in common?

»Each understands M&A and exploiting synergies through acquisition

»Advanced R&D as a core competency

»Both have deep experience in DOD and international defense sales
»Each fill gaps in other's portfolio (systems v platforms)

73



| Blended Strategy

»What did they do?

»Adopt & Sharpen the Raytheon focus
»Prioritize US DOD/USG over all else
»Divested UT's diversified holdings (Carrier, Otis)
»Divested Raytheon's non-core BUs (Forcepoint)
»Exit non-allied commercial markets (China)
»Remain "platform" agnostic

»Capitalize UT's complimentary holdings
»Establish a deep and broad capability in A&D
»Take over controlling position in exquisite geared turbofan propulsion
» Significant aviation R&D expansion

| Blended Strategy

»What are they now?

»RTX represents one of the largest A&D engineer consolidation in the world
» 60,000 engineers

»Postured as one-stop-shop for multi-platform sensors and final engagement
» Radars & Missiles

»Non-electronic technologies are still core exquisite A&D engineering
» Pratt and Whitney

»Focused & aligned to satisfy integrated DOD & allied defense needs
» JADC2!

»EXPLOIT SNYERGIES of merger - drive down costs and return to profitability

» Eliminate fat, non-core, or duplicative
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| Strategy In Execution

»BL — Integrated JADC2 sensor and engagement solution
»Seamless fusion of platform agnostic tipping/cueing (Radars & C2)
» Unified tip/cue/engage solution tied to RTX missile technology

»Fund the JADC2 R&D w/cost synergies of merger balanced w/increased R&D
from combined company w/shareholder returns

» 2B in cost savings since RTX merger
» 600M in additional synergies from Rockwell Collins

»Float RTX on strong PW engine sales

» Forecast US DOD and allied purchase of revolutionary geared turbofan is high
» Commercial Boeing forecast recovery EQY 2021

| Ethics

»Internal Policies
»"Open Door Policy"
»Accounting and Controls Hotline
»Contact the Board of Directors

»External Policies
»Antitrust
»Corruption
»Data Privacy & Security
»Government Contracts
»Global Trade Compliance
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| Raytheon Ethics in Practice

OUR WORK @ OUR WORK

33 Instances of Misconduct -+ -

3 BOINCOS NSINCES O FISCONAK! PENAng HEICkAM

M12010  Canias v. laythwan (Whistiebiowss Rstaliution) $1,043.000
Date  wtance Panany -
722005 Alhabesh v. Reytheon ([Discrimization) SN 05
S10008  Raytwos Securites Litigedon $410200 000
o . W2B1988  bgroper Expon of Defesse Articiks and Technical Data $450 000
120021 Crur v. RayOwon (ERISA Vicledon) 359170 820
. o~ 16199 u-n-dnnnv wum--nwam»ncmuﬂw 3500 000
o x :
12003 Inpropen Commenication £ qupoent Eiport $26 200 000 b, g
” ) 1995 Avcrati Maketemance Oveecharge $a30 000
S02005  Vioktiom of SEC Rules STTA0 o -
WINI0NE  Inedgitie Mesd Eapenses 260000
232000 Yehava v Hughes Alcraft Drinkieg Water Comamination) $13900.000 NssyCatne
8252005 Mssile Component Testing Disprte w2
4300073 AECA and 1TAR Vickeons $8.000.000 R
s 9257058 Migh Resolution Optics Patest Infiagemest $91.05
SI01998  Elecwoni Cquipment Festing False Claimns A2t Violstions $4.950 000 youn a
' WRI0M  EEOC v, Raytfwon Tachaical Seevices (Raciet Olscrinination) $165.000
G008 ICE Cortamination st Kansas Akport 219560 yo .
§30719%  Comraoor Kickbacks $195310
49905 Wmproper Clavsification of Costs $2100.000 Nvboet Covnser
' Y195 SubstistionNoscosforming Prodect (1555) $55 000
312808 F-14and F-15 Alcraft Contract Falee Claims At Vioksions $2.913.000 WP
1NN SebatistionNoscosiorming Prosuct (Te) 82 000
W17 Delective Pricng $2099042 RarPec: e
c 172015 Wedands Victations in Asdower, MA 679
2362005 Miter v. Raythoon {Age Discriminasion) $1.49279% o -
. e TN M e G Aldatlon ol B 8 v b wasa b "

OUR WORK
25 Instances of Misconduct .« 12 Dwe  nstance Desidy’. ¥
4 53000 NSWACES OF FUSCINOUCT PENGNG FesORn 12192017 Commteriek Helicopter Engine Microprocessees $1060.000
Owie  Mostance Penairy .

SN Olackhawk Spare Parts Overchaiging $1209000

2212007 Price Faing 3294 000 200
~ite - . S7/1955  Navy 9.3 Sea King Helicopowr Defecive Pricisg 5104729

“520% With Cost A 0 1283200 200
Te g 6272006 Federal Al Poliution Standerds Viclssons S176 000

$262012  Megal Export of Miltary Software 1o China $76.700.000
s T - o 10270890 Vickthons of Workpdace Injery & Bleaess Recordimeping Requbsments $165000

S12008  Oefoctive F-135 oo F.96 Engioe Turbion ade Replocerments 350 326 000
i . WAZI9ST  Cosd and Laber Mischage $150000

S2019%7  Unised Saton v. United Tochmologhes (Prepering False Parchane Ordecs $12800 200
and Sulesittiog | aise bvoico) WI2018  Spokane Alr Eamiusion Heleass sreans
122018 WcRk Paymesns is Asin $133065M 1212014 LS v Kharsee (Exporting F-15 Documents 10 kan) $50000
DB200T  Clesn Water Act Violasions (2000) $12200 000 1222002 Ax Emiasions Vielstions s\
222016 Submitting Fales lnvoices on Jet Eagine Contract s e ST200M  Viokrions of Undergrownd Tank Systems Standards 310000
e o Infisted Prices dor Blachhawh Spavs Parts $3500 000 TTR200S  Besieard v Pran & nllermed Seevices E " end 0
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W00 CORCLA Cleamup of Manghis Lite 20790
gt a 3122017 Haswy v. Bosing, ot al. (Wenaghul Dess 0

102010 NASA Consmace False Olaims. s2s08819
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| Industry Ethics Survey

»RTX - 58 Violations (410M)
»NG - 50 violations (325M)

»L3 Harris — 26 Violations (140M)
»Thales - ?

»LMCO - 91 Violations (300M)
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