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ABSTRACT: The electronics industry is a group of firms involved in one or more aspects of the 
design, manufacture, testing, assembly, and packaging of microelectronic semiconductor integrated 
circuits (ICs).  As a whole, the global electronics industry is healthy, having benefited from 
tremendous market growth made possible by Moore’s Law, disaggregation in some market segments, 
and consolidation in others.  ICs are critical components of U.S. government capabilities related to 
national security, and currently these devices have no substitute.  Given the strategic importance of 
microelectronic semiconductors in U.S. national security systems, the weak market position of the 
U.S. government as a buyer, and the industry’s global process disaggregation and dispersion trends, 
the U.S. government must actively manage assured availability and trusted access as well as supply 
chain risks and vulnerabilities while increasing investment in basic research, enhancing incentives 
for innovation and development, and preventing the transfer of critical technologies and know-how 
to potential adversaries.   
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INTRODUCTION 
 

The electronics industry, for the purpose of this study, is defined as the group of firms that 
engage in one or more aspects of the design, manufacture, testing, assembly, and packaging of 
microelectronic semiconductor integrated circuits (ICs).  As a whole, the U.S. electronics 
industry is healthy.  Many old and new firms have flourished thanks to Moore’s Law and market 
growth, despite industrial disaggregation consolidation and high entry barriers, particularly in 
manufacturing.  Industry revenues have tripled over the past 20 years,1 and new semiconductor 
applications (e.g. cognitive computing, artificial intelligence) combined with growing markets in 
Asia portend an additional 50% growth over the next five years.2   

ICs are critical components to U.S. government national security capabilities and are prolific 
in space, nuclear, intelligence, missile defense, land/air/sea platforms, and command and control 
applications.  While the industry is healthy, the U.S. government faces several challenges to 
resource the required ICs.  These include: 

- Commercial market forces drive the electronics industry, and the center of gravity is 
increasingly shifting to Asia and especially China.  ICs are in almost every military 
system, but the U.S. military demand represents only 0.3% of the industry.3  DoD has 
unique performance requirements and little market power to influence industry structure, 
conduct, or performance, making DoD susceptible to access, availability (i.e., 
obsolescence), and supply chain security risks.  The same is true of other U.S. national 
security organizations. 

- Electronics industry supply chains are increasingly disaggregated and geographically 
dispersed.  From design to packaging, a typical IC undergoes production processes in 
more than four countries on several continents and travels more than 25,000 miles.4  This 
highly global and interdependent supply chain is increasingly vulnerable to disruption 
(access) and malicious activities (assurance). 

- Risks to the U.S. government include counterfeit parts, intellectual property (IP) theft, 
and malicious tampering, which may cause premature failure or introduce cyber or 
espionage vulnerabilities.  Market forces do not create industry incentives to address 
these requirements, and burgeoning device complexity precludes the U.S. government’s 
ability to inspect/test for these vulnerabilities.   

Given the strategic importance of microelectronic semiconductors in providing leading edge 
performance for national security and defense systems, the U.S. government—in its roles as 
sponsor, buyer, and regulator—must actively manage risks associated with access, availability, 
and supply chain vulnerabilities, while fostering an environment in which the U.S. industry can 
flourish, meet national security needs, and retain its technological edge and global 
competitiveness.  Government efforts should concentrate on (1) fostering future U.S. IP 
development, (2) balancing supply chain risks of access and security assurance, (3) reducing 
availability (obsolescence) risks, and (4) preventing the transfer of critical technologies and 
know-how to potential adversaries. 
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ELECTRONICS INDUSTRY 
 

The electronics industry designs, manufactures, tests, assembles, and packages ICs for 
electronic device original equipment manufacturers (OEMs) and other industries that use ICs in 
their end-products, such as the automotive, space, and defense industries.  Consumer electronics 
compromises the vast majority of market demand, with over 86% of ICs going to 
communications, computer, automotive, and other consumer electronics OEMs.5  Asian markets 
account for 71% of this demand.6  The leading semiconductor product segments and their 
relative market shares are: logic devices (27%), memory devices (23%), microprocessors (18%), 
and analog devices (13%).7   

The U.S. government has requirements across the spectrum of these product segments, and, a 
single IC may perform several applications.   

The IC production process can be divided into three phases:8 
(1) Design: includes the transistor logic design for the specific IC function, the physical 

layout of the circuit on the chip, and verification of the design.   
(2) Front-end fabrication: includes the physical creation of microscopic circuits on semi-

conductor wafers.  This phase is typically performed in highly automated, capital-
intensive fabrication facilities (fabs) and requires 6-8 weeks.9   

(3) Back-end testing, assembly, and packaging: includes slicing the wafers into individual 
chips, encasing in plastic, testing, and quality control.   

Once completed, the ICs are sold to electronic product OEMs for installation on circuit 
boards.  Whether a logic, memory, microprocessor, or analog device, computational power is 
roughly proportional to the number of transistors in the IC.  IC design is trending toward smaller, 
more densely populated chips with lower power consumption, higher computational speed, and 
higher data bandwidth to process the growing number application demands.  To date, cutting-
edge product lifecycles follow Moore’s Law, whereby the number of transistors per square inch 
on an IC doubles every 18-24 months while the cost per square inch of an IC remains more or 
less constant.10  However, the IC industry also has followed Moore’s second law (also called 
Rock’s law, after Arthur Rock), whereby the capital cost of a semiconductor fab doubles 
approximately every four years.11  Despite these countervailing trends, cost per transistor (which 
approximately correlates to computing power) has experienced a sharply downward trend.  

Industry Characteristics:   
The microelectronic semiconductor industry is a mature industry, characterized by significant 

market incentive to constantly innovate both IC devices and manufacturing processes.  State-of-
the-art on-chip transistor gate sizes under 10 nanometers produced on 300mm semiconductor 
crystal wafers is the result of continual innovation and competition.  The industry is further 
characterized by a requirement for a high degree of manufacturing skill and significant up-front 
capital investment in automated fabs.  Cost-effective production demands continuous, large-
scale, high-volume, high-yield output to afford staggering initial fixed costs of approximately 
$20 billion for a state-of-the-art fab12 and IC design non-recurring costs approaching $400 
million.13  A state-of-the-art fab must produce between 30-60 thousand 300mm wafers per month 
to remain profitable.14  This production model presents significant barriers to entry, at least for 
the front-end fabrication process.  In 2017 annual worldwide production capacity was 218 
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million wafers, and this capacity is projected to grow at an annual rate of 6% over the next five 
years.15  This capacity is nearly 1500 times that required to meet DoD annual IC needs.  

To remain competitive in the industry, firms must continually invest a significant portion of 
revenues in research, development, and new capital equipment.  Industry-wide investment rates 
average 30% of revenues over the past 20 years.16  In 2016 U.S. firms invested 18.5% of 
revenues in R&D alone, second only to the U.S. pharmaceutical industry investment during the 
same period.17 

The global industry supply chain is highly dispersed.  While U.S. firms command nearly 
50% of the worldwide market share18 and the majority of IC design is conducted domestically, 
over 87% of front-end fabrication is performed outside the United States.19  Some 71% of 
fabrication is conducted in Asia, specifically Taiwan, South Korea, Japan, and China.20  
Additionally, labor intensive back-end testing, assembly, and packaging is also performed in 
Asia, where labor costs tend to be relatively low.21   

 

CURRENT INDUSTRY CONDITION 
 
Industry Health:   
 The U.S. electronics industry is strong.  In 2017 the United States led the world with 48% of 
the global market share and has consistently held approximately 50% share for 20 years.22  
Semiconductors are America’s fourth largest export by dollar value, after aircraft, refined 
petroleum, and automobiles.  In addition, the industry is the top contributor to labor productivity 
growth.23  The vast majority of front-end fabrication occurs outside the United States, but 
America is home to 17 fabs capable of industry standard 300mm wafer fabrication.24  
Additionally, the Defense Microelectronics Activity (DMEA) has accredited 75 U.S. suppliers 
and 19 U.S. fabs under the Trusted Foundry Program for DoD semiconductor production.25 
 
Global Market:   

In 2017 total global semiconductor sales registered more than 20% annual growth as 
revenues topped $400 billion for the first time in history.26  In 2001 Asian markets emerged as 
the primary component market and accounted for more than 61% of semiconductor sales in 
2016.27  Firms also experienced explosive cost increases in design and fabrication due to the 
rising level of product complexity.  
     At the most modern feature sizes, few firms can afford capital expenditures exceeding $400 
million for design and $20 billion to construct fabrication facilities.28  These cost barriers drive 
aggressive globalization of the semiconductor value chain.  The industry now consists of a 
mixture of a very small number of vertically integrated device manufactures (e.g. Intel) and firms 
that specialize in one or two submarkets, such as design (e.g. AMD) or manufacturing (so-called 
pure-play foundries like TSMC).29   

As of 2017 89% of the industry capacity of 2.3 million wafers per month resides in the Asia 
Pacific region.30  Direct investment from national government sources manipulates the industry 
high capital cost barriers to entry.  China and Saudi Arabia plan to expend $150 billion and $100 
billion, respectively, to further develop their production capacity.31  Likewise, the 2015 sale of 
IBM’s trusted foundry operations to the United Arab Emirates-backed Global Foundries 
provides an example of market activity that threatens the U.S. vertically integrated ecosystem 
supporting national security.32 
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Five-Forces Analysis:   

Harvard Business School Professor Michael Porter’s five forces model is a popular, nearly 
four-decade-old industry analytic tool.  Porter’s framework evaluates competitiveness and 
profitability of firms through a cumulative assessment of the threat of new entrants, threat of 
substitutes, bargaining power of suppliers, bargaining power of buyers, and rivalry between 
firms.33  The following analysis includes the commercial and military specific front-end 
semiconductor production in aggregate.  
     Threat of New Entrants:  In terms of pure market forces, high capital costs and reliance on 
economies of scale make the threat of new entrants to the semiconductor market low.  While 
some firms disaggregate design and manufacturing processes, costs in each of these functional 
areas continue to grow as circuit complexity increases.  Combined capital, research and 
development expenditures average 30% of industry sales,34 with U.S. firms investing $56.9 
billion in 2016.35  As national governments increasingly engage in direct investment or 
subsidizing activity, the firm’s barriers decrease, while simultaneously increasing for prospective 
competing firms.  Successful return on fixed cost investments requires large production runs to 
develop profitable economies of scale.  For U.S. government business, new entrants face the 
burdensome bureaucratic process of gaining accreditation as a trusted foundry.36  Once approved, 
a DMEA-certified design or fab activity incurs oversight burdens beyond the complexity 
required for commercial market competition. 
     Threat of Substitutes:  Few, if any, alternatives can fully substitute the function of 
semiconductors for consumers.  Since chips are embedded at the core of higher integrated 
systems, substitution may result in the rejection of an electronic-enabled feature in final 
products.  For example, the automobile industry offers buyers enhanced safety options, 
entertainment systems, and the future potential of driverless vehicles.  A driver that does not 
select these options assumes risk, reduces feature cost, and forgoes automation for human 
control.  U.S. government consumers face similar trade-offs in the pursuit of weapon system 
superiority.  Navigation with a compass is cheap, but national defense and security agencies 
value the multiple operational advantages of precision GPS receivers.  As the government and 
commercial markets seek to maintain consistent technical and performance advantages over 
competitors, the threat of substitution is low. 
      Power of Suppliers:  A 2016 industry report on the global value chain notes, “one U.S. 
semiconductor company has over 16,000 suppliers worldwide.”37  The complexity and cost of 
modern chip production drives the specialization along the value chain.  Suppliers exert a 
moderate level of power organized toward design tools, fabrication equipment, and material 
inputs to the industry.  Computer-aided engineering tools are required to manage modern 
semiconductor design operations.  Chemicals, elemental gases, and metals are widely available 
as multi-industry inputs.  Advanced photolithographic equipment suppliers exert unique power in 
the industry, as three firms command technology vital to achieving cyclical reduced feature sizes 
and capture high capital costs for retooling, with just one firm able to provide equipment to 
create the smallest IC feature sizes. 38  These forces are likely to persist because supply-side 
firms with highly developed skill sets have effectively organized around two global industry 
associations, the Electronic Systems Design Alliance and SEMI. 
     Power of Buyers:  The global semiconductor market maintains well-developed product 
segmentation and a steady compound annual growth rate of 9.5%.39  Buyers at the OEM or 
distributor level face low switching costs as they purchase bulk lower-tier components.  Price 
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sensitivity tends to be low since microelectronic component costs usually comprise a small 
fraction of overall end-item and project budgets.  Aviation or automobile programs, for example, 
are willing to accept small-scale cost trade-offs for proven electronic component performance 
and reliability.  The U.S. government’s buying power is much less than the moderate power of 
large commercial customers.  Defense spending accounts for approximately $5.1 billion of the 
over $412B market in sales, with less than $1.5 billion allocated for military specific devices.40  
DoD experiences reduced buying power without commercial applications due to low-volume 
production runs, restrictive security regulations, and the cyclical loss of commercially outdated 
technology nodes. 
     Industry Rivalry:  Semiconductor firms exhibit high levels of rivalry.  State ownership in 
foreign global firms, government-backed partnerships, and capital costs elevate exit barriers.  
National security concerns also motivate actors to compete beyond pure market-based drivers.  
U.S. maneuvering to reinforce economic security and trusted access to semiconductors is at odds 
with national moves in the Asia-Pacific region supporting the “Made in China 2025” policy.41  
These factors create highly committed competitors. 
     Rivalry also organizes according to high price-based forces.  Demand for consumer electronic 
products dictates the market for component part production.  Design and capital investment for 
fab equipment generate high fixed costs amortized across large volume production.  Low 
marginal cost per semiconductor chip in an established fab node incentivizes high automation, 
process control, and facility utilization.  New fabrication nodes added to global capacity often 
generate large stepwise additions to market volume.  Adding large increments of production can 
result in supply shocks from overstocked inventory. 
 
Industry Trends:   

The IC market is increasingly driven by commercial interests.  Demand is moving from 
computing (PC and tablet) and connecting (smart phones, internet) to sensing and recognizing.  
Over the next five years demand is forecast to be driven by the following commercial 
opportunities: 

1. Internet of things (IoT), including artificial intelligence (AI) and machine learning 
2. Virtual reality and augmented reality products 
3. Big data systems 
4. Automotive electronics, including connectivity, safety, and autonomous driving features 
5. Smart phones 
6. PC tablets, data center servers supporting cloud computing 
7. Wearable electronics, including medical, and fitness trackers 
These applications will demand significant increases in memory and processing speed, with 

power consumption a critical constraint.  As production technology reaches the physical limits of 
IC feature size, designers and manufacturers are overcoming the end of Moore’s Law through 
increased use of three-dimensional architectures, new semiconductor material combinations, and 
heterogeneous packaging such as system-on-a-chip (SoC) and system-in-a-package (SiP) 
technologies.42  These complex ICs combine multiple semiconductor products (memory, logic, 
processors) onto a single chip or in tightly integrated packages to shorten interconnects, thereby 
increasing speed while lowering power requirements.  In order to leverage the defense benefits 
of these commercially driven opportunities and maintain its technological edge, the U.S. 
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government will need access to the underlying technologies and applications but with higher 
security and performance. 

IC device complexity (driving increasing capital/R&D costs), differing scale efficiencies 
across the three phases of production, and cyclical business risk are driving increasing 
disaggregation of production processes.  Firms once established as Integrated Device 
Manufacturers (IDMs), which executed design, front-end fabrication, and back-end package and 
test, are increasingly moving toward fab-less production, where front-end fabrication is 
performed by “pure-play” foundries.  Maximum efficiency in front-end fabrication is 
accomplished by producing at a consistent, high volume output, but demand for electronic end 
products is cyclical, driven by the business cycle.  Pure-play foundries are able to reduce 
exposure to cyclical business risk by diversifying across a wider portfolio of IC products and for 
a wider variety of customers.  Additionally, pure-play foundries are able to gain access to greater 
capital from a wider array of IC design firms in order to meet the high capital costs and build and 
sustain efficient production.  This trend poses high risks to access, timeliness, and quality 
control, particularly for small customers such as the U.S. government.  

Accompanying disaggregation is a trend toward geographic dispersion of the production 
process.  Ten of the top 20 firms are headquartered in the United States, and U.S. firms 
command 50% of industry revenues, yet over 87% of front-end fabrication occurs offshore.43  
Factors influencing fab location include tax policies, environmental regulations and permitting 
processes, supply of workforce talent, availability and quality of water, reliability of electricity 
and other utilities, legal protection of intellectual property, and proximity to customers.  For 
these reasons, growth of fab capacity over the past three years has been 2.7 times higher in Asia 
than in the United States.44  For the U.S. government, this trend exacerbates supply chain 
security challenges. 

IC complexity, requiring increasing R&D and quest for IP, combined with production 
efficiency that is highly dependent upon scale is driving increasing consolidation.  As of 
December 2017, the top fifteen firms held 97% of the wafer fabrication capacity and over the 
past decade the number of wafer fabrication companies decreased by 20%.  In the United States, 
the 17 fabs capable of state-of-the-art 300mm wafer fabrication are owned by only five 
companies.45  Given the U.S. government’s specialized product requirements and trivial market 
power, this trend exacerbates challenges associated with access to production.   
 
Regional Trends:   

For the past several years Asia’s IC industry has experienced rapid development.  This is 
especially true for Chinese firms, which enjoy strong support from the Chinese government.  
U.S. and Taiwanese companies remain well ahead in IC design and manufacturing innovations, 
as well as in total R&D investment, but China is making a concerted push to take the lead in 
semiconductor technology.  As the world’s biggest manufacturer of mobile devices and 
consumer electronics, China imported $227 billion of semiconductors in 2016, almost double its 
oil imports.46  In 2014, the Chinese government created a special fund to invest in the 
semiconductor industry, initiating a strategy that “relies in particular on large-scale spending, 
including $150 billion in public and state-influenced private funds over a 10-year period, aimed 
at subsidizing investment and acquisitions as well as purchasing technology.”47  Under this 
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strategy, Chinese firms are expected to double their market share from 20% in 2016 to 40% by 
2020, and to 70% by 2025.48  

INDUSTRY CHALLENGES 
 

U.S. firms face a spectrum of challenges in maintaining competitive advantage and market 
share.  These challenges include foreign government subsidies (e.g. Made in China 2025), access 
to talent, complex/diverse tax and trade policies, and burdensome federal policies for 
certifications and contracting.  However, the primary U.S. government challenge is to maintain 
access to the electronic components required to maintain national security, guarantee that 
electronic components meet quality and security standards, and ensure continuous availability of 
electronic components throughout crises and conflicts.   
 
Access:   

The primary challenge to national security stems from a combination of industry’s 
willingness to produce for the U.S. government’s unique requirements and the potential for 
disruption of a fully globalized supply chain.  While an abundance of capacity exists to meet 
national security and defense demands, firms may be unwilling to commit production because of 
inherent difficulties working with the U.S. government (e.g. small lot production, regulation 
compliance) that may disrupt their ability to remain competitive in the much larger commercial 
market.  At the same time, supply disruption risk stems from the globalized industry creating 
critical system nodes in potentially geopolitically contentious regions.  Fabrication capacity is 
well-entrenched and unlikely to move back to the United States even with aggressive policy 
changes.  America still maintains world leadership in areas of “fabless” semiconductor work (the 
creative design and programming aspects of the industry) as well as fabrication automation 
equipment.  However, those areas are also at risk of offshore migration, primarily due to lack of 
Science, Technology, Engineering, and Mathematics (STEM) skill sets in the U.S. workforce 
and increasingly restrictive migration policies.   

 As a result, no firm or nation currently has the capacity to serve consumer or national 
security demands solely using assets within its own borders.  While the United States is highly 
reliant on Asian fabrication, Asian countries are just as reliant on U.S. IP and equipment 
manufacturing.  This global economic interdependence may help deter major conflicts. 

The risk to U.S. national security becomes manifest when layered with China’s stated goals 
and known investments.  “In June 2014, the State Council of China released the National 
Guidelines for Development and Promotion of the Integrated Circuit (IC) Industry…with goals 
to increase its self-sufficiency rate for integrated circuits to 40% by 2020 and to 70% by 2025.”49   

To meet this goal, China made an estimated $55B investment in fabrication facilities.  China 
has made similar policy goals and financial investments in both capital-intensive intellectual and 
manufacturing equipment capabilities.  What would happen to U.S. government supply chain 
and capabilities if China gains self-sufficiency and complete freedom of geopolitical action and 
then aggressively restricts or eliminates U.S. access to the Pacific supply chain?  In that case, the 
U.S. government likely would not be able to perform many national security functions or engage 
in long-duration conflict without major mobilization of U.S.-based fabrication.  

  
Assurance:   

From design to packaging, a typical IC will undergo production processes in more than four 
countries on several continents and travel more than 25,000 miles.  While U.S. firms command 
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nearly 50% of the market, only 13% of IC fabrication capacity exists in the United States and 
recent growth in capacity is 2.7 times higher outside America.  This highly global and 
interdependent supply chain is increasingly vulnerable to disruption and malicious activities, 
posing a trust and assurance risk to the U.S. government. Specific threats include counterfeit 
parts, intellectual property theft, and malicious tampering (quality escape or insertions) that may 
introduce premature failure, cyber, or espionage vulnerabilities.  

In order for the United States to retain the leading edge on technology given the unique 
aspects of the microelectronics ecosystem and emerging threats, there must be a better collective 
understanding and collaboration between government and civilian industry to addresses 
vulnerabilities without inhibiting innovation.50  For example, the government is very concerned 
about the overall microelectronic supply chain and network security.  On the other hand, industry 
is less concerned about hardware citing that security vulnerabilities are primarily introduced 
from the software perspective.  Greater collaboration is needed to define threats, vulnerabilities, 
and risk mitigation strategies.  
 
Availability:  

The third challenge facing the U.S. government during a crisis or long-term conflict—in an 
increasingly complex and globalized economy—will be the availability of semiconductors and 
other electronic components required to support and sustain fielded systems installed in U.S. 
military aircraft, ships, submarines, land vehicles, and other weapons systems.  Major drivers of 
the availability challenge include obsolescence, increasing demand, and the rise of globalization. 

The pace of technology is driven by the commercial sector, not the U.S. government.  The 
gap is widening between the technology in fielded U.S. government systems and the technology 
directly available from the commercial sector.  The impact of obsolescence driven by Moore’s 
Law is felt when electronic components fielded in U.S. government systems must be replaced 
due to parts failure and they are no longer available in the open commercial market.   

The other major driver behind the availability challenge is increasing demand.  The great 
technological advances in the electronics industry has led to increased demand for electronic 
semiconductor components for devices impacting our everyday lives such as televisions, cell 
phones, and cars.  Today we are starting to see electronic semi-conductor devices installed in 
refrigerators and other “smart” appliances as a standard feature.  Collectively, the growth in 
smart appliances and the rise of smart cars and autonomous vehicles is leading to greatly 
increased demand in the electronics supply chain, further marginalizing the U.S. government’s 
market power. 

This shift has created unique challenges impacting availability. Securing spare and 
replacement electronic components from a global supply chain can be complicated and 
challenging.  The U.S. government has concerns not only about access and assurance but also the 
global supply chain’s ability to meet national security and defense needs in a timely fashion.  
The government no longer controls the supply and support of fielded electronic systems that 
heavily leverage Commercial Off the Shelf (COTS) technology.   

 
OUTLOOK 

 
     The global economy drives the demand for electronics.  Emerging and expanding 
industrialized countries are requiring more electronics due to economic and social market 
forces.51  It is a time of transition in the electronics industry punctuated by new manufacturing 
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technologies, design changes and patterns, and greater price pressures. Over the next five years 
the industry expects to see more disruption than it has in the past.52   

The outlook includes growing opportunities for revenues, profitability, and increased 
customer base in the near and medium term (1-5 years). This is due to new, rapidly growing 
technology segments, such as AI, cognitive computing, IoT, and autonomous vehicles.53  The 
industry also faces significant long-term (greater than 5 years) challenges as China becomes a 
world-class competitor and potential security threat and adapts to new flexible business models. 
 Demand for electronics continues to grow in communications, automobile products, wearable 
devices, energy production, health care, and industrial automation.54  In order to sustain 
increased revenues and profits, companies will look to differentiate and diversify their products 
by acquiring smaller players and competitors, continuing a trend of the last five years.  Not only 
will this increase diversification for large companies, it will also allow them to gain access to 
new technology and intellectual property.55   
 In general, companies will continue to move manufacturing to regions where labor costs and 
regulations are low, where they are close to their suppliers and customers, and where tax 
incentives are high.  With electronics end-product manufacturing continuing to move to low-cost 
countries, component manufacturers will have an impetus to move closer to their customers.  

The Chinese government is pushing to build an indigenous, globally competitive electronics 
industry.  In 2014 the Chinese government announced a plan to raise $100 billion-$150 billion in 
public and private funds.  The goal is to be independent of foreign suppliers by being on par with 
the world’s leading firms in the design, fabrication and packaging of chips by 2030.56  One 
example of a new leading-edge technology company is Horizon Robotics, a spinoff of the 
Chinese Academy of Sciences.  Not only has the company produced two AI processors, it was 
able to raise $100 million through Intel Capital from multinational venture investors.  Horizon 
plans to use the money to develop technologies for autonomous driving and smart cities.57 

China is also graduating millions of engineers from its universities.  This has helped China 
grow and become an R&D center for many of the OEMs requiring semiconductors.  In the past 
both Chinese and multinational firms focused on selling products to the domestic Chinese market 
emphasizing low cost over leading-edge technologies.  However, as Chinese customers become 
more discriminating, they demand greater innovation in their electronics.58   

With IoT devices, hardware and the ecosystem must also be a strategic area of focus for 
securing electronic systems.  “If you have social attacks, they steal your password,” according to 
Intrinsic ID founder and CEO Pim Tuyls.  “If you can hack into software, the impact scale is 
probably up to 1,000 users before someone fixes it.  If it’s the operating system, the impact is up 
to 10,000.  But if you can fiddle with the hardware, the impact can be in the billions.  Once you 
control the hardware you can change the software functionality and control the system.”59   

With increased use of electronic systems controlled by software and firmware code, the 
threat of exploitation moves beyond computer systems and computer networks.  It moves into 
communication systems, building control systems (such as heating and cooling), power 
generation, manufacturing security systems, autonomous transport, and smart cities.  Companies 
must address the hardware security concern to increase consumer trust and advance IoT growth 
into the larger marketplace.  

Firms in the electronics ecosystem must continue to adapt their models to continually 
evolving economic and social environments.  Throughout this year’s Electronics Industry Study, 
nearly all firms surveyed expressed frustration with current U.S. immigration policies impacting 
their ability to retain foreign-born university graduates from STEM fields.  The shortage of 
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skilled professionals will continue to challenge the industry and may prompt incentivization of 
STEM education and training by both the electronics firms and governments.   

Sales methodologies also must continue to adapt to future changes.  Changes underway 
include full and partial system fabrication services, hardware and software production and 
installation as a service, and innovative system integration support.  Each requires 
multidisciplinary support from many industries, cooperating to deliver products in response to 
customer demands.  Also, this will require cooperation between channel partners and in some 
cases agreements between industry competitors for success.  Concepts, including “software-as-a-
service” and “pay-for-what-is-used” may dominate electronics sales versus monolithic 
installation of applications on stand-alone systems and fixed-pricing of computer application and 
storage services.  “Successful players will be those in the market with the capability to provide 
modular solutions that interlink products with security, software, and system consulting 
services.”60  

The U.S. electronics industry is trending toward both continued profitability and stiff 
competition from China and other international players.  The challenges of security and 
continuously expanding the consumer base for electronics worldwide will drive innovation and 
changes in U.S. government policies and business practices to meet these market demands.  

 
GOVERNMENTAL ROLES AND POLICY RECOMMENDATIONS 

 
The U.S. government has three primary roles when interacting with any industry:  as a buyer, 

sponsor, and regulator.  These governmental roles vis-à-vis the electronics industry can both 
complement and contradict each other, and policymakers have struggled to balance competing 
imperatives while maximizing benefits and minimizing trade-offs.  These efforts have entailed 
fostering innovation, offering incentives, and ensuring the supply of trusted critical electronics 
without distorting markets, while at the same time protecting national security without damaging 
American competitiveness and imposing unnecessary bureaucratic burdens.  The United States 
enjoys many advantages in the global electronics marketplace but must implement proactive and 
innovative policies to maintain its strong position in the coming decades.  

 
U.S. Government as Sponsor: 

 

U.S. government policies should create an environment in which the electronics industry can 
flourish, increase global market share, and ultimately help increase the U.S. gross domestic 
product (GDP).  Our research indicates that IP in product design and manufacturing processes is 
the crown jewel of the U.S. electronics industry.  As such, government policies should strive to 
protect and foster future development of this asset.  While existing policies support workforce 
education and encourage direct investment in developing technologies, the government needs to 
adopt new approaches and initiatives to help the U.S. electronics industry address emerging 
challenges. 

Workforce:  Approximately half of U.S. electronics engineers and scientists will reach 
retirement age in the next ten years.61  The United States derives significant advantages from 
intellectual capital built by its educational system.  The United States should rebuild its STEM 
workforce through revitalized primary school outreach and sponsorship of secondary and tertiary 
education STEM programs with follow-on opportunities at the national labs.  Additionally, the 
government should incentivize high-tech private companies to increase STEM internship and 
employment opportunities.62  A strong STEM workforce has spillover effects for other high-tech 
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industries and restricted government research programs.63   
Incentives:  Congress should create better tax incentives for existing and emerging high-tech 

electronics companies.  Attracted by single-digit tax burdens, some 700 U.S.-owned companies 
currently are headquartered in Ireland and contribute over $300 billion annually to that country’s 
GDP.64  Permanently lowering tax rates could help attract high-tech investment and provide 
greater capital flexibility for companies to compete against heavily subsidized foreign 
competitors in a capital-intensive industry.  More specifically, the government should implement 
tax and regulatory policies to incentivize on-shore fab construction.  Because the electronics 
industry must navigate complicated and restrictive environmental, trade, and export regulations, 
narrowly applied exceptions or incentives in these areas would likely yield positive results for 
government access and assurance challenges. 

Environment:  The government also should invest in innovation and invention through 
public-private partnerships in the advanced manufacturing and electronics industries—such as 
Manufacturing U.S.A—which brings together academic, industrial, and governmental partners in 
synergetic innovation clusters.65  The government should expand these programs to create self-
reinforcing systems, capitalizing on government funding, unique intellectual capital, and 
expertise in commercialization.  Expanding the Defense Advanced Research Projects Agency 
(DARPA) and the Intelligence Advanced Research Projects Activity (IARPA) would build 
additional capacity for innovation, benefiting both the public good and national security.  In 
addition, Congress should authorize and fund the Manufacturing Advanced Research Projects 
Agency (MARPA), a new organization dedicated to tackling the growing challenges of 
electronics manufacturing. 

Fostering New Markets:  The government should help to create a new market by expanding 
sponsorships of flexible semiconductor fabrication technology projects.  The flexible fab would 
have the capability to build high-mix, low-volume production to overcome difficulties of 
obsolescence and enhance manufacturing ranging from state-of-the-practice through state-of-the-
art.  Additionally, the government should continue to heavily invest in nascent microelectronic 
technologies to ensure “access and a healthy U.S. Industrial base.”66  The government should 
extend DARPA's Common Heterogeneous Integration and Intellectual Property (CHIPS) effort 
to create reusable and trusted IP blocks.67 

 
U.S. Government as Buyer: 

The U.S. government—and in particular the DoD—was a significant buyer of early 
electronics technology.  Due to the globalization of electronics technology and its penetration 
into every aspect of daily life, the DoD is now responsible for less than 1 percent of the global 
market.  The U.S. government should employ alternate strategies and policies to acquire what it 
needs from the market.  The government should also reform the acquisition regulations to 
improve efficiency and shorten the program length from inception to fielding and implement 
systems to synchronize electronics requirements across programs.  Finally, the government 
should provide more funding predictability. 

Acquisition Reform:  U.S. government and DoD acquisition programs take too long.  For 
example, the V-22 Osprey program began in 1983 and did not achieve viable operations for 
almost three decades.68  In contrast, the electronics industry is modernizing at a blistering pace, 
and state-of-the-art technology nodes are obsolete in five years.  The current DoD effort to 
delegate acquisition program authority down to the O-5/O-6 level likely will remove significant 
barriers to progress.  Another key to accelerating acquisitions is empowering program managers 
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to work with industry from the beginning to develop long-term and firm requirements.  
Minimizing program changes also would help avoid negative schedule impacts in later phases of 
the acquisition.   

The government should explore areas of common interest with the commercial sector.  
Longstanding DoD specifications have made design and production of electronics for the 
military an unprofitable venture for contractors.  Unique designs reduce DoD access to leading-
edge microelectronics and increase the price with limited competition.  For example, the DoD 
should leverage where possible commercial design standards for security to take advantage of 
businesses now leading in security protocols in most design applications.  The Institute for 
Defense Analysis (IDA) concluded that the “DoD should make use of commercial manufacturing 
process flows, and ideally look and act like a commercial customer.”69 

Weapon System and Procurement Coordination:  The DoD should gain better access to the 
electronics industrial base by coordinating specifications across multiple weapon systems.  The 
electronics industry relies on high volume production to be profitable.  DoD’s low microchip 
demand significantly decreases the number of contractors willing to compete the work, thus 
increasing the final cost.  To combat this trend “the government should aggregate its IC needs as 
much as possible.  This would mean coordinating procurements across the Services and 
programs.”70  If the U.S. government were to synchronize technology development and 
procurement across multiple programs, there could be efficiencies gained through the initial 
system fielding, required maintenance, and lifetime buy replacements.   

Obsolescence Planning:  In order to maximize the duration of availability, programs should 
forecast the convergence of system-level technology readiness with commercial device 
architecture development (i.e., Moore’s law) and if possible anchor the architecture to a prolific 
commercial one. DoD programs also should budget for end-of-life buys and strategic stockpiling 
of critical electronic components. 

Predictability:  The government should establish more predictable DoD budgets, particularly 
in the Research, Development, Technology, and Experimentation (RDT&E) and procurement 
appropriations.  Committing to multiyear budgets would allow the government to secure more 
stable contracts with companies developing technology.  Current annual budgets create risk for 
contractors on the status of funding for multiyear programs, which translates into additional 
front-loaded costs and disincentive for independent R&D.  Greater budget stability would give 
contractors more security and potentially lower costs.  Most importantly, budget stability could 
secure more consistent industry support. 

 
U.S. Government as Regulator: 

The government should use regulatory, economic, and diplomatic tools to prevent, 
disrupt, and delay unauthorized exploitation of advanced U.S. electronics.  Polices should limit 
access by current and potential adversaries while facilitating U.S. global competitiveness and 
trade with allies and partners.  More than 80% of sales of U.S. semiconductor companies are to 
customers outside the United States, and U.S.-based firms account for almost half of the global 
market share.71  To ensure access to global markets and a level playing field while protecting 
national security interests, the U.S. government should pursue the following policies: 

Take a comprehensive approach to reviewing foreign investment in and access to U.S. 
technology:  Congress should expand the scope and authorities of the Committee on Foreign 
Investment in the United States (CFIUS).  CFIUS currently does not cover many types of 
technology transfer which have the potential to damage national security. Examples include joint 
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ventures where the U.S. company contributes IP/technology rather than an entire business, 
private company transactions that are “below the radar,” minority investments that do not rise to 
the level of a “controlling interest,” reverse mergers, greenfield investments, and assets 
purchased from bankruptcies.72  Moreover, CFIUS has the authority and resources to review 
proposed transactions only on a case-by-case basis rather than taking a more comprehensive 
view of the entire technology landscape.  This approach risks incremental damage to the entire 
electronics industry.  Proposed legislation, the Foreign Investment Risks Review Modernization 
Act (FIRRMA), aims to address these shortcomings.73  Congress and the President should pass 
and sign this legislation into law and fully fund its implementation. 

Increase transparency, establish norms, and strengthen rule enforcement for international 
trade, intellectual property protection, and inward investment:  Collaboration with allies in 
bilateral and multilateral forums—especially involving China—is essential to level the global 
market playing field and to protect critical IP.74  Such efforts should include upholding anti-
dumping laws and implementing effective anti-dumping remedies.  The U.S. government also 
should help expand access to global markets by working with trade partners to reduce tariffs and 
other market access barriers (e.g. nontariff barriers to IC products with commercial/mass market 
encryption).75 

Attract and retain skilled immigrants in STEM Fields:  One of the most common refrains 
heard from electronics industry interlocutors was the challenges in satisfying their needs for 
highly skilled labor in STEM fields solely from the available pool of U.S. citizens.  The U.S. 
government should respond to industry's demands and capitalize on the strength of America’s 
system of higher education by increasing the number of H1B and permanent resident visas.  The 
United States should not only attract the best and brightest STEM students from around the 
world but also retain them in the U.S. workforce. 

Reduce the risk of counterfeit semiconductors:  The government should reduce counterfeit 
semiconductor risk by strengthening enforcement, increasing government-industry partnerships, 
and establishing norms and rules for electronic waste (e-waste) both domestically and 
internationally.  Counterfeiters reuse, remark, and resell a significant portion of the millions of 
tons of e-waste produced and circulated across the world annually.76  As a complement to efforts 
to detect counterfeit parts in military and government supply chains, the U.S. government can 
address the problem on the front end by strengthening the regulation of the domestic disposal 
and export of e-waste.  This also would entail working with trade partners to establish 
multilateral norms and rules. 

Evolve the Trusted Foundry Program to better balance supply chain risks:  The Trusted 
Foundry Program trades reductions in assurance risk for increases in access risk within the 
supply chain.  DoD needs to strike a better balance between risks to access and supply chain 
disruption and those associated with assurance/trust against counterfeit devices or malicious 
insertions.  DoD should evolve the Trusted Foundry Program to better manage supply chain risk, 
consistent with the Microelectronics Innovation for National Security and Economic 
Competitiveness (MINSEC) strategy, including potential expansion of trusted foundries in 
NATO and major non-NATO allied countries.  DoD should also continue to expand threat 
countermeasure programs, such as design obfuscation, component marker tagging and tracking, 
and imaging/forensics for inspection and verification.    

By reforming policies and providing additional capital investments and incentives, the U.S. 
government can optimize its roles as sponsor, buyer, and regulator.  The government should 
sponsor the whole gamut, from invention and innovation through the development, 
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commercialization, and sustained assured access of trusted microelectronic components for 
national security systems.  In addition to completing acquisition and procurement reforms to 
reinvigorate its influence on industry as a buyer, the government should increase its adaptability 
and agility as a regulator to protect U.S. national security without hampering economic 
competitiveness and growth. 

 
CONCLUSION 

 
     The electronics industry is healthy.  Over the past 20 years, U.S. firms have consistently held 
a 50% revenue market share.  The overall five-year forward-looking compound annual growth 
rate is 8%, with explosive growth anticipated for new product segments in AI, cognitive 
computing, and IoT.  Nonetheless, our research indicates that the industry faces significant 
challenges.  Trends toward consolidation and disaggregation continue to shift the industry’s 
center of gravity from America toward Asia, particularly with respect to physical 
manufacturing.  Yet based on our research, the crown jewel for U.S. companies is IP in product 
design and manufacturing processes.  We recommend that these areas be protected and fostered 
above all else.   
     Governmental and industrial electronics challenges are not aligned with each other, and the 
U.S. government wields little market influence to compel industry to meet its needs for access, 
availability, and assurance. To make matters worse, industry views the U.S. government as a 
difficult customer, further lowering incentives to address governmental needs and challenges.  
With U.S. government demand comprising less than 1% of the total market, industry surge 
capacity in times of crisis or war may not be a concern, but industry’s willingness to address 
unique governmental product and supply chain security requirements is.   
     The U.S. electronics industry’s continued technological edge, competitiveness, integrity, and 
reliability is imperative for our national security and economic growth.  Electronic components 
in weapons, communications, intelligence, and other defense and national security systems give 
U.S. and allied warfighters crucial advantages across all domains.  Future advances in 
electronics and complementary technologies such as AI and autonomous systems promise to 
radically transform not only the nature of warfare but also fundamental aspects of civil society 
and the global economy.  To secure these advantages and advances for current and future 
generations, the U.S. government must simultaneously perform several balancing acts, 
incentivizing R&D and intervening in markets without counterproductively distorting them, 
managing supply chain risks of both access and assurance while ensuring availability, and 
protecting critical IP without stifling economic growth and competitiveness.  Based on an 
analysis of current industry conditions, challenges, and outlook, this study has recommended 
ways to achieve these goals and objectives by building on existing policies, programs, and 
initiatives and creating new ones. 
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ESSAYS 
 

ESSAY 1:  DoD’s Trusted Foundry Program Challenges and Potential Solutions   
 In June 2003, Senator Joseph Lieberman submitted a white paper for Congressional record 
sounding the alarm on an imminent national security threat.  Citing foreign government actions 
that capitalized on the globalization of the semiconductor industry, with specific emphasis on 
China, Senator Lieberman expressed concern that if the migration to East Asia continued, the 
DoD and intelligence agencies would lose first and assured access to the secure, advanced, chip-
making capability needed to maintain the nation’s technological edge.77  The Senator’s call to 
action included several recommendations, some of which the DoD implemented in an effort to 
maintain trusted sources for semiconductors.  The DoD’s trusted foundry program and other 
efforts to maintain this segment of the industrial base, however, did little to stem the wider trends 
and continued globalization of the industry.  This essay will describe the evolution and current 
status of the trusted foundry program and provide recommendations to both set the conditions for 
continued U.S. competitiveness in the semiconductor industry and achieve DoD objectives of 
access, assurance, and availability of leading edge electronics for defense and intelligence 
programs. 
 History of the Trusted Foundry Program:  Following Senator Lieberman’s white paper, 
Deputy Secretary of Defense Paul Wolfowitz issued a memorandum in November 2003 titled 
“Defense Trusted Integrated Circuit Strategy,” directing the DoD to develop a comprehensive 
strategy for procurement of trusted microelectronics that maximized competition, preserved a 
healthy domestic electronics industrial base, and ensured access to next-generation technology.78  

In 2004, the Under Secretary of Defense for Acquisition, Technology, and Logistics 
(U.S.D(AT&L)) took action by initiating a trusted foundry program in conjunction with the 
National Security Agency (NSA).  Originally consisting of a single sole-source contract with the 
IBM Corporation to manufacture leading-edge defense microelectronics in a trusted 
environment, the program was expanded in 2007 to include a security accreditation program 
under the Defense Microelectronics Activity (DMEA) to assess and accredit suppliers under a 
wider array of activities.  These activities included “design, aggregation, brokerage, mask 
manufacturing, foundry, post processing, packaging/assembly, and test services.”79  This greatly 
expanded the program,80 achieving DoD objectives of integrity in integrated circuit (IC) design 
and production while also protecting critical intellectual property (IP) from potential adversaries.  
IBM, however, remained the only source of leading edge semiconductors. 
 In 2009, Congress again focused attention on trust in defense microelectronics, directing the 
DoD in Section 254 of the 2009 National Defense Authorization Act (NDAA) to establish a 
strategy for managing risk in the electronics supply chain and implement policies and actions to 
assure trust in ICs.81  The DoD initially responded in December 2009 on progress in 
implementing what was then called a Strategy for Systems Assurance and Trustworthiness,82 
following up in 2012 with Department of Defense Instruction (DODI) 5200.44, implementing 
the Trusted Systems and Networks (TSN) strategy.  This strategy emphasized a strong systems 
engineering approach to provide assurance for mission critical components consistent with the 
criticality of the system and manage risk in trust throughout the lifecycle of a program.  It also 
mandated that defense-specific ASICs be produced in a DMEA accredited trusted foundry.83  
 The sole-source trusted foundry arrangement with IBM provided for leading edge ASIC 
production through 2015.  At that point, and as part of a period of widespread industry 
consolidation, IBM sold their foundry operations to Global Foundries, a firm owned by the 
United Arab Emirates.84  The Committee on Foreign Investment in the United States (CFIUS) 
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reviewed and approved this sale and the U.S. based subsidiary of Global Foundries (GF) 
received DMEA accreditation and assumed IBM’s contractual obligations.  However, the 
continuing migration of the semiconductor fab industry and the GF status as a foreign-owned 
entity again created long-term uncertainty for the DoD.  DMEA awarded a new long-term 
contract to GF in 2016, yet defense acquisition leaders advised DoD programs to execute life-
time buys of production ready parts due to the long-term uncertainty of access.85  As a result of 
the sale, Congress again requested a strategy in Section 231 of the 2017 NDAA, this time 
focusing not only on the DoD strategy for procuring from trusted sources, but also on a whole of 
government approach to maintain U.S. competitive advantage in electronics.86  The DoD 
introduced this new comprehensive strategy in 2017 as Assuring Microelectronics Innovation for 
National Security and Economic Competitiveness (MINSEC).  This strategy consists of two 
broad principles: 1) Generate and protect IP and U.S. competitiveness through enhancement of 
the U.S.-based semiconductor ecosystem, and 2) Invest in disruptive R&D to develop materials, 
devices, architectures, and design tools for next generation computing, strategic applications, and 
fabrication.87 
 Conclusions from Industry Studies:  Since the release of Senator Lieberman’s white paper 
in 2003, multiple government, industry, and think tank organizations have conducted studies on 
the U.S. semiconductor industry and implications for national security.  In addition to DoD 
reports required by the 2009 and 2017 NDAAs, these include a Defense Science Board (DSB) 
Report in 2005,88 a Government Accountability Office (GAO) Report in 2015,89 the Fiscal Year 
2016 Annual Industrial Capabilities report to Congress,90 a 2016 Institute for Defense Analyses 
(IDA) Report,91 and 2017 reports by the President’s Council of Advisors on Science and 
Technology (PCAST)92 and the National Defense Industrial Association (NDIA)93 to name a 
few.  Including the original Lieberman white paper, the reports are remarkably consistent in 
findings and conclusions can be summarized around three broad themes.  First, the 
semiconductor industry has never been fully market driven, from original U.S. government 
investments that led to the invention of the transistor and integrated circuit, to China’s subsidies 
of its domestic industry today.  Market forces and U.S. innovation alone, therefore, cannot 
ensure the survival of a domestic semiconductor manufacturing capability.  Second, the 
semiconductor industry is now highly globalized and driven by the consumer electronics market.  
With defense requirements accounting for a small fraction of global electronics demand, the 
commercial market will not internally provide for all specialized needs of the defense and 
intelligence communities.  Third, a vibrant electronics industrial ecosystem should be considered 
a national strategic priority.  This will require a long-term strategy, whole of government 
approach, and sustained funding. 
 Recommendations:  From the start of the trusted foundry program in 2003, the DoD and 
intelligence community have worked closely in implementing a strategy for assured access to 
trusted microelectronics, adjusting that strategy as conditions changed.  As an example, the DoD 
is currently doing a Field Programmable Gate Array (FPGA) assurance study to assess ways to 
ensure trust in this widely used type of IC, which is largely produced outside the U.S.94  Clearly, 
though, the strategy as implemented did not prioritize the overall health of the domestic 
electronics ecosystem. Whether due to failure to anticipate the disintegration of the electronics 
value stream, an inability to marshal wider government support for a coordinated national 
strategy, or resourcing simply insufficient to achieve the desired ends, the path forward is clear if 
also complex.  The U.S. should now prioritize having a vibrant domestic electronics industrial 
base as a strategic end.  Our recommendations are based accordingly. 
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 First, the DoD needs a comprehensive strategy, developed in coordination with other 
government agencies, to maintain U.S. competitiveness in IC design and production.  This 
includes focused R&D on systems security engineering and secure circuit design methods in 
support of new computing paradigms such as quantum computing.95  It also includes adjusting 
the tax and regulatory structure to increase the attractiveness of the U.S. as a fab location.  The 
2018 Tax Cuts and Jobs Act, which cuts corporate tax rates from 35% to 21%, is a start, but still 
represents a significant headwind as compared to countries that subsidize their electronics 
industries.  The strategy should include ways to foster public-private cooperation akin to 
SEMATECH96 in the 1980s, and encourage other critical industries such as infrastructure, 
finance, and the wider national security community including U.S. partners and allies to adopt 
trust requirements.97  The strategy should also identify national development priorities, such as 
moonshot recommendations advocated by PCAST,98 or a fully resourced 10-year plan.99 
 Second, the DoD should take both short and long-term actions to ensure access to trusted 
sources of leading edge semiconductors for defense needs.  In the short term, this includes 
finding another trusted source beyond GF.  This can be an existing U.S.-based facility such as 
the State University of New York Poly SEMATECH, another existing U.S. fab with leading 
edge capability (Intel), or a fab in an allied or partner nation.  Short-term actions should also 
include continued use of FPGAs as well as efforts to assure trust for both hardware and software.  
In the long term, the DoD needs to develop a technology roadmap that identifies critical 
technology nodes to include semiconductor geometries and processes.  Programs should be 
coordinated and developed around these nodes as a way of achieving better economies of scale, 
with allies and partners included. Development of national priorities or moonshot goals would 
aid in this approach.  The DoD should also develop alternative ways of verifying components for 
which a trusted foundry is not available.100  
 

ESSAY 2: Expanding the Access and Assurance Challenge 
The Access Challenge:  General Joseph Dunford, Chairman of the Joint Chiefs 

of Staff, testified to Congress in September that he believes “China probably poses the 
greatest threat to our nation by about 
2025.”101  Viewing the electronics industry 
through this lens reveals access as a 
primary risk to national security.  This 
challenge stems from a combination of the 
fully globalized industry creating critical 
system nodes in potentially geopolitically 
contentious regions (Asia-Pacific) that the 
U.S. may not be able to access in the event 
of conflict with China.   

As of 2015, 84% of the world’s 
semiconductor fabrication capacity (Table 
1) is located in the Asian-Pacific region.102  The move of fabrication capacity is well-
entrenched and unlikely to move back to the U.S. even with aggressive policy changes.   

The U.S. does still maintain world leadership in areas of “fabless” semiconductor work (the 
creative design and programming aspects of the industry) as well as fabrication manufacturing 
equipment; however, those areas are also at risk of offshore migration (primarily due to lack of 
STEM skill sets in the U.S. workforce).  This fully globalized and specialized dynamic has 
resulted in a situation in which no firm or nation currently has the capacity to serve consumer (or 

Table 1- Global Wafer Fabrication Capacity 
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national military) demand solely using assets within its own borders.  
While the U.S. is highly reliant on Asian fabrication (see table 2), others around the globe are 

just as reliant on our intellectual 
property (“fabless” design) and 
manufacturing equipment.  As it 
currently stands, this fully globalized 
industry actually presents a strength in 
major conflict deterrence in that the 
prosperity and security of all nations 
involved is inextricably 
interdependent.  The risk to U.S. 
national security only manifests when 
layered with stated goals and known 
investments made by the Communist 
Party of China.   

“In June 2014, the State Council of China released the National Guidelines for Development 
and Promotion of the Integrated Circuit (IC) Industry … with goals to increase its self-
sufficiency rate for integrated circuits to 40 
percent by 2020 and to 70 percent by 2025”.103  
To meet this goal, China made an estimated 
$55B investment in fabrication facilities in its 
previous five-year plan (see figure 2).  China 
has made similar policy goals and financial 
investments in both capital-intensive 
intellectual capabilities and manufacturing 
equipment capabilities.  All of these actions 
lead to the true risk and challenge presented to 
the DoD.  What happens to the DoD supply 
chain and capabilities if China truly gains self-
sufficiency, gains complete freedom of 
geopolitical action through that self-
sufficiency, and decides to act aggressively to 
isolate the U.S. from the Pacific supply chain?  The likely answer is that the DoD would not be 
able to execute a long-duration conflict without major mobilization of U.S. based fabrication.  
The average construction timeline for a semiconductor fabrication facility is approximately two 
years from low to high volume production, making a fresh-start policy unrealistic.  Construction 
of standing arsenal-type government fabrication facilities makes very little sense in that 
technology innovation moves more rapidly that government processes would ever be able to 
sustain in a financially viable way.  The two most viable solutions are 1) fostering an 
environment in the U.S. that makes it commercially appealing to bring fabrication facilities back 
to the United States; and 2) developing plans, policies and agreements with the major U.S. 
fabrication facilities (Trusted Foundries, Intel, Micron, etc).  Both solutions would prioritize 
supply of DoD materials, in the time of war, including detailed plans on adapting currently 
commercial operations to suit DoD needs similar to the arrangements made with industry during 
WWII. 

The Assurance Challenge:  With the end of the Cold War in the 1990’s and the Global War 

Table 2 - Global Wafer Capacity 

Figure 1 – China 2030 Objectives 
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on Terrorism in the 2000’s, the nation fell into a false sense of security.104  Technology advanced 
quickly with tremendous profits leaving little concern about vulnerabilities.  Only until recently, 
the biggest perceived threat by the government was a terrorist attack from a violent extremist 
group.  These threats could be managed with traditional operational security measures.  The 
United States government (federal, state, and local) is now heavily reliant on electronics because 
the benefits have outweighed the risks of the past.   

The microelectronics industry has a very extensive and intertwined ecosystem that must rely 
on each other to be successful.105  The electronics ecosystem must also be collectively assessed 
and disaggregated individually to address the multiple security related vulnerabilities from the 
supply chain and IC development to end user markets.  As previously mentioned in this paper, 
there are significant concerns about the electronics supply chain given the access and availability 
of strategic materials and quality components used in semiconductor manufacturing.  The 
government, for example, is very concerned about the overall microelectronic supply chain 
(hardware and software) and network security.  However, the government is addressing 
“cybersecurity” concerns disproportionately and decentralized across agencies at the federal, 
state, and local levels.  Each agency has its own cyber security related resource, which do not 
synchronize or integrate activities across the government. 

Collaboration with civilian industry is sporadic and isolated, focused primarily on software 
vulnerabilities or consequence management in the event of a major cyber related attack.106  
Industry, on the other hand, is less concerned about hardware or the supply chain citing the 
security vulnerabilities are introduced primarily from the software perspective.  For example, 
leaders in the electronics industry claim they have not experienced significant loss of revenue 
due to hardware security concerns.107  The industry states that IC development is closely 
managed and tested at every phase to ensure reliability to the customer.  The government 
believes weaknesses are at every phase, especially at the chip design phase.   

Globalization has increased opportunities and associated vulnerabilities.  Neither the 
government, nor industry, can afford to meet its goals without having to rely on outsourcing to 
foreign entities to meet its needs.  Despite all of these concerns, the government and industry 
continue to invest billions of dollars on R&D, human capital, and other technological initiatives 
only to have policies and regulations constrain the overall growth of the electronics industry in 
the United States.  Therefore, in order to promote assurance in the electronics industry, better 
collaboration and understanding among all stakeholders are in order—in addition to the policy 
recommendations above—to maintain momentum with emerging technologies. 
 
ESSAY 3: Quantum Computing 

While the U.S. enjoys unparalleled dominance in semiconductor architecture, quantum 
computing has the potential to disrupt the existing microelectronics market by creating 
microchips with more computing power than the world’s fastest conventional supercomputers.  
In March 2018, Google announced the world's fastest known quantum computer, Bristlecone, 
with a 72 qubits core processor.108  Qubits, or quantum bits, are not scalable to traditional 
computer processing speeds.  Google believes they have achieved quantum supremacy, the point 
which quantum computers surpass today’s fastest traditional supercomputers.109  In fact, “a 
quantum computer with just a few hundred qubits would be able to perform more calculations 
simultaneously than there are atoms in the known universe.”110  However, quantum computing is 
not currently a direct replacement for existing computer technology primarily because of the 
tightly controlled conditions required for operation.  Quantum computers only operate at 
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extremely low temperatures, around negative 460 degrees Fahrenheit, to isolate the processer 
from all external vibrations. 111 

The technology is not ready yet for significant scaling and implementation, but eventually 
100,000-qubit systems are envisioned.112  The possibility of significant quantum computing 
systems means tremendous market potential.  The global market is already over $88 billion and 
growing at a compounded annual growth rate of 29.1 percent.113  Existing supercomputers soon 
will use quantum computers as accelerators to solve currently unsolvable problems.  The 
computing power will lead to significant disruptions across multiple industries, including 
“materials, chemistry, and drug,” by building “accurate molecular-scale models” and 
accelerating innovation.114  Additionally, quantum computing has multiple national defense 
applications, including cryptography, secure communications, AI, extremely accurate gravity 
sensing that could remotely detect tunnels or submarines, and timekeeping as much as 1,000 
times more accurate than GPS.115 

 

ESSAY 4: Export Control 
Discussed for many years and finally launched in 2009, the Export Control Reform (ECR) 

initiative aimed to put “higher fences around the most sensitive items” while liberalizing controls 
on the least sensitive hardware and technology.116  This entailed collaboration among the 
Departments of State, Commerce, and Defense to move specific defense articles from the United 
States Munitions List (USML) to the less restrictive Commerce Control List (CCL) while 
rewriting the USML to make its descriptions of controlled items and technology more specific.  
Regulators largely completed this process in 2016 and immediately started re-reviewing and 
revising the USML and CCL as planned, in order to keep up with changing technology – both 
loosening restrictions on items that are no longer sensitive and placing restrictions on emerging 
technologies with critical national security implications. 

Unfortunately, the pace of much of this work has slowed during the transition to a new 
administration, which has included leadership and staffing vacancies, freezes on hiring and 
lateral transfers, and regulatory reviews.  In addition, some electronics industry representatives 
who spoke to the seminar asserted the U.S. government—and in particular, the DoD's Defense 
Technology Security Administration (DTSA)—continues to damage U.S. competitiveness by 
restricting technologies without regard for international availability. 

The U.S. government should take several steps to address this situation.  The Executive 
Branch should rebuild and fully staff the relevant regulatory offices in the Departments of State 
and Commerce and complete the regulatory reform.  Also, the Department of State should 
redouble its efforts in bilateral and multilateral forums to establish international norms and rules 
to apply uniform export controls to level the playing field for U.S. companies.  Congress should 
adequately fund those agencies and exercise additional oversight over the USML and CCL to 
ensure U.S. economic interests remain competitive.  Recently proposed bipartisan legislation, the 
Export Control Reform Act of 2018, may overly restrict technology in an attempt to address the 
legitimate need to protect U.S. technology against exploitation.117  Instead of continuing to tinker 
with the existing patchwork of disjointed export control authorities, Congress should complete 
ECR’s previously planned final phase, which envisioned a unified regulatory system consisting 
of “four singles”:  a single control list, a single licensing agency, a single information technology 
system, and a single enforcement coordination center.118  Overcoming entrenched interests and 
bureaucratic turf wars will be a tall order, but the gains in transparency, consistency, simplicity, 
and efficiency are worth the expenditure of effort and political capital. 
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