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currently the global leader in the industry, but it faces significant challenges in innovation, human 

capital, cybersecurity, and governance.  To remain the global ICT leader, the US must meet and 

overcome these challenges and lead the industry in the emerging trends of cloud computing, 

mobility, security, and the Internet of Things. 
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The Internet is among the few things humans have built that they don’t truly understand.  What 

began as a means of electronic information transmission…has transformed into an omnipresent 

and endlessly multifaceted outlet for human energy and expression.  It is a source for 

tremendous good and potentially dreadful evil, and we’re only just beginning to witness its 

impact on the world stage.1 

- Eric Schmidt, Executive Chairman, Google 

 

INTRODUCTION 

 

The Information and Communication Technology (ICT) industry accounts for 4 percent of 

US GDP and its contribution to other segments has been responsible for as much as 7 percent of 

GDP.2  The compound benefits of ICT are also responsible for as much as 20 percent of GDP 

growth since 1995, adding more than $2 trillion in real terms.3  This trend is highly likely to 

continue.  Today there are 10 billion devices connected to the Internet.  This number is expected 

to increase to 30-50 billion by 2020.4  This proliferation of smart, connected devices is called the 

Internet of Things (IOT).  IOT has the potential to provide an annual economic impact of $2.7 

trillion to $6.2 trillion by 2025.5 

As stated in the 2015 National Security Strategy, “The American economy is an engine for 

global economic growth and a source of stability for the international system… [and] it 

underwrites our military strength and diplomatic influence.  A strong economy, combined with a 

prominent US presence in the global financial system, creates opportunities to advance our 

security.”6  The importance of the ICT industry to the US economy is clear and the industry’s 

importance to national security is increasing.  The ICT industry is inextricably linked to 

cybersecurity, an issue that is critical to government, economy, and individual citizens. 

To assess the ICT industry’s health and its economic and national security impact, the 

seminar analyzed the industry using a variety of tools including Porter’s Five Forces Model, the 

Structure-Conduct-Performance framework, strategic financial analysis, industry and trade 

association reports, and field studies in the US and China.  This analysis is summarized in Section 

III and Appendix B.  Overall, we found that the ICT industry remains dynamic and healthy.  In 

addition to its significant GDP contribution, the industry employs 4.35 million people7.  The 

industry continues to be a hub of innovation, regularly accounting for 35-40 percent of all patents.8  

There is robust competition in most of the industry segments.  The relatively low entry barriers 

continue to decline as the services components of the industry become more important and as cloud 

computing transforms fixed costs to variable costs. 

The ICT industry does face challenges.  During our field studies, industry stakeholders 

expressed concern about cybersecurity, human capital, innovation, and governance.  For the US 

ICT industry to remain the global leader, industry stakeholders need to take action to overcome 

these challenges.  These challenges are discussed in Section IV and we offer recommendations to 

address them in Section VI. 

 The industry’s outlook is highly positive based on the strength of its firms, the quality of 

its people, and significant future market opportunities.  If the US can address the above-mentioned 

challenges, the industry’s outlook is excellent.  The seminar noted several trends that will be 

particularly relevant to the industry over the next several years.  These include mobility, cloud 

computing, security, and global competition, which are discussed in Section V. 
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THE INDUSTRY DEFINED 

The ICT industry is difficult to define because information technology (IT) has become so 

ubiquitous.  For the purpose of our analysis, the industry is defined based on thirteen North 

American Industry Classification System (NAICS) codes from the most recent Census Bureau 

Economic Census (see Table 1).  These NAICS codes were selected in an effort to define the 

industry broadly enough to draw meaningful conclusions about the ICT industry and its ability to 

meet national security needs.  The seminar grouped similar industry segments into four categories 

to facilitate analysis. 

Category NAICS NAICS title Descriptor Revenue
9
 

Manufacturing 33411 
Computer & Peripheral Equipment 

Manufacturing 
 $36.8B 

 33421 Telephone Apparatus Manufacturing 
Telecom Networking 

Equipment Manufacturing 
$8.2B 

 33422 
Radio/Television Broadcasting & Wireless 

Communications Equipment Manufacturing 
 $33.8B 

 33461 
Manufacturing and Reproducing Magnetic 

and Optical Media 

Recordable media 

manufacturing 
$2.0B 

Communications 

Services 
51521 Cable and Other Subscription Programming Cable Networks $56.0B 

 51711 Wired Telecommunications Carriers Cable Providers $84.9B 

 51711 Wired Telecommunications Carriers 
Wired Telecommunications 

Carriers 
$169.5B 

 51711 Wired Telecommunications Carriers Internet Service Providers $92.6B 

 51711 Wired Telecommunications Carriers 
Voice Over Internet 

Protocol Providers (VoIP) 
$5.6B 

 5172 Wireless Telecommunications Carriers   $242.1B 

 51741 Satellite Telecommunications  $6.7B 

 51791 Telecommunications Resellers  $13.2B 

Software and 

Internet 

Publishing 

51121 Software Publishers  $196B 

 51913 
Internet Publishing and Broadcasting and 

Web Search Portals 
Search Engines $60B 

Computer 

Services 
51821 

Data Processing, Hosting, and Related 

Services 

Data Processing & Hosting 

Services 
$118B 

 54151 
Computer Systems Design and Related 

Services 
IT Consulting in the US $354B 

Table 1. Industry Definition, Description and 2014 Revenues 

 

CURRENT CONDITION 

 The ICT industry has experienced significant evolution over the past five years, leading to 

a rapidly expanding market.  As the services components of most industry segments have increased 

in size, importance, and revenue generation, the barriers to entry have consistently lowered.  The 
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following section provides a structure/conduct/performance (SCP) analysis of industry segments 

as well as firm analysis commentary, designed to provide insight into the health of the industry 

and its component firms.  For each of the industry categories, one segment was selected as an 

industry proxy for purposes of analysis and discussion.  A summary of the strategic financial 

analysis on the top firms in each segment is included in Appendix B. 

Manufacturing (NAICS 33411, 33421, 33422, 33461) 

The Communication Equipment Manufacturing segment (NAICS 33422) serves as the 

proxy for Manufacturing.  This segment manufactures broadcasting and other wireless 

communication equipment.  Annual segment revenues grew 1.5 percent annually over the past five 

years and are expected to increase to 2.4 percent per year through 2020.10  The segment employs 

71,000 people with average compensation of $97,000 per person.11  Average profit margins, 

measured as earnings before interest and taxes (EBIT), are 4.9 percent.  These margins have been 

driven down due to competition from offshore manufacturers.   

The top three firms in this segment, Cisco, Harris Corp, and Alcatel-Lucent, account for 

41 percent of revenue.12  The rest of the market is made up of 765 companies which provide 

differentiated offerings.13  Competition within the industry is based on price, quality, and service.14  

Firms are differentiating in an attempt to gain pricing power and recover shrinking margins.  The 

firms have adequate liquidity to cover debt service. Capital intensity is low but firms must invest 

significantly in R&D to innovate.  Overall, the health of leading firms, and the sector, may be of 

concern.  The average firm struggles to earn its cost of capital; only Cisco has consistently done 

so in the last five years.   

The health of the Communications Equipment Manufacturing segment is improving due to 

a rebound in domestic spending after the recession, new product offerings, and the growing 

number of mobile connections which drives demand for equipment in this segment.  However, the 

segment continues to face threats from offshore competition.  Additionally, some firms in the 

segment face threats due to overall shifts in the ICT industry.15   

The future of the other segments in Manufacturing (NAICS 33411, 33421 and 33461) do 

not look as promising.  Revenue in each of these sectors is expected to shrink in the next five   

years due to competition from offshore firms and overall changes in the ICT industry (e.g., 

consumer demand moving from desktop computers to mobile devices and consumer preference 

switching to streaming services).16  

Communication Services (NAICS 51521, 51711, 51721, 51741, 51791) 

The Wireless Telecommunications industry (NAICS 51721) serves as the proxy for 

Communication Services.  This segment operates and maintains switching and transmission 

facilities to provide direct communication through radio-based cellular networks.17  Industry 

services include cellular mobile phone services, paging services, wireless Internet access, and 

wireless video services.  Annual segment revenue growth averaged 2.2 percent over the past five 

years and is expected to grow at the same rate through 2020.18  The segment employs 260,000 

people with average compensation of $66,000 per person.  Profit margins are 25 percent.  The top 

four firms, Verizon, AT&T, Sprint, and T-Mobile account for over 90 percent of the total market 

with Verizon and AT&T the clear market leaders.19 

The wireless industry, a key driver of the Communications Services category, is a highly 

competitive environment where high capital requirements depress profitability and limit 

shareholder returns.  Analysis of this market indicates that it is unlikely to sustain the four current 
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players.  Sprint’s current operating model is not sustainable, losing money on every customer and 

generating negative financial returns, while continuously restructuring its debt just to stay afloat.   

While AT&T and Verizon may benefit from a considerable upside in the wireless market 

space over the next five years, this will likely be off-set by a slowdown in their wired revenues.  

Wireless businesses at both AT&T and Verizon rely upon their wired infrastructure to deliver 

service, so there is considerable synergy.  In the wired space, neither firm can extract profit from 

their position due to its capital intensive requirements.  Verizon is in better financial shape because 

it has been able to slow its capital expenditures as it is further along in its infrastructure build out.  

AT&T continues to invest to catch up resulting in in substantial downward pressures in shareholder 

returns.  Uncertainty surrounding the recent Federal Communication Commission (FCC) Open 

Internet Order (i.e., Net Neutrality) may also be contributing to the overall slowing of capital 

expenditures focused on infrastructure build-out. 

Software and Internet Publishing (NAICS 51121, 51913) 

The Software Publishing segment (NAICS 51121) serves as the proxy for Software and 

Internet Publishing.  This segment provides design, development and publishing of 

software/firmware/middleware for computers and mobile phones.  Software types include system, 

application, database and custom software (including security).  Annual segment revenue growth 

was 4 percent over the past five years and is expected to decrease to 3 percent by 2020.20  The 

segment employs 294,000 people with average compensation of $158,000 per person.  Profit 

margins are 22 percent.  The top three firms, Microsoft, Oracle, and IBM account for 34 percent 

of the total market.  The industry is highly competitive with over 6800 companies that offer 

specialty solutions.21  Capital intensity is low but firms must invest significantly in R&D and 

human capital to innovate and compete successfully. 

Business models in this industry are shifting from the traditional software publishing model 

toward software delivered online, which is changing the competitive landscape and may drive 

consolidation within the industry.22 As the industry evolves, firms are investing in software-as-a-

service (SaaS) and cloud computing as mobile platform adoption rapidly increases.  The industry 

is healthy with plenty of liquidity to cover debt service.  The average firm earns more than its cost 

of capital and the top three firms in this segment are realizing profit margins significantly above 

the segment average.  This segment is healthy and has a positive outlook over the next five years 

as does the Internet Publishing segment. 

Computer Services (NAICS 51821, 54151) 

The IT Consulting segment (NAICS 54151) serves as the proxy for Computer Services.  

This segment includes “writing, testing and supporting custom software; planning and designing 

integrated hardware, software and communication infrastructure; and on-site management of 

computer systems and data processing facilities.”23  Annual segment revenues grew at 3.6 percent 

over the past five years and are expected to increase to 4.0 percent by 2019.24  The segment 

employs 1.8 million people with average compensation of $83,000 per person.25  Average profit 

margins are 13.2 percent.  The top four firms in this highly competitive segment account for only 

13.3 percent of the total market.  Within this industry International Business Machines and EMC 

focus on a combination of products and services while Hewlett-Packard and Accenture focus on 

services alone.  The rest of the market is diverse consisting of 442,000 companies offering 

specialty solutions.26  Capital intensity is low and firms do not currently need to invest significantly 

in R&D to innovate. 
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This industry segment is highly competitive with a multitude of niche players that 

specialize in either products or services, or a combination of the two.  Competition is based on 

price, quality of service, expertise, and the breadth of service offerings.27  The industry is evolving 

as more investment is made in software services and as mobile platform consumption rapidly 

increases.28  The industry is in good health with plenty of liquidity to cover debt service.  The 

average firm earns more than its cost of capital; however, in each specialization area, the market 

share leading player performs best.  IBM is outperforming EMC and Accenture is outperforming 

H-P on profitability and ROA.  The top four firms by market share are capturing high profit 

margins in this segment.  While the margins are high, all four companies have been unable to 

increase those margins in recent years. 

 

CHALLENGES 

The US is moving into a realm of increasing uncertainty within the ICT domain.  We are 

confronted with wicked problems that will continue to challenge us in this interconnected and 

global community.  These challenges are constantly evolving and moving at the speed of 

technology and in some cases the US is responding at the speed of bureaucracy.  Our analysis of 

the ICT industry identified four pervasive challenges: innovation, human capital, cybersecurity, 

and governance.  To remain the global ICT leader, the US must address and overcome these 

challenges.  This is difficult because these areas have interdependencies that increase the 

complexity of the challenges.  We explore each of these challenges in more detail in this section.  

Recommendations to address these challenges are provided in Section VI. 

 

Technology Advancement 

 What is America’s true potential as an economic power?  Our economy has had its bumps 

and bruises over our history and we have always bounced back quickly – until recently that is.  The 

“Great Recession” of 2008 has continued to linger much longer than past economic downturns.29 

The current expansion (recovery) period has lasted 60 months and by most measures is lagging 

significantly behind all previous expansion periods since WWII.30 At the current pace, we are not 

expected to reach our potential until 2017 or 2018.31 How can we realize that potential and continue 

to raise the bar to new heights?  We face numerous challenges as we continue forward into the 21st 

century.  The honorable Mr. Frank Kendal stated that he believed that we were losing our 

technological advantage to China if we had not done so already.32 We, as a nation, have been able 

to leverage technology to supplement our fighting force and use it as a force multiplier.  If we are 

going to continue to have this advantage we must continue to invest in research and development 

and also in our human capital. One of our key national security interests, which is delineated in 

the 2015 National Security Strategy, is “a strong, innovative, and growing US economy in an open 

international economic system that promotes opportunity and prosperity.”33 In addition to this, 

President Obama stated, “Scientific discovery and technological innovation empower American 

leadership with a competitive edge that secures our military advantage, propels our economy, and 

improves the human condition.”34 During our visits with ICT firms, we continued to hear similar 

themes regarding innovation.  Every company valued engineering and technological innovation 

and identified it as a strategic core competency.35  Some talked of an engineering-driven culture 

and identifying “entrepreneurs in residence” programs to stimulate creativity.36  Others talked 

about “moving fast and breaking things,” meaning that you should not be afraid to come up with 

new ideas and pushing ahead with them.37  You have to take risk if you are going to truly innovate.  

Humans tend to think of things in terms of being linear, but technological advancements are 
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moving in exponential terms.38  We are challenged with sequestration and the forced reduction in 

our government budgets; increasing mandatory expenditures for Medicare/Medicaid and Social 

Security; dwindling enrollments in STEM education; the need for immigration reform and visas 

for highly skilled workers; and the need for tax reforms on corporate taxes and the research and 

development tax credit.39  We are going to have to figure out how to resolve these challenges and 

capability gaps if we are going to continue to prosper as a nation and ensure our national security 

in the 21st century and beyond.  The following essay will discuss the impact of ICT on the economy 

and its importance to national security.   

 

Innovation in ICT 

The ICT industry permeates through all of the business environments and is identified as a 

significant enabler to economic growth.40  Stephen Ezell mentions in one of his op-eds that that 

ICT acts as “super capital” because it enables the workforce to work more efficiently and it makes 

physical capital more productive.41  US firms lead the world in the adoption of ICT.42  It has been 

shown that US firms get more of a benefit out of ICT investment than many of their foreign 

competitors.43  It is not just the investment in ICT, but it is the application of it to improve business 

processes that have resulted in US firms gaining the most benefit from these technologies.44  The 

ICT industry has been a leader in innovation and investing in research and development compared 

to other industries and segments.  The ICT industry as a whole averages around eight percent of 

sales revenue spent on R&D in 2013 (Software and Internet: 13 percent; Computing and 

Electronics: 8 percent; Telecom: 1.5 percent).45  The average for all other industries is hovering 

around 3 to 5 percent as a percentage of sales.46  A look at a select few leaders within the ICT 

industry shows the following spent on R&D in 2013/14 (percentages of sales in parentheses): IBM: 

$6.226B (15.5); Microsoft: $11.381B (19); Cisco: $6.294B (13.4); Oracle: $5.151B (16.7).47  The 

Bureau of Economic Analysis (BEA) started accounting for R&D as an investment in 2006 by 

reporting the Research and Development Satellite Account.48  They have analyzed the impact that 

R&D has had on the overall GDP historically from 1959 through 2007.  The consensus is that GDP 

would have been reported higher overall throughout those years if R&D would have been reported 

as an investment.49  In 2007 alone, the additional growth to the GDP would have been 

approximately $300 billion.50  On average, R&D would have contributed an additional 0.20 

percent to the 2.9 percent average growth rate between 2002 and 2007.51   

 Across the broad spectrum of industries that contribute to our nation’s GDP, the ICT 

industry is among the more significant contributors to real GDP.52  Only pharmaceuticals and 

medicine manufacturing industries have recently contributed more as a percentage of GDP 

resulting from R&D investment.53  In 2009, ICT firms contributed 7.1 percent of the US GDP or 

approximately $1 trillion.54  This includes the direct contribution from ICT firms as well as the 

indirect benefits other segments derive from the ICT industry.55  ICT provides enabling 

technologies that can be applied to every other industry; therefore, innovation within ICT not only 

results in growth for the ICT industry, but creates spillover to other industries contributing to their 

economic growth as well.56  Robert Shapiro and Aparna Mathur of the Bureau of Economic 

Analysis found, “In the 1990s, investment in ICT by other industries grew 10 times faster than 

their investments in any other inputs.”57  

When you see growth and increases in productivity within a corporation or a country, it is 

mostly likely the result of acquiring new knowledge or innovation with respect to processes or 

products.  Since the 1990s, ICT has been the dominant force behind those innovations.58 

Innovations in science and technology have shown to be the key determinants in a nation’s 
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economic growth.59  Research performed by Nobel laureate Robert Solow in the 1950s established 

that technology innovation is a dominant factor in economic growth.60  He showed that economic 

growth could not be accounted for by increases in capital and labor alone, and the unaccounted 

portion was attributed to technological innovation.61  Solow further discovered through his 

research that 30 to 40 percent of economic growth within the US during the 20th century can be 

directly attributed to innovation.62  The role of ICT innovation has shown to have accounted for 

28 percent of US economic growth from 1995 to 2001, and another 44 percent could be explained 

by the capital investments and organizational changes by firms in response to those innovations.63  

The fact is that ICT is an enabler that permeates every industry and results in positive economic 

effects.64  Also known as spillover effect, ICT innovations result in organizational and process 

changes within other industries that lead to greater efficiencies and future economic growth.65 

Technology is a key component to national security in today’s interconnected and digital 

world.  There are five broad areas of technology that have an impact on national security:  

biotechnology and medicine; robotics and autonomous systems; information and communications 

technology; nanotechnology; and energy technology.66  It can be argued that ICT, as stated 

previously in this essay, contributes to advancements in all the areas of technology.  ICT 

specifically is supporting cognitive sciences and advanced decision support tools along with the 

possibility of quantum computing in the not too distant future.67  R&D investment in ICT was also 

of special importance in resolving national defense problems such as calculating nuclear testing 

performance, cryptanalysis, cybersecurity, and weather modeling.68  These technological advances 

could result in revolutionary changes in how we conduct national defense and spillover into 

commercial products, applications, and processes that will provide increased productivity 

throughout the economy.   

The realm of cybersecurity and the protection of our privacy, our networks, and our critical 

infrastructure will depend on our ability to maintain our technological advantage over the rest of 

the world.  As we continue to demand more mobility in our IT systems (e.g. smartphones, tablets, 

wearable devices, etc.) and we move to a cloud-based computing architecture, we will be even 

more reliant on improved cybersecurity to protect our privacy and our security.  In order to do this 

we need to look at innovation as a strategic imperative for our nation. 
  

Human Capital:  Strategic Fuel for the National Economic Engine 

“We cannot sustain an economy based on innovation unless we have citizens well educated 

in math, science, and engineering.  If we fail at this, we won’t be able to compete in the global 

economy.  How strong the country is twenty years from now will be largely driven by this issue.”  

(Bill Gates).69  The ICT industry is the nation’s digital nervous system, the electronic interstate 

that has been the engine of US GDP over the past five years.  GDP has two drivers: human capital 

and productivity.  Human capital includes the education and training required by the marketplace.  

Appropriately developed human capital that is available in sufficient quantity stimulates GDP 

growth through the efficient application of specific skillsets.  Human capital is the source of the 

innovation that creates economic value and fuels the nation’s economic engine.  The US’s human 

capital problem has two dimensions.  The first concern is an insufficient quantity of domestically 

produced Science, Technology, Engineering, and Mathematics (STEM) graduates. The second 

problem is the insufficient number of skilled immigrants (H1-B visa recipients, a 3-year work visa 

issued by the US government for specific foreign workers) to cover the gap between the needs of 

US industry and the supply of US educational institutions.  
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There are national security implications in the nation’s failure to produce a 

sufficient quality and quantity of human capital.  Microsoft Corporate Vice President for 

Research, Mr.  Peter Lee, stated in testimony before Congress:   

The Bureau of Labor Statistics estimates that between 2010 and 2020, there will be 

at least 1.2 million job openings in computing professions that require at least a 

bachelor's degree (on average 120,000 per year) and that in 2020 half of the over 9 

million STEM jobs will be in computing.  Yet in 2010, only about 60,000 bachelors, 

masters, and Ph.D. degrees were awarded in computer science.70     

The ICT industry has consistently failed to find the quantity and quality of STEM graduates that 

it demands.  The nation’s education system has not met the requirements of the ICT industry.  

Roughly 34 percent of college freshman in 2009 indicated that they desired to complete a STEM 

course load.  Unfortunately, only 30 percent of those who chose a STEM course as a freshman 

graduated with a STEM degree within five years.71  The inability of the US to meet the 

requirements of its key industries is demonstrated in a global comparison of bachelor’s degrees 

awarded in 2008.  Globally, China produces 23 percent of all STEM undergraduates, the EU 

produces 19 percent, and the US only produces 10 percent.72  It should be noted that US STEM 

production also includes foreign students.  Foreign students dominate the STEM postgraduate 

fields; over 50 percent of Doctoral degrees in Engineering, Physics, Computer Science and 

Economics are awarded to foreign students.73  There are benefits to having foreign students as part 

of the US educational institutions’ contribution to the STEM workforce; the problem is in keeping 

that human capital investment in the US and convincing them to become citizens.     

In the seminar’s trip to China, it was readily apparent that the sheer scale of the education 

system in a nation of 1.3 billion people provided an immense amount of STEM-trained human 

capital.  However, there were indicators that the education system in China still lacked the ability 

to imbue its graduates with the intangible elements that form the foundation of innovation within 

the US ICT industry.  Additionally, the transition to an education system in which students were 

paying tuition has resulted in an extremely competitive testing regimen for Chinese youth and 

raised graduates’ compensation expectations.  It was insightful to see how many of the key leaders 

in China’s ICT industry had received tertiary education within the US.  However, the potential 

issues with China’s education system does not release the US from the need to provide STEM-

trained graduates in sufficient quantities to sustain GDP growth.  It is important that the US raises 

the aggregate level (in terms of quality) of its STEM education.  Greenwald and Stiglitz (2012) 

have determined that “higher aggregate education results in greater human capital accumulation” 

and “the resulting human capital accumulation is a critical element in both developing the 

innovations on which productivity growth depend and disseminating them as workers move within 

enterprises and across sectors.”74 These spill-over effects indicate the importance of human capital 

accumulation.  Higher skills and higher levels of human capital, unlike physical capital, do not 

depreciate.  Once the stocks are built up, they remain in the economy even as people move from 

one firm to the next.”75 

The tertiary education institutions appear to be responding adequately to human capital 

markets.  That does not appear to be the case at the primary and secondary education levels.  US 

primary and secondary education institutions are predominantly state-regulated monopoly 

providers to the human capital market.  Industry has determined that the organizations responsible 

for producing the human capital for the economy are not responsive to market demands, are not 

efficient, and do not rapidly respond to market incentives.  The ICT industry has been asking for 

federal government support to meet its needs for STEM graduates since at least the mid 1990’s.  
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However, due to US Constitutional authority codified in the 10th Amendment, states are 

responsible for education leaving the federal government with a role of coaxing and incentivizing 

through funding, grants, and awards and trying to standardize education through legislative and/or 

executive branch initiatives. 

The ICT industry would also like the federal government to increase the number of skilled 

worker (H1-B) visas.  The H1-B visa was designed as a three year work visa to be awarded to 

65,000 foreign workers with critical skills on an annual basis.   However, as the ICT industry has 

expanded it is outstripping the supply of both domestic STEM graduates and the industry’s portion 

of the 65,000 annual H1-B visa applicants.      

 

Cybersecurity: Information Sharing, Liability Protection, and Critical Infrastructure 

An adequate level of cybersecurity has become essential to the dynamic and continually 

evolving personal, business, and government communications and data processing across the ICT 

industry.  A significant challenge is to be found in the definition of “adequate” and determining 

what constitutes “enough” cybersecurity.  Equally challenging is the determination of who should 

be held accountable and resourced to provide “adequate” cybersecurity.  The answer: it depends 

on what one is defending, but will require the commitment of both government and private industry 

to succeed.  In the interest of national security, government must have at least enough cybersecurity 

to protect and defend the nation, including critical infrastructure.  Private industry, in the interest 

of protecting data, must have at most enough cybersecurity to fit within their business plan and to 

ensure their sustainment and future growth in the event of a cyber-intrusion.  Both share a common 

goal of assured access to information and data, and confidence that data integrity is maintained 

and kept secure.  Three critical areas have been identified: information sharing and transparency, 

liability protection, and government regulation.  The end-state is national cybersecurity that has as 

its primary components adequate cybersecurity in support of national security interests including 

critical infrastructure (for government), and adequate cybersecurity to ensure market revenues 

sufficiently exceed the costs of providing the service (for private industry).  Both of these demand 

assured access to information and data, coupled with confidence in the integrity of that data. 

Without improved cybersecurity, we may witness a slowing of the digital economy, which has 

negative implications for economic growth and national security. 

 

Information Sharing.  The suggestion that government and private industry should work to 

collaborate and share information about cyber threats is about more than being friendly - it is a 

necessity.  The Federal Bureau of Investigation’s (FBI) Cyber Division Section Chief recently 

noted that “contrary to pubic belief, we [FBI] can’t see it all and a lot of intelligence and evidence 

lies on the private networks.  Cyber is like no other threat we face and we can’t do our job without 

private sector help.”76  This is a partnership.  To be effective, information must flow between 

government and private industry, and must be at the speed of necessity.   

The framework for increased information sharing exists in some areas, and is being created 

in others, if only as a reaction to recent high profile cyber attacks within the US.  Within the US 

government, the Department of Homeland Security (DHS) is responsible for addressing protection 

of critical infrastructure from physical and cyber threats.77  Sharing information about malicious 

cyber activity is key to this mission.  DHS runs the Communications Information Sharing and 

Analysis Center (ISAC) which includes over 66 voluntary members of the ICT industry in its 

operations.  Indeed, the recently signed National Cybersecurity Protection Act (NCPA) designated 
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the National Cybersecurity and Communications Integration Center (NCCIC) as a “federal civilian 

interface with the private sector for purposes of cybersecurity information sharing.”78  As with the 

ISAC, coordination with the NCCIC and NCC watch is voluntary for private industry.   

President Obama recently signed an Executive Order (EO) that outlines his 

administration’s intention to begin forming information sharing and analysis organizations (ISAO) 

and has included ISAOs in a draft legislative proposal.  Designed to complement the existing 

ISACs, the ISAOs are intended to be “more flexible and adaptive to the threat environment than 

the existing, segment-specific information sharing and analysis centers.”79  This EO sets the stage 

for movement of existing cybersecurity legislation, currently awaiting Congressional action. 

The Cyber Threat Intelligence Integration Center, created under authorities granted to the 

Director of National Intelligence (DNI), is another positive sign.  Yet it will be critical that such 

new organizations do not dilute the already limited resources of lead agencies like DHS in an effort 

to gain more eyes on the cybersecurity threat.80  As DHS is chronically underfunded, it may prove 

beneficial to better resource DHS in their role as the designated national security lead for protecting 

the country from cyber threats, and to strengthen their perceived value-added to private industry 

as a cybersecurity leader.  Future cybersecurity strategy must continue to emphasize the role of 

key players, like DHS, in order to avoid fracturing resources and effort. 

 

Liability protection.  The recently signed Information Sharing EO includes language that 

acknowledges the concern of private industry on the need for liability protection.  Many sources 

in industry note that the administration’s support for liability protection is “necessary, but it is not 

sufficient” stressing that liability protection must come in the form of “iron clad protections” of a 

law.81  Legislation put forth by the Executive Branch aims to address this pressing concern from 

industry. 

There is support from the intelligence community (IC) for steps that bring private industry 

to the information sharing table.  Admiral Mike Rogers, Director of the National Security Agency 

(DIRNSA), testified to the House Armed Service Committee his support for increased 

transparency from the IC on info sharing and NSA objectives, noting that the IC does not have the 

authority, nor do they wish to be in the private networks.  They want to collaborate and share in a 

true partnership with private industry.82 

 

Critical Infrastructure 

Electricity is the foundation for America’s economic success.  Our digital economy, our 

national security, and our daily lives are highly dependent on reliable, safe, abundant, 

affordable, and secure electricity.83 

The February 2013 Presidential Policy Directive (PPD) 21 called for “a national unity of effort to 

strengthen and maintain secure, functioning, and resilient critical infrastructure” and tasked DHS 

to provide strategic guidance and primacy for implementation of this policy.84  In turn, DHS 

identified 16 segments that met the criteria of critical infrastructure.85  While each segment 

certainly has an identified requirement for cybersecurity, it can be argued that the primus inter 

pares is the defense of the electric grid.  Of our many critical infrastructures, it is perhaps our 

electric infrastructure that has the greatest potential for mass disruption and would allow any foe 

or mal-actor to see the greatest disruption to our way of life.  On November 20, 2014, Admiral 

Rogers speaking in his role as both the Director of the National Security Agency and Commander 

of US Cyber Command stated to the House Intelligence Committee that “China and ‘one or two’ 
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other countries have the power to shut down the US electric grid with cyber attacks.”86  He added 

“multiple nation states are seeking to acquire the same kinds of cyber capabilities possessed by 

China.”87 

The response required to repair the grid in event of a cyber attack would require a 

substantial whole-of-government response.  The loss of power to 8.5 million people due to Super 

Storm Sandy on October 29, 2012, while not a cyber attack, provides insight into the possible 

national security implications of such a devastating loss of electricity.88  The response to get the 

power turned back was an inter-state and a whole-of-government effort.  For example, the US Air 

Force flew bucket trucks in from California into the most affected areas in New York and New 

Jersey.89  In total, 16,176 active duty and National Guard personnel responded to the crisis,90 in 

addition to the 57,000 utility workers that worked to get the power turned back on.91 The impacts 

of Super Storm Sandy give anyone studying national security pause when considering the impacts 

of a prolonged power outage. 

An initiative that has a direct impact on the ICT industry is the effort called “smart grid.”  

According to the US Department of Energy (DOE), the smart grid is the “class of technology 

people are using to bring utility electricity delivery systems into the 21st century, using computer-

based remote control and automation.”92 The smart grid will be “made possible by two-way 

communication technology and computer processing that has been used for decades in other 

industries.”93  The smart grid will integrate the different forms of electric generation from wind 

and solar to our current forms of coal, natural gas, etc.94  In order to make the smart grid work, 

electric companies will have to emplace sensors that have the ability for two way communications 

with those sensors located from the each home all the way through the electric grid network.95  The 

cyber threat to this investment cannot be overlooked.  A 2011 New York Times article quotes the 

Electric Power Research Institute (EPRI) as saying that the cost of the smart grid will be 

somewhere between, $338 to $476 billion over the next 20 years.96  The cyber risk to the future 

electric grid cannot be overstated. 

Cybersecurity regulations will undoubtedly have a significant impact on not only the 

solutions and services implemented by ICT firms, but also on future compliance, national security, 

and bottom line profits impacting the future health of the industry.  The government must 

demonstrate its willingness to be transparent in its objectives in partnering with private industry, 

especially in the wake of the Snowden revelations.  Private industry must expect that the 

government will “share information almost immediately with some exceptions”97 in order to 

mitigate damage to the private sector.  Yet, private industry must be willing to demonstrate its 

willingness to collaborate in turn.  A former cybersecurity adviser to both President Bush and 

President Obama warned private industry that “if we don’t start telling the government that we are 

doing things…the government is going to continue to look down the road of ‘how do we regulate?’  

They’ll start focusing on critical infrastructure first.  Then they’ll start looking at the economic 

world – and not just financial services companies.”98 

Transparency and information sharing, protected collaboration, balanced regulation, and 

adoption of recognized standards are necessary to create a national strategy for cybersecurity in a 

world where no one entity can secure all.  As noted in the 2015 NSS, “Collective action is needed 

to assure access to the shared spaces – [to include] cyber…where the dangerous behaviors of some 

threaten us all.”99  The strategy must direct the government to secure infrastructure that is critical 

to national security and coordinate with those industries that build, own, or operate the critical 

infrastructure.  The strategy must also support, clearly encourage, and enable private industry 

partnership while allowing private industry freedom to evolve as their respective industries dictate.   
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To that end, the US should adopt a cybersecurity policy that has as its objective: adequate 

cybersecurity for government (in support of national security interests) and private industry (in 

support of data security) which provides assured access to information and data, coupled with 

confidence in the integrity of that data. 

 

Governance  

There are two major challenges the US Government faces with regard to governing the 

ICT industry: ensuring continued exemplary economic growth and ensuring national security.  To 

ensure the future economic viability of the ICT industry, the government role should be ensuring 

that companies do not exploit their market power to the detriment of efficient competition.  This 

includes managing spectrum sharing and reallocation, promoting competition between service 

providers, and enabling Net Neutrality without stifling commercial investment.  It also includes 

determining the direction of the Internet Corporation for Assigned Names and Numbers (ICANN) 

after the current Department of Commerce contracts expire and addressing the rapid growth of the 

Internet of Things (IOT) which entails both a security and privacy challenge.   

Ensuring strong federal ICT-focused security requires updating legislation and sustaining 

resourcing.  Updated legislation should focus on modernizing ICT security standards for federal 

information systems and for commercial information systems where markets are too slow in 

reaction to cyber threats/attacks.  The focus of security standards should include: wireline/wireless 

infrastructure, architecture, cloud/data storage, software/hardware, computing power, and supply 

chain management.   

Heavy regulation hinders growth, stagnates innovation, sours the spirit of business 

competition, provides advantage to the inefficient, and limits consumer choice.  Heavy regulation 

could weaken the health of the ICT industry and hurt US competition in international markets.  

This would impact the greatest economic engine our economy has ever known – the commercial 

Internet.  As our dependence on ICT products and services grows exponentially, we may see 

increased regulation targeted at the overall ICT industry.  This may be beginning to happen with 

regulations dealing with cybersecurity, Net Neutrality, and spectrum management.   

Light regulation has allowed technology and business pioneers to create the extensive 

Internet capabilities we enjoy today.  Light regulation continues to be adequate for the industry.  

There is a definitive need for some regulation to maintain or enhance security and to ensure equal 

access to both domestic and international markets through international trade agreements and trade 

agreement enforcement.  But these regulations should be limited 

Legislation is another consideration.  A complicating factor is that legislation related to 

ICT has not kept pace with rapid advances in the industry.  Much of the base ICT legislation was 

originally written in 1934 (Telecommunication’s Act) and the original information systems 

security legislation (Federal Information Systems Management Act) was originally written in the 

1990s and early 2000s.  Lagging legislation created security gaps as the Internet developed so 

quickly.  Congress was slow, or unable, to pass legislation so President Obama addressed the 

security gaps with Executive Orders (EO) and Presidential Policy Directives (PPD).  These EOs 

and PPDs lack the required resources to be robustly carried out, so legislation is still necessary.  

To address Internet security, Congress must provide updated legislation and the requisite resources 

to enable and enforce the law.   

The key to solving the governance challenges is to arrive at an acceptable balance between 

national security and economic growth.  Over regulating the ICT industry will actually hamper its 
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ability to remain economically viable; the US government must find a way to provide the proper 

level of governance to achieve overall balanced success.  Our view is that regulation should not be 

anticipatory; it is needed primarily to deal with market failure that is demonstrated to have 

materially diminished competitive market outcomes. The following sections discuss specific 

governance challenges and factors that should be considered to address them. 

 

Federal Information System Security and Critical Infrastructure 

An example of out-of-date US Code is Title 44, the Federal Information Systems 

Management Act (FISMA), which has not kept up with rapidly changing information technology 

security standards and definitions.100  Because the law was originally written in 2002, prior to the 

enlargement of the Internet and cybersecurity, its policies and statutes do not align with the much 

more efficient and operationally accepted standards and practices for IT security.  The law’s 

manual processes for security compliance made sense when introduced due to a limited number of 

IT systems in a few large federal data centers. With the explosion of the Internet, data centers, and 

IT systems and software in those centers, the older manual process became overbearing and 

compliance to those standards lagged, creating major cybersecurity shortfalls.  

 

Securing the supply chain 

American ICT manufacturing has been moving overseas, particularly manufacturing of 

microprocessors (MP), the basic physical “DNA” building block of ICT hardware.  Offshoring has 

been the result of two significant trends, explosive growth in capital cost in MP plant construction, 

and rising Chinese dominance in the MP value chain.  Rising cybersecurity threats emerging from 

China suggest that a substantial portion of MP-based systems may be compromised, or may be 

compromised in the future.  Additionally, the US dependence upon Chinese MP manufacturing 

presents serious risks of supply chain shortages, or possibly a complete supply hold up, in the event 

of a Sino-US confrontation.  This is a strategic liability for the US. 

 

IT acquisition reform 

It is well documented that technological advances in IT systems and capabilities have 

outpaced the federal government’s ability to develop and acquire it in a timely manner.  A new 

technology could take more than seven years to go from a stated requirement to being put into the 

hands of the military, by which time the technology has often been obsolete.  A number of policy 

and legislative initiatives have been undertaken to solve the problem.  Most recently, Congress 

passed the Federal Information Technology and Acquisition Reform Act (FITARA) in December, 

2014 as part of the 2015 National Defense Authorization Act.  The legislation pushes for CIOs to 

have a greater role in programming, budgeting and decision-making related to IT at their agencies 

and calls for them to approve all agency IT or IT service deals before a contract can be signed.101  

Critics of the legislation argue that it failed to include systemic reforms needed to address the 

central issues such as multiple CIOs in agencies and departments.102  The seminar heard similar 

criticisms from ICT industry executives who asserted that the federal government’s $80 billion per 

year IT budget should be more than adequate to fully recapitalize federal IT systems within a few 

years.103  
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Net Neutrality 

Net Neutrality is a critical policy discussion that has implications across all ICT sectors.  

In February, 2015 the Federal Communications Commission issued an Open Internet Order, 

adopting rules “designed to protect free expression and innovation on the Internet and promote 

investment in the nation's broadband networks. The Open Internet rules are grounded in the 

strongest possible legal foundation by relying on multiple sources of authority, including: Title II 

of the Communications Act and Section 706 of the Telecommunications Act of 1996.”104  Based 

on our interactions with industry and trade associations, we expect there will be challenges to the 

legality of the FCC’s decision.  Ultimately, how the US government regulates the Internet will 

have dramatic impacts on the industry.   

Compared to the rest of the world, US broadband companies deliver better overall value, 

better penetration, more choices, and invest 60 percent more per capita than the Organisation for 

Economic Co-operation and Development (OECD) average to continuously improve broadband 

performance and penetration.  With very limited regulation, it has become one of the greatest 

success stories in the history of commerce.  There does not appear to be any substantive evidence 

of consumer harm, anti-competitive behavior, or other significant market failures that would 

require government regulation.  Based on this assessment, it appears that the FCC’s designation 

of the Internet as a public utility was preemptive and premature.  The FCC’s rules may limit private 

investment in broadband infrastructure which would ultimately hurt US innovation and leadership 

in the ICT industry.  

 

The Future of ICANN 

The US Government’s desire is to have the management of the Internet domain name system 

(DNS) transferred from the National Telecommunications and Information Administration 

(NTIA) at the Department of Commerce (DOC) and the Internet Corporation for Assigned Names 

and Numbers (ICANN) to a non-governmental multi-stakeholder entity.  The Obama 

Administration has made it clear that the US will not support a DNS system under the control of 

another national government or the United Nations.  The ICANN governance group looking at 

options has yet to make a proposal that has met with any approval, so at this point the default 

course of action is to maintain the status quo.  The current NTIA contracts with ICANN for DNS 

management are set to expire on September 30 of this year, but they can be extended through 

September, 2019 if needed to provide another four years for the ICANN group to come up with an 

acceptable multi-stakeholder model to manage the DNS system in the future. 

 

INDUSTRY OUTLOOK 

This section discusses significant trends shaping the ICT industry today and into the future.  

These include cloud computing, analytics, mobile devices, social media and the Internet of Things 

(IOT).  These trends are overshadowed by the US economic national security concern of losing 

the ICT market to non-democratic countries and non-market based governance models, democratic 

and undemocratic. 

The Future of the Cloud -- Data Localization and Storage 

As discussed earlier, security is a pervasive concern within the ICT industry.  Several 

sectors within the industry are trying to define a workable information storage and processing 
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infrastructure, the “cloud,” that would help mitigate security threats at minimal cost.  Of the many 

possibilities, three prevalent architectures emerged. 

The first focuses on directing data from edge devices (e.g., personal computer terminals, 

smartphones, etc.) to specific data centers through switches.  The switches act as a spine to parse 

data based on type, amount and user.  By encrypting the switch software, this switch strategy hopes 

to solve the issue of security and privacy.  The second infrastructure focuses on filtering the data 

at the edge and only storing the data needed.  The focus centers on the devices and sensors on the 

edge collecting data and the software sending wanted data once a pre-established threshold is 

reached.  This strategy attempts to reduce data storage, bandwidth, and data latency through less 

throughput, thus reducing costs for businesses.  The third cloud infrastructure packages services 

based on need.  Users can decide to purchase storage space or the device itself, the service and/or 

the software to run it or allow the firm to do so.  This strategy tries to provide the consumer the 

software, platform and infrastructure to run it.  Of course, not many firms within the industry have 

the capacity and capability to do so. 

 The fundamental issue with the cloud infrastructure is the trade-off between the cost of 

owning and operating servers and data centers and maintaining the privacy and security of the 

data.  Ultimately, organizations will determine the best cloud infrastructure based on specific 

business strategies and market conditions.  Large businesses may decide to keep their data centers 

‘localized’ where they can control and secure the data themselves, but will incur an added 

infrastructure cost.  Smaller businesses, on the other hand, may opt to use a cloud solution to store 

their data to reduce costs while ensuring adequate security.  In either case, the cost of high 

performance computing and storage continues to drop.  The large long term costs originate with 

the electrical and cooling costs associated with physically maintaining the computing devices.  The 

cloud infrastructure outlook will most likely take on a hybrid approach dependent upon the 

business using the cloud.  This suggests that the cloud infrastructure can and should have enough 

differentiation to accommodate all forms of businesses vice any single system becoming dominant. 

Mobile Technology -- A Game Changer 

The International Telecommunications Union (ITU) reports that 3 billion people, 40 

percent of the world’s population, have access to the Internet.105  By 2025, there will be at least 

two billion more users106, many of whom will access the Internet solely via mobile devices.  

Consumers are gravitating towards mobile devices as their primary means to access the Internet 

rather than through the desktop or personal computer.  In 2014, global mobile traffic grew by 69 

percent and is expected to increase ten-fold by 2019 with the Middle East and Africa projecting 

the strongest growth.107  More than half of the world’s population that owns a cell phone will use 

mobile technology to access the Internet to consume and share information, conduct e-commerce, 

and access social media.  The impact of the mobile technology explosion has resultant benefits to 

industry and the global economy, especially as the smartphone becomes more capable and more 

affordable.    

A study conducted by Business Insider reports that Americans spend more time on social 

media than any other major Internet activity, including email, thereby creating economic value in 

a previously non-existent market.108  Social media giants have capitalized on the consumer’s shift 

to mobile devices.  Sources from two large social media firms indicated that transitioning from a 

desktop platform to a mobile platform is a key strategic initiative.  Both have seen an increase in 

monthly active users and significant revenue from advertising generated from mobile devices.  As 
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social media platforms expand in functionality, they are becoming a behemoth for big data 

collection and the entry point for e-commerce transactions.     

Internationally, increasing numbers of people are connecting to the Internet via mobile 

technology as wireless infrastructure reaches undeveloped areas.  As in the US, mobile carriers 

have partnered with social media giants to pre-populate mobile phones and tablets with popular 

social media applications.  It is important to note that non-democratic countries often block popular 

Western social media sites to limit Western influence.  As such, they generally have their own 

social media platforms that serve as a good medium for communication, networking, and e-

commerce, limiting market access by ‘foreign’ advertisers to consumers in these non-democratic 

countries.  The international community must determine if this violates any “equal access” 

provisions within trade agreements.   

Internet of Things (IOT) -- Trend of the Future  

Advances in cloud computing and big data analytics along with the huge increase of mobile 

devices has laid the groundwork for an explosion of smart, connected devices called the Internet 

of Things (IOT).  Consumers are demanding more mobile devices, wearables and smart, connected 

devices like thermostats and cars.  Smaller sensors and processors along with better software, 

encryption algorithms, and analytics engines will continue to drive this trend long term (5-15 

years).  This technology will diffuse into other industries (automotive, transportation, food 

services, etc.) allowing firms to increase productivity by displacing less efficient and less effective 

manual intervention.  It will also allow firms to collect data and analyze market behavior to predict 

needs and meet demand for innovative products and services.  Roughly 10 percent of the economic 

value generated by the Internet of Things (IOT) is created by the “things”, while 90 percent comes 

from connecting these “things” to the Internet.109  IOT is the future of the industry, but the trade-

off between connectedness and privacy/security will determine the pace at which this trend grows.   

ICT and National Security -- The Overarching Concern 

Another challenge the US ICT industry faces is the potential balkanization of the Internet 

by non-democratic countries who, by their sheer size, can redefine the global standards for ICT 

devices, wireless communications, content, and access.  This presents an economic national 

security concern if the US loses that advantage.  The US could see reduced GDP if non-market, 

non-democratic societies are able to overpower the market with their ICT products.  The challenge 

to US firms is three-fold.  First, due to ideological and political differences, non-democratic 

countries already produce their own mobile devices preloaded with software that limit market 

access to international producers (and to their own consumers).  Second, producers in these 

countries often receive a market advantage due to regulatory fiat, something that is far less 

prevalent in more competitive OECD country markets.  Third, due to low labor costs, the countries 

are able to manufacture cheaper mobile devices that are attractive to lower-income countries.   

An estimated 2 billion more people will come online in the next 10 years,110 most of them 

in the developing world and most of them using mobile devices.  As this happens, firms from these 

non-democratic countries may be able to leverage these advantages to increase their market power.  

Consequently, the US may find only limited opportunities in the global ICT market or discover 

they must change their practices to meet the new foreign standards.  The non-democratic countries 

also may be able to exploit globally-generated economies of scale to compete with US firms in the 

US.  To counter this shift, the US ICT industry and US government trade officials must work with 

trade restricted countries and negotiate a presence in their markets.  This shift will be gradual 
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because transportation and shipping costs are an issue and because developing countries are only 

slowly building their middle class who can afford to purchase these products.   

Finally, a potential problem gripping the US ICT industry today, in our considered opinion, 

is they do not adequately focus on lesser developed and non-democratic foreign markets.  The 

general sense, we observed, from visiting Silicon Valley is “Why bother? There is enough of a 

market here in the US.”  True to their point, many US ICT firms are successful, as measured in 

billions in revenues, without focusing on these emerging markets.  But how long can it last?  Will 

the domestic market and mature foreign markets eventually saturate?  To curb this economic 

national security concern, the US ICT industry may need to focus more internationally, realizing 

that the US could lose its economic advantage.  A promising trend is the focus by Google and 

Facebook on spreading Internet connectivity to underserved regions and countries using air and 

space platforms.  Perhaps this signals that the ICT industry is starting to focus on the potential 

market in the developing world.  The other advantage the US has is its soft power to attract the 

rest of the world with respect to information availability and sharing.  E-commerce or other 

consumer-focused ICT applications are relatively easy to spread worldwide, so US competitors 

with enough economy of scale could become the market leader.  However, these same competitors 

may not have the soft power to attract the rest of the world with respect to information availability 

and sharing the way the US does.  The US should capitalize on this distinct advantage to further 

its vision of a free and open Internet and lessen the economic effect on our national security.   

 

GOVERNMENT’S ROLE 

The role of the US Government with regard to the ICT industry is to create an environment 

that facilitates and enhances the competitive characteristics of markets and to mitigate the effects 

of market failures, especially those that are state-induced. Good governance practices spur 

innovation and competition, ultimately leading to enhanced productivity, economic growth, and 

national security.  This section provides recommendations to address the challenges and issues that 

have been raised throughout this report. 

Technological Advantage 

The following recommendations enable the government to stimulate R&D without incurring 

radically diminishing returns to the point of waste, while considering the still-sluggish economy 

and a government dealing with sequestration. 

 

 Increase and make the R&D tax credit permanent so that corporations can include it in their 

strategic planning. 

 Shift to “Territorial” tax treatment for overseas profits which encourages repatriation of 

cash and further investment in the US. 

 Incentivize federal and private research labs to collaborate and create research consortiums 

to tackle our wicked problems.  These public/private partnerships will leverage best-of-

breed concepts from each to create game-changing innovations. 

 The federal government should increase R&D funding for the Networking and Information 

Technology Research Development (NITRD) to ensure that it keeps pace in IT innovation 

with the rest of the world. 
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 Congress should pass the Research and Development Efficiency Act, which establishes a 

working group to review federal regulations to eliminate redundancies and reduce regulator 

burden on universities.111  

 Create innovation clusters where scientists and engineers can closely collaborate resulting 

in tremendous innovation and growth.112  

Human Capital 

Educated and trained human capital is crucial to the future health of the ICT industry.  Recognizing 

that the federal government has limited authority vis-à-vis education and that the lack of STEM 

personnel may be attributable more to problems with primary and secondary education than with 

tertiary education, the following recommendations are general in nature.  They offer ideas of 

creative ways to encourage students to pursue STEM education. 

 

 Have the status of critical human capital skills briefed at regularly scheduled meetings of 

the National Security Council (NSC).  This group must include representatives from at 

least the Department of Labor, Department of Commerce, Department of Treasury, 

Department of Education, and the Department of Defense.  This report will be used at the 

NSC to direct the strategy for maintaining sufficient human capital in strategically critical 

industries.  The intent is to ensure that this issue is being given the strategic attention that 

it warrants. 

 Develop a system or process to identify the human capital differential between the supply 

from the nation’s educational institutions and the demands of critical industries.   

 Consolidate the 209 different STEM programs in the federal government into a single 

agency that has NSC approved strategic objectives to accomplish.  This consolidation must 

be supported with clear strategic objectives to shape a cohesive set of programs for 

education.   

 Following the lead of states that are approving “differential tuition” for students selecting 

a STEM major,113 the Department of Education should make this a federal program and 

apply it to all federally- and state-funded schools across the nation.    

 To increase the number of teachers with STEM degrees, provide education grants to 

undergraduate students who commit to a STEM degree.  These students would be required 

to teach in a STEM-related field for at least five years. (Note: this is similar in concept to 

the DoD’s Reserve Officer Training Corps program.) 

 

The following recommendations address the gap between ICT job openings and qualified 

candidates.  This is a short- to mid-term solution while STEM education initiatives are given time 

to increase the number of qualified job applicants. 

 

 Modify the H1-B visa system so it can fill the human capital gaps in critical industries.  

This could include removing arbitrary caps on the number of H1-B visas, providing the 

flexibility for an increased number of visas or a longer visa duration based on annual supply 

shortfall and industry demand. 

 As part of immigration reform, ensure considerations are made to attract and retain highly 

skilled immigrants to work in the US.  This promises to fill the human capital gap, bolster 

our knowledge capital and innovation, and keep the workforce young and motivated.   
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Security 

The following recommendations enable the US to maintain an open and reliable Internet while 

ensuring privacy and national security. 

 

 Establish cooperative research agreements and establish consortiums to leverage expertise 

in the government with that of private industry to develop the best of breed encryption 

technologies such as quantum encryption (e.g. leverage the Defense Advanced Research 

Projects Agency and team it with industry on this initiative). 

 Invest in next generation intrusion detection systems that use artificial intelligence. 

 Develop technologies such as built-in-chip defenses and “Zero Day” countermeasures to 

counter microprocessor manufacturing concerns. 

 Improve supply chain assurance through an AS-9100-like quality standard, an expanded 

Trusted Foundry Program (NSA) and planting Foundries in friendly low cost nations 

through FMS offset programs and private incentives. 

 Adequately resource DHS in their capacity as the designated lead for federal government 

cybersecurity to lead the establishment of a domestic cybersecurity framework. 

 Clarify boundaries between public and private sector cybersecurity responsibilities. 

 Resource critical infrastructure upgrades (e.g. Smart Grid) to enhance security. 

 Continue to Update FISMA/Title 44 to enable a modern approach to federal cybersecurity 

and ensure adequate resourcing. 

Governance 

The following recommendations will improve governance vis-à-vis the ICT industry. 

 

 Congress should pass cybersecurity information sharing legislation that will provide 

liability coverage for the private sector and encourage information sharing between private 

corporations and between private and public segments to improve infrastructure security 

(safeguards would also need to be in place to prevent collusion). 

 Federal agencies should immediately begin implementation of the Federal Information 

Technology and Acquisition Reform Act (FITARA), empowering CIOs to drive agency 

investment and implementation.114   

 DoD should undertake a study to determine the best acquisition model for offensive and 

defensive cyber systems.  Due to the dynamic nature of the cyber threat and the nature of 

offensive cyber tools, a traditional acquisition model may not be agile enough.  Options 

could include designating USCYBERCOM to be the Milestone Decision Authority or 

adopting a quick reaction capability (QRC) model as the standard model for offensive 

cyber tools.   

 The US should pursue a light-touch regulatory framework for broadband.  This will 

continue US investment and innovation that has created the most capable network and most 

innovative content in the world.115  In light of the recent FCC Open Internet Order, the best 

option is for Congress to pass legislation institutionalizing the light-touch framework while 

still protecting Net Neutrality principles. 
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CONCLUSION 

The outlook for the ICT industry is highly positive based on the strength of its firms, the 

quality of its people, and significant future market opportunities.  The software, IT services, and 

wireless segments are performing well and growing while the manufacturing and wired segments 

are stressed and experiencing shrinking revenues.  In all segments, firms rely upon innovative 

products and services to compete against domestic and foreign competitors and must therefore 

invest heavily in R&D.  This need for innovation also creates a demand for highly-skilled human 

capital.  To maintain the US edge in innovation, the government should act to stimulate R&D 

spending and to address the human capital shortfall in STEM-educated workers.   

The ICT industry has provided enormous stimulus to the US economy.  It does so directly 

through sales of products and services and indirectly by facilitating productivity gains in other 

industries.  This trend will continue as mobility, cloud computing, and the Internet of Things offer 

new productivity gains to other industries.  These prospective gains are only possible if companies 

continue to innovate and invest in broadband and related ICT infrastructure.  To facilitate this, the 

government should take a light-touch approach to regulation and legislation, only intervening to 

address market failures.  This light-touch approach has enabled the past 30 years of extraordinary 

progress and should be continued. 

 As ICT products and services proliferate and the world becomes more connected, the cyber 

threat increases.  This is one of the most significant challenges facing the industry today.  

Overcoming this challenge will require a coordinated response by government and industry.  The 

government must provide a legal framework and resources to protect critical infrastructure and 

government systems and must facilitate information sharing with industry.  Both government and 

industry must invest in new cybersecurity technologies to address the growing threat. 

 If the US can overcome these challenges, the ICT industry should be well-positioned to 

remain the global ICT leader.  It will stand ready to capitalize on the latest ICT trends--mobility, 

cloud computing and the Internet of Things--and it will be the leader in charting new trends.  This 

offers significant economic potential, which ultimately ensures US national security. 
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Appendix A 

In-Class Visits 

 

Speakers representing: 

Federal Communications Commission 

FirstNET (The First Responder Network Authority) 

J-Capital Research (on China’s economy) 

Microsoft 

National Security Agency 

National Telecommunications and Information Administration 

Joint Staff J-6 

New Atlantic Ventures (a technology-focused venture capital firm) 

Office of the Under Secretary of Defense for Acquisition, Technology and Logistics 

The Defense Industrial Base 

US Patent and Trademark Office 
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Appendix B 

Strategic Financial Analysis  

(data from Morningstar.com) 

 

Table 2.  Industry Analysis for Communication Manufacturing, NAICS 33422

 
 

 

Table 3.  Industry Analysis for Wireless Telecommunications, NAICS 51721 
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Table 4.  Industry Analysis for Software Publishing, NAICS 51121 

 
 

Table 5.  Industry Analysis for IT Consulting, NAICS 54151 
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Appendix C 

Corporate Income Tax Effects 

 

Large US multi-national ICT corporations such as IBM, Microsoft, Oracle, and Apple 

obtain a significant portion of revenue and profit overseas.  US tax regulations have a large 

negative impact on private investment within the ICT industry.  At 39 percent, US tax rates are 

much higher than all other developed nations, causing avoidance of taxes by maintaining large 

amounts of capital overseas vice in the US financial markets. 

According to Mintz and Chen, compared with a territorial tax system which taxes profits 

only in countries where they are earned, America’s worldwide tax system has not kept pace with 

a competitive global environment.  “Since 2005, 63 of 95 countries surveyed have cut their 

[OECD] average statutory tax rates to 24.4 percent, while the US has remained stagnant at above 

39 percent.”116 According to KPMG, by 2014 the US had the highest corporate tax rate among 

Prominent Developed Countries—even higher than Japan (36 percent) and France (33 percent).117  

It should be no surprise that companies are relocating to lower-tax domiciles.  In 2000, 17 

percent of non-US OECD Forbes 500 companies were headquartered in countries with a territorial 

tax system.  By 2012, that figure had grown fivefold to 90 percent.118   While more research needs 

to be done to determine how much ICT business has moved out of the US due to tax policy, it is 

clear than ICT companies already doing business overseas are avoiding repatriating those profits 

to avoid high US Taxes.  Companies are using creative strategies such as “inversions” to improve 

profitability.  According to Gabriel Zucman, “US corporations book 20 percent of their profits in 

tax havens, a tenfold increase since the 1980’s; their effective tax rate has declined from 30 to 20 

percent over the last 15 years, and about two-thirds of this decline can be attributed to increased 

international tax avoidance.”119 More than $2 trillion in US-based company profit may be “locked-

out” from both US taxation and reinvestment.120  Cisco Systems alone reported that in 2013 its 

taxes were $1.8 billion less than they would have been if all of its earnings had been taxed at US 

rates.121  Companies can use their overseas cash without repatriation by investing it in the 

domiciled country, by making a foreign company acquisition, or borrowing the amount of “locked-

out” proceeds and using the cash for dividend payments, or share repurchases.  Despite being 

incredibly solvent in mid-2014, instead of repatriating $17 billion, Apple borrowed the money and 

paid a portion to its shareholders.  It made more financial sense to pay a few points of interest on 

that debt than to pay $4.4 billion in taxes at their 26.2 percent effective tax rate.122  The table below 

shows that many other American ICT companies make extensive use of havens to avoid 

repatriation taxation. 

 

 

 

 

 

 

 

 

2013 Untaxed Foreign Profit of Large ICT Companies123 
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Company Untaxed Foreign Profit ($B) Company Untaxed Foreign Profit ($B) 

Microsoft 76.4 Oracle  39.3 

Apple 54.4 Google  38.9 

IBM  52.3  Hewlett-Packard  38.2 

Cisco  48.0  Intel  20.0 

Source:  “Repatriating Games” Shareowner (Online) 29 (1): 4-5. 

We know that companies do respond to tax policy changes.  For example, Engel and Lyons 

report that, “As part of the American Jobs Creation Act of 2004, companies were allowed to 

repatriate overseas cash at a reduced rate of 5.25 percent.  The Internal Revenue Service (IRS) 

reported that 843 companies took advantage of this and that $312 billion was repatriated.  That 

resulted in a tax savings of $265 billion for the companies.”124 Addressing only the eight 

companies in the table above (assuming a competitive US tax policy revised to equal the OECD 

effective rate of 24.4 percent), the US would capture $89 billion in tax revenues. 

R&D Tax Credit Effects 

The Innovation and Technology Foundation reports that every US federal dollar spent 

R&D tax credits spurs $1 to $2 of business R&D investment.125   A 2012 study of French firms by 

Duguet found that one Euro of tax credit yields slightly more than one Euro of total R&D, while 

also increasing the number of R&D researchers.126  

Conclusions 

US Tax Policies are creating incentives for many multinational corporations, including 

American ICT companies, to stash trillions of dollars overseas, “locked-out” from US taxation.  

Creative tax-haven strategies like borrowing to pay dividends and conduct share buybacks to 

deliver some returns to shareholders.  However, some of the full benefit is likely lost through 

unnecessary transaction costs, and opportunity cost losses from foregoing more financially 

efficient US investments in favor of keeping the money overseas.  For small to medium sized 

businesses (SMB), R&D tax credits stimulate at least an equivalent amount of new R&D 

investment.  Many tech breakthroughs occur at SMB level and generally reach the broader market 

when their technologies are transferred to larger firms through licensing or M&A activity.  

However, by definition, R&D is a long term proposition.  Accordingly, R&D tax credit policy 

needs to be dependably stable over long periods of time, or many companies will decrease their 

R&D investments to compensate for the uncertainty of receiving offsetting future tax credits. 
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Appendix D 

Resourcing Trusted Microprocessor Supply 

Overview 

The US’ rising dependence on imports of microprocessors (MPs) manufactured in China 

represents a substantial threat to national security.  As the world rapidly becomes more digitally-

interconnected through the explosion of mobile devices and the emerging “Internet of Things” 

(IOT), nearly every device, vehicle or platform powered by electricity will contain digital 

microprocessors.  In addition to our military’s reliance on electronics as the brains of our modern 

weapon systems, the US Government spends more than “$81 billion annually for information 

technology (IT) systems, components, software, and related services, and it is highly reliant on IT 

to perform its many functions and responsibilities.”127  Media coverage of recent hacking attacks 

on large companies such as Sony Pictures Entertainment and Target Corporation have piqued the 

public’s awareness regarding the country’s vulnerability to internet-based hacking attacks.  As a 

result, both the White House and Congress have begun to pay some attention to internet-based 

threats and network security vulnerabilities.  However, due to massive complexities in the supply 

chain and the impracticality of testing every purchased component, compromised MP hardware 

may represent an even larger threat that is more challenging to detect and more difficult to counter 

than any internet-based threat.  Issue number 11 in the White House’s Comprehensive National 

Security Initiative (CNCI) highlights the need for action:128 

 

Initiative #11. Develop a multi-pronged approach for global supply chain risk 

management. Globalization of the commercial information and communications 

technology marketplace provides increased opportunities for those intent on 

harming the US by penetrating the supply chain to gain unauthorized access to 

data, alter data, or interrupt communications. Risks stemming from both the 

domestic and globalized supply chain must be managed in a strategic and 

comprehensive way over the entire lifecycle of products, systems and services. 

Managing this risk will require a greater awareness of the threats, vulnerabilities, 

and consequences associated with acquisition decisions; the development and 

employment of tools and resources to technically and operationally mitigate risk 

across the lifecycle of products (from design through retirement); the development 

of new acquisition policies and practices that reflect the complex global 

marketplace; and partnership with industry to develop and adopt supply chain and 

risk management standards and best practices. This initiative will enhance Federal 

Government skills, policies, and processes to provide departments and agencies 

with a robust toolset to better manage and mitigate supply chain risk at levels 

commensurate with the criticality of, and risks to, their systems and networks. 

 

In addition to underlining the nature of the MP-based threat and proposing general strategies to 

reduce global supply chain vulnerabilities, this paper specifically addresses the China-based 

problem.  Doing so requires the reader to understand MP-related economic trends, how the Chinese 

MP manufacturing industry competes given these trends, and its strategic vulnerabilities.   
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Economic Trends and China’s Strategy in the MP Value Chain 

A combination of the explosion in demand for distributed applications and mobile computing, the 

“internet of things”, and Moore’s Law fuels demand for smaller, more powerful MPs. For example, 

a typical 1990’s luxury car contained 3-10 MPs.  Today that same model car might be dependent 

upon 100 MPs and 100 million lines of code.  This order of magnitude increase requires more than 

5000 new designs annually.129  In the 1980s, building a MP fabrication manufacturing facility cost 

$200 million (2014 $USD) (Fig1). American companies relied on very few subcontractors, 

performed nearly all the steps in the value chain, and maintained sole accountability for quality 

assurance and security of their products. Today, building a modern MP manufacturing plant or 

“foundry” costs $7 billion, and some experts predict it may cost $20 billion by 2020.130     In 

combination with demand for highly specialized designs, such massive entry barriers force firms 

into specialization.  As a result, hundreds of suppliers compete at each value chain step, making it 

nearly impossible for system integrators to keep track of component sources.   

Spotting the emerging trends and opportunities to leverage their low labor costs and available 

capital, the Chinese government made massive investments in MP manufacturing over the past 

two decades.  Having entered the market first in manufacturing, Chinese firms have relied on 

their government’s help to keep MP labor costs low (only 2 percent of revenues)131 and 

subsequently have moved up-market into the design and specification elements in the value 

chain (Fig 2). 

Figure 1.  MP Value Chain 
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Figure 2.  American Value Chain Trends 

 

China is now both the largest consumer and largest exporter of MPs (Fig 3), fifty-two percent of 

its production is exported, and it has doubled its share of the world market in the last decade (Fig 

4).132   

Figure 3. China's Demand and Supply Explosion. 
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Figure 4.  China's Rapidly Growing Global Market Share 

China’s financial support from its government and labor cost advantages have driven US 

firms out of nearly every step in the chain except for  design and selling, where intellectual 

property and customer relationships remain critical to success.  In fact, US firms are exiting the 

entire computer manufacturing sector at an alarming annual rate:  21% from 2009-2014.133  

America’s rising dependence upon China subjects us not only to hold-up risk, but also to threats 

embedded in MP silicon and on-chip firmware.    
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The MP Problem:  A Different Kind Of Cyber Threat  

 
Figure 5.  Why the MP Threat is Different and What Could Happen. 

 

See Figure 5. Since control logic and firmware are burned into a MP during manufacturing, 

detecting and thwarting potential attacks may prove to be a greater challenge than it is with other 

cyber threats. Unlike malware embedded in software or attached to an email, execution of an attack 

is not easily linked to an associated event such as launching a program or opening a file. And, 

unlike an external hacker attack on a network, which may be traced to its source IP address, without 

meticulous documentation of personal accountability for each step in the value chain, MP attack 

sources would remain untraceable.  The only way to prevent these threats would be to test every 

MP before employing it in a system—a costly, time consuming, and impractical solution with 

currently-available test capabilities. Corrupt MPs might covertly capture data and export it to 

another source while appearing to function normally.  A pre-programmed “special back door” 

could allow a hacker into a system undetected.  An MP could intentionally introduce undetectable 

computational errors into a critical system such as an aircraft’s “fly by wire” controls, or perhaps 

command a connected system to stop functioning.  Easily disguised to look like an unrelated 

system failure, such malware would prove difficult to trace to the perpetrator.  Additionally, “Zero 

Days” attacks would delay activation until years after the MP’s installation, and made to look like 

a routine malfunction.  Moreover, conditional attacks, such as launching malicious functionality 

concurrent with the host system’s proximity to certain GPS coordinates, could wreak havoc on 

military systems.  Finally, even if the offending MP could be isolated, it might be nearly impossible 

to trace the malware origin back to the design engineer who programmed it; even if confronted, he 

could claim he made an unintentional error.   
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Analysis of Chinese Strategy, and the Approach to Counter It 

 

Figure 6 depicts China’s MP manufacturing strategy and its vulnerabilities.  China makes huge 

capital bets to build 

foundries, then exploits very 

low labor costs and 

manipulation of its 

currency to bolster exports.  

However, rising costs and 

competitive pressures have 

squeezed profit margins 

down more than 60% in 8 

yrs.  China’s reliance on 

this strategy renders it 

vulnerable to factors shown 

in the black box in Fig 6.  

Bringing about these 

conditions becomes the basis 

of our strategy. 

 

Ends, Ways, and Means 

Applying an Ascher-Overholt model, the author analyzed Ends, Ways, and Means for Core, 

Basic and Hedging strategies (results are contained in Appendix A).  Table 1, below, depicts a 

derivative analysis of those strategies:  a prioritized table of Capabilities (Means) the US should 

implement applying a Whole of Government approach. It includes the lead agency, other key 

agencies with whom key coordination is required, and the projected time horizon for the first 

implementation.  Items 9-15 are primarily policy issues and will not be addressed in this paper.  

Items 1-8 require significant resource commitments or substantial inter-agency coordination, and 

will be further amplified.   

 

no. Capability Priority

Strategy 

Element

DIME 

Element Lead Agency Coordinate with

Horizon 

(yrs)

1 CyberAttack Defcon Posture with Disaster Response/Recovery H Core M DHS DOD 3

2 Built-in Chip Defenses H Core M NSA DARPA, DIB 3

3 Zero-Days Counter-Measures Stockpile H Core M NSA DARPA, DIB 3

4 Alternative Intl Fabs through FMS Offsets H Core E DOD (FMS Offsets) State, DIB 3

5 Trusted Foundry Program for hypercritical supplies H Core M DOD (OSD) NSA 5

6 USG/Industry Cooperative Foundry Investments H Core E Commerce State 5

7 Industry Process Standard (AS9100-like) H Core I Commerce DIB 5

8 Quantum Computing H Core M DARPA DOD 15

9 Promote China Culture M Basic D State NGOs 10

10 Promote China Free Trade, Consumption and Middle Class Growth M Basic E Treasury State, Commerce 10

11 Amicable, Stable Relations with neigbors and US M Basic D State DOD 2

12 Counter-Terror Cooperation with China M Basic I DHS DOD 2

13 Counter Currency Manipulation Tariffs/fines L Basic E Treasury State 3

14 Economic Incentives/Premium Pricing for Compliance L Basic E Treasury State 3

15 Insurance Bonding v. Cyber Attacks L Core E Commerce DHS 5

Figure 6.  China MP Manufacturing Advantages & 

Vulnerabilities. (Data Source:  IBIS World China Database). 
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Table 6:  Prioritized Capabilities for MP Trusted Supply Assurance, Derived from Ascher-

Overholt Analysis 

Technologies 

Table 2 contains an analytical summary of key technologies to be developed, leading and 

coordinating agencies, launch milestones, procurement horizons, funding sources, investment 

estimates, contract types and sustainment strategies.  International partner possibilities, Iron 

Triangle issues, and Defense-Industrial Base issues, are also summarized.  Each of these 

technologies addresses a different issue:  Defense, Offense, and Game-Changing.    

 

Table 7.  Key Technologies for Trusted MP Supply 

 

Defensive Technology   

The massive number of Chinese-produced MPs already in US systems suggests that we must 

assume that many of them are already compromised by time-triggered, or event-triggered zero-

days maladies pre-programmed for future malevolence.  Defending against already-compromised 

MP’s embedded in US systems requires Built-In-Chip Defenses (BICDs).  BICDs would monitor 

all connected MPs on a given platform, looking for a malfunction or malady.  When one is 

detected, the BICD would isolate and bypass the malfunctioning MP, or even program itself to 

replicate the rogue MP’s original functionality.  A DARPA-NSA team cooperating with key 

international partners would manage procurement and security issues for up to one hundred $10 

Capability Built-in-Chip Defense R&D Zero Days Countermeasures Stockpiles Quantum Computing

Strategic Approach DEFENSE OFFENSE GAME-CHANGING

Strategy Element Core Core Core

DIME Element M M M

Lead Agency NSA NSA NSA

Coordinate with: DARPA, DIB DARPA, DIB DARPA, DIB

Timeframe (yrs) 3 3 15

Funding Source DOD (DARPA) DOD (DARPA) DOD (DARPA)

Estimate ($Millions) $1000  (award 100x $10mm contracts) $1000  (award 100x $10mm contracts) $50 per year.  

Launch Milestone A A A

Contract Type R&D R&D R&D

Development Stgy Award 100 proposals for BICD technology 

demonstrators, looking for the most 

unique approach to defending against any 

threat.  Then, LRIP produce MPs in trusted 

foundry the 10 most promising designs, 

and test in fielded systems.  

Award 100 proposals for Software Designs.  

Conduct technology demonstrations.  

Select the best firms to be partners in 

continuous CM development.

Continuous funding of Basic Research to 

factilite breakthrough.

Sustainment Stgy License slightly dumbed down versions to 

industry; deliver royalties to inventors.  

$100mm per year will be necessary to 

continously refresh R&D.

Select a limited number of firms to 

engage on a multiyear service contract to 

continously develop new offensive 

countermeasures.

Continuous funding of Basic Research to 

factilite breakthrough.

Allied Partners Israel.  UK. Israel. UK. Israel.  NATO Nations.

Iron Triangle Issues Justifying program will be difficult 

because tangible results will be hard to 

measure. Security and political 

sensitivities of technology co-

development with UK and Israel must be 

managed by State and NSA.   ITAR and 

Export Compliance may need special 

exceptions.

Justifying program will be difficult 

because tangible results will be hard to 

measure. Security and political 

sensitivities of technology co-

development with UK and Israel must be 

managed by State and NSA.   ITAR and 

Export Compliance may need special 

exceptions.

Politically difficult to explain.  Invention 

could render all current encruption 

schemese obsolete.  Possible 

international criticism that QC is being 

developed as an offensive cyber weapon.  

If breakthrough made by U.S., we may not 

want to share key technology with any 

other nation.

DIB Issues Contracts may need to be spread amongst 

firms in all 50 states.  Competitors will 

require security clearances.

 Contracts may need to be spread amongst 

firms in all 50 states.  Competitors will 

require security clearances.

Only a few research labs may be capable 

of running these programs.
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million contracts in pursuit of major breakthroughs.  After down-selecting and testing the most 

promising designs, the program could be sustained by licensing slightly “dumbed-down” versions 

to industry, and using derived royalties to sustain further development activities.  The nature of 

such an expensive program requiring segmentation, secrecy and limited oversight will make it 

difficult for Congress to support unless contracts are spread widely across contractors in many 

states. 

 

Offensive Technology 

Building our own stockpile of offensive Zero-Days Countermeasures (ZDCM) capabilities will 

equip the US with a deterrent to Chinese and other potentially malicious actors—enabling 

diplomatic cyber détente.     Like BICDs, a DARPA-NSA team employing careful program and 

security compartmentalization and international cooperation would run a competition culminating 

in demonstrations and down-selects.  The competition would generate an initial stable of offensive 

weapons.  However, sustainment would then require continuous development of 

Measures/Countermeasures.  Engaging the down-selected firms in a combination of fee for service 

research contracts to spawn follow-on product development programs over multiple years would 

sustain the competency.  Also like BICD, spreading contracts across the US may need to be the 

inefficient compromise for obtaining Congressional support for a program that requires high levels 

of secrecy and restricted oversight. 

 

Game-Changing Technology 

Quantum Computing’s (QC) theoretically massive computational capability might yield 

breakthroughs in MP quality assurance.  Today’s Non-Destructive Test (NDT) technologies have 

only limited applicability in MP circuitry testing.  Most are too time-consuming, too function-

specific, and too costly to test more than a very small random sample of MP inventories on a 

limited number of parameters.  Combined with QC’s ability to perform calculations billions of 

times faster than any other known computer, it’s theoretically possible for a QC-enabled NDI 

system to simultaneously test every MP in an incoming inventory batch for complete hardware 

and firmware integrity quickly and cost-effectively.  Moreover, in more advanced forms,  QC’s 

computational capability could quickly crack any known encryption key, or change an encryption 

algorithm instantaneously in the face of an active threat—both technologies that would 

revolutionize cyber defense and offensive cyber warfare.134  Accordingly, the US needs to expand 

NSA’s already-exiting QC program in cooperation with EU partners.  QC is an early stage research 

activity that will likely take 15 years or longer to mature, even with significant steady funding of 

$50 million per year.  Finally, as privacy issues become more of a concern in minds of US citizens, 

security professionals will need to work with the White House and Congress to effectively 

communicate the intentions and merits of the program so that they are not misunderstood. 

Programs 

Table 3 contains an analytical summary of key programs to be developed, leading and coordinating 

agencies, launch milestones, procurement timeframes, funding sources, investment estimates, 

contract types and sustainment strategies.  International partner possibilities, Iron Triangle 

concerns, and Defense-Industrial Base issues are also summarized. 
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Table 8.  Key Programs for Trusted MP Supply 

 

Cyber DefCon/Disaster Resiliency. 

The December 2014 cyberattack on Sony Pictures Entertainment, apparently launched by North 

Korean-sponsored actors, exposed the need to establish a national posture and protocol delineating 

roles and responsibilities for cyber protection and response.  When queried by reporters, 

government officials seemed neither able to articulate which agency (DoD, DHS, NSA, etc.) was 

responsible for protecting companies from such attacks, nor which agency might be tasked with 

responding, let alone if the government would assume responsibility for any future defense of 

industry. The cost of estimated damages to Sony begin at $15 million.135  Given the cost and 

psychological impact of the attack, even though no person was injured, had the attack been kinetic, 

the government’s responsibility would have been clearer, and its response would likely have been 

swifter, more resolute and more impactful.  Accordingly, Congress should task the Department of 

Capability CyberAttack Defcon Posture 

with Disaster 

Response/Recovery

Expand Trusted Foundry 

Program for hypercritical 

supplies

Industry Process Supply Chain 

Standard (AS9100-like), and 

Ethical Standards

Offset-Funded Alternative 

Source international 

Foundries

USG/Industry Cooperative 

Foundry Investments

Strategy Element Core Core Core Core Core

DIME Element M M I E E

Lead Agency DHS DOD (OSD) Commerce DOD (FMS Offsets) Commerce, Treasury

Coordinate with: DOD, NSA, FEMA NSA DIB and Private Industry, State State, DIB, USAID State

Timeframe (yrs) 3 5 5 3 5

Funding Source DHS DOD (OSD) Commerce DoD FMS Offset Program US Private industry, with 

Direct funding from 

Commerce and Tax 

Incentives from Treasury

Estimate ($Millions) $140-160 annually $100-300 annually for 3 years 

to qualify more sources.

$1000 ($200mm/yr for 5 yrs) $1000-2000 per foundry 

startup (apx 20% of total 

capex per plant)

$1000-2000 per foundry 

startup (apx 20% of total 

capex per plant)

Launch Milestone N/A N/A N/A N/A N/A.

Contract Type N/A.  Include in DHS annual 

budget

To be proposed by DMEA. Service Contract:  Commerce 

selects program manager to 

lead standard development 

with Industry

N/A--Part of FMS contract 

through State and DIB 

Platform lead

N/A.

Sustainment Stgy N/A.  Include recurring 

sustainment funds in DHS' 

annual budget Disaster 

Resiliency line item.

Self-sustaining through 

contracting via DMEA

After 5 years, PM would be 

funded by annual fees from 

industry to maintain 

certification

None required.   Funding by 

private industry

None required.   Funding by 

private industry

Allied Partners N/A. N/A NATO nations; High Tech 

companies wary of Chinese 

and Russian supply chain 

reliability

Target nations:  India, 

Philippines, Mexico, UAE, 

Brazil, Romania, Japan, 

Israel, South Korea, 

Malaysia, EU,

Allied nations in which US 

Companies have vast 

reserves of unrepatriated 

funds.

Iron Triangle Issues Will require cooperation 

with State governments, 

EMS and other first 

responders

Objections by industry for 

adding bureacracy, cost, and 

government-endorsed 

compeititive mfg source.  

Possible objections from 

IBM to the govt's creation of 

additional sources for TF 

production

Must coordinate carefully 

with State to handle 

delicate issues with RUS and 

PRC, and to invite them to 

participate in standard 

compliance.  Some in 

private industry may 

complain that a standards 

implementatition will add 

costs and disadvantage 

small business.  Small 

business administration 

coordination/cooperation 

will be necessary

Potential political resistance 

to "shipping jobs overseas";

Complexity of coordination 

means it will take longer to 

implement than FMS 

program. Target companies 

with unrepatriated funds 

overseas--give them 

incentives to invest.

DIB Issues Will require cooperation of 

financial institutions, as well 

as operators of critical 

infrastructure (Dams, Power 

Plants, Electrical Grid).

Concerns with price 

increases, schedule delays 

and hold-up risk from 

limited supplier sources.

DIB likely to be very 

supportive.  Will add costs 

to the acquisition of all 

systems using MPs/Ics

Scale of foundry investment 

might mean that a 

substantial weapon system 

purchase by target nation is 

a requirement for Offset 

program to be attractive.  

This fact might restrict the 

opportunity to Tier 1 

defense contractors

Scale of foundry investment 

would require cooperation 

of very large private 

companies.  
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Homeland Security (DHS) to develop, implement and exercise Cyber Defcon and Resiliency 

procedures, requiring $150 million per year of DHS’ $9.6 billion discretionary annual budget for 

Disaster Resiliency to be invested in maturing the competency.136   DHS would not only negotiate 

and clarify roles and responsibilities of the various national security agencies, but would also 

distinguish those accountabilities allocated to the federal government from those left to private 

business, while also enabling DHS to refine protocols with lessons learned from inter-agency 

exercises. 

 

Industry Process Standards.    

In addition to the threat of malware-infected MPs, studies reveal that counterfeit 

components comprise 8% of the global supply chain.137  Encouraging and adopting global 

standards promoting quality assurance, accountable traceability in product custody chains, 

responsible corporate behavior, respect for intellectual property rights, safe working conditions, 

competitive fairness and ethical treatment of workers while discouraging counterfeiting, polluting 

and corruption will serve to level the playing field for all electronics suppliers. Requiring Chinese 

compliance would reduce cyber risk while also bringing their costs in line with those of more 

responsible producers. 

 

Ethics Standard:  EICC Code of Conduct. The Department of Commerce should promote Support 

global compliance with the Electronic Industry Citizenship Coalition (EICC) Code of Conduct. 

The EICC Code of Conduct version 5.0 goes into effect on 1 April 2015.  It establishes compliance 

standards for Labor, Health and Safety and Environmental Protection, Ethics and Management 

Systems.138  Insisting on compliance as a requirement for doing business with the US would 

discourage suppliers from taking shortcuts that artificially reduce costs and create negative 

externalities such as pollution and poor working conditions, while encouraging respect for 

intellectual property law, civil liberties, and workers’ rights to organize. 

 

Electronics Industry Supply Chain Standard.  Without widespread adoption of practices similar to 

Aerospace Standard AS-9100–a comprehensive vendor certification and audit system which 

requires quality-oriented management practices as well as documentation, accountability and 

traceability of each step in the value chain–it will be impossible to impose the supply chain 

discipline necessary to contain malware-infected or counterfeit components.  The electronics 

industry has been struggling for several years to develop such a standard with only limited traction, 

primarily due to lack of dedicated funding and no dedicated standards-development leadership.  

The US Department of Commerce should be funded and staffed to lead and drive standard-

development in partnership with industry organizations, leaders in the defense industry, and 

companies like Oracle, which has developed an internal proprietary process for its own supply 

chain assurance, as well as cloud-based commercial software for supply chain management.139  

Through its International Trade Administration (ITA) and the National Institute of Standards and 

Technology (NIST), Commerce could support both the EICC and Supply Chain standards via a 

reallocation of only 2% of its $9.8 billion annual discretionary budget ($200 million per year, for 

five years) to ITA and NIST to accomplish this task.140  The State Department’s diplomatic 

assistance may be necessary to overcome likely Chinese resistance to the implementation of these 

standards.  Domestically, Commerce will need to coordinate with the Small Business Association 
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(SBA) and Congress to develop programs to assist small businesses with cost and compliance 

issues in transitioning to the emerging standards. 

Trusted Foundry Program.   

The Director, Defense Research and Engineering’s Trusted Foundry Program141 should be 

expanded with a $150-$300 million annual recurring investment to ensure that MPs critical to US 

weapons and security systems can be surge-produced in the event of an emergency. Through 

NSA’s Trusted Access Program Office (TAPO), any government-sponsored program can access 

production of integrated circuits through IBM’s trusted foundry, provided they can afford the cost 

and deal with scheduling constraints inevitable when dealing with a single-source supplier.  

Accordingly, the Defense Microelectronics Activity (DMEA), the Trusted Foundry program 

manager, should be commissioned to qualify and maintain additional trusted foundries.  

Concurrently, some of the annual funding should be used to stockpile critical supplies of obsolete 

MPs that are still utilized in modern systems but which are no longer produced by commercial 

industry—a critical problem facing defense contractors sustaining high-tech platforms over several 

decades. 

Develop Alternative Foundries in Low Cost Nations.   

 

Foreign Military Sales (FMS) Offsets Supporting Foundry Construction.   

Although a domestic Trusted Foundry surge capacity will enhance national security for 

critical systems, in the face of exploding demand, additional MP sources will be needed to reduce 

American dependence on Chinese manufacturers.  In concert with State and USAID, DOD can 

encourage the use of FMS Offset programs to seed the establishment of foundries in friendly, low-

cost nations who make significant purchases of US defense systems.   In nations such as India, 

such a program would not only encourage a transition from Russian to US weapon systems, it 

would also provide an economic and security hedge against Chinese regional hegemony while 

enhancing India’s economy at little incremental cost to the American taxpayer.  

 

High-Tech Industry Co-Investment of Un-repatriated Funds.   

With key support from State and Treasury, Commerce should develop a program to 

encourage US companies with un-repatriated funds locked up overseas to invest in startup 

foundries in friendly, low-cost nations.  Such a program would not only reduce our MP dependence 

upon China and deliver economic benefits to allies, but it would also indirectly direct a portion of 

the estimated $2 trillion locked-out to the benefit of the taxpayer without changing the politically-

sensitive corporate income tax rate. 

Conclusion 

The combination of US industry’s exit from MP production and China’ rapid capture of much of 

the MP value chain represents a mounting threat to American national security.  Not only are US 

defense systems and critical high tech industries subject to potential hold-up risk from Chinese 

suppliers, they are also vulnerable to hazards from counterfeit parts and malicious, untraceable 

threats that can be pre-programmed into MP circuitry.  Until reliable global supply chain standards 

are adopted, national security professionals must assume that many of our critical systems and 

industrial control systems are already compromised.  Only a multiple-front, whole of government 

approach deployed to exploit weaknesses in the Chinese “low-cost-producer” industrial strategy 
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will cover all of the U.S’s vulnerabilities. Accordingly, while the US develops a more robust cyber 

response posture, alternative competitive and trusted foundry production sources must be 

developed at home and overseas.  Finally offensive, defensive, and game-changing technologies 

must also be developed and matured to counter the Chinese threat—thereby arming the US with a 

wide range of options from cyber détente to full-scale, mutually-assured cyber destruction.  
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